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_ VERBATIM _ i 

RECORD  OF  TRIAL’ 

(and  accompanying  papers) 

of 

MANNING,  Bradley  E. _ 

(Name:  Last,  First,  Middle  Initial) 

Headquarters  and 
Headquarters  Company, 

United  States  Army  Garrison 

(Unit/Command  Name) 

By 


(Social  Security  Number) 


Fort  Myer,  VA  22211 


(Branch  of  Service) 


GENERAL  COURT-MARTIAL 


Convened  by 


Commander 

(Title  of  Convening  Authority) 


UNITED  STATES  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
(Unit/Command  of  Convening  Authority) 

T ried  at 


Fort  Meade,  MD _  on  _ see  below 

(Place  or  Places  of  Trial)  (Date  or  Dates  of  Trial) 


Date  or  Dates  of  Trial: 


23  February  2012,  15-16  March  2012,  24-26  April  2012,  6-8  June  2012,  25  June  2012, 

16-19  July  2012,  28-30  August  2012,  2  October  2012,  12  October  2012,  17-18  October  2012, 

7- 8  November  2012,  27  November  -  2  December  2012,  5-7  December  2012,  10-11  December  2012, 

8- 9  January  2013,  16  January  2013,  26  February  -  1  March  2013,  8  March  2013, 

10  April  2013,  7-8  May  2013,  21  May  2013,  3-5  June  2013,  10-12  June  2013,  17-18  June  2013, 
25-28  June  2013,  1-2  July  2013,  8-10  July  2013,  15  July  2013,  18-19  July  2013, 

25-26  July  2013,  28  July  -  2  August  2013,  5-9  August  2013,  12-14  August  2013, 

16  August  2013,  and  19-21  August  2013. 


1  Insert  "verbatim"  or  "summarized"  as  appropriate.  (This  form  will  be  used  by  the  Army  and  Navy  for  verbatim  records  of  trial  only.) 

2  See  inside  back  cover  for  instructions  as  to  preparation  and  arrangement. 
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DEPARTMENT  OF  THE  ARMY 
US  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5010 


ANJA 


1  3  MAR  2014 


MEMORANDUM  FOR  Commander,  US  Army  Military  District  of  Washington,  Fort 
Lesley  J.  McNair,  Washington,  DC  20319 

SUBJECT:  Recommendation  of  the  Staff  Judge  Advocate,  U.S.  v.  PFC  Manning 


IThe  record  of  trial  in  the  case  of  Private  First  Class  Bradley  E.  Manning,  H 

Headquarters  and  Headquarters  Company,  United  States  Army  Garrison,  Joint 
Base  Myer-Henderson  Hall,  Fort  Myer,  Virginia,  has  been  forwarded  to  me  for  my 
recommendation  before  action  as  required  by  Article  60(c)-(e),  UCMJ,  and  R.C.M. 
1106,  Manual  for  Courts-Martial. 

2.  Approved  Deferment  or  Waiver  Requests.  None. 

3.  Clemency  Recommendation  Made  in  Conjunction  with  Announcement  of 
Sentence.  None. 

4.  Other  Clemency  Recommendations.  None. 

5.  Pre-trial  Agreement.  None. 

6.  Confinement  Credit.  1293  days 

7.  Recommendation.  I  recommend  that  you  approve  the  adjudged  findings  and 
sentence,  and  except  for  that  portion  of  the  sentence  pertaining  to  a  Dishonorable 
Discharge,  order  the  sentence  executed.  The  accused  will  be  credited  with  1293  days 
of  confinement  against  the  sentence  to  confinement. 


2  Ends 

1.  Result  of  Trial.  U.S.  v.  Manning  COL,  JA 

2.  Record  of  Trial,  U.S.  v.  Manning  Staff  Judge  Advocate 


CF: 

Accused  (w/encls) 

Defense  Counsel  (w/encls) 


© 


POST-TRIAL  DOCUMENTS 

PAPERWORK  PERTAINING  TO 
CONFINEMENT 


© 


J 


DEPARTMENT  OF  THE  ARMY 
US  ARMY  INSTALLATION  MANAGEMENT  COMMAND 
JOINT  BASE  MYER  -  HENDERSON  HALL 
MILITARY  PERSONNEL  DIVISION 
106  CUSTER  ROAD,  BUILDING  202 
FORT  MYER,  VIRGINIA  22211-1199 


ORDERS  235-48 


24  AUGUST  2013 


MANNING,  BRADLEY 


PV1  HHC  USAG  (W0UC01)  FORT  MYER,  VA  22211 


You  will  proceed  on  permanent  change  of  station  as  indicated. 

Assigned  to:  PERSONNEL  CONTROL  FACILITY  (W6CSPR)  FT.  SILL,  OK  WITH 
CONFINEMENT  AT  THE  UNITED  STATES  ARMY  DISCIPLINARY  BARRACKS,  FT. 
LEAVENWORTH,  KS  66027 

Reporting  date:  22  AUGUST  2013  (VOCDR  CONFIRMED) 

Additional  instructions:  Sentencing  in  accordance  with  DD  Form  2707 
(Confinement  Order)  signed  by  CPT  Von  Elten  Alexander,  JA,  (Trial  Counsel) . 


FOR  ARMY  USE: 

Auth:  AR  27-10  Pers  con  no:  NA 

MDC :  7BE3  Asg  to  mgt  dsg :  NA 

Enl/REENLB  indie:  NOT  APPLICABLE  Control  specialty:  NONE 

PPD :  NONE  Pers  sety  code:  NA 

PMOS :  NA _ 

SDN: 

Format:  410 


FOR  THE  COMMANDER: 


DISTRIBUTION : 

IMNE-MYR-HRM  (1) 

S JA/ CRIMINAL  LAW  DIV,  BLDG  32,  FORT  MCNAIR,  DC  20319  (3) 

PCF,  FT.  SILL,  OK  (3) 

HHC  USAG,  FT.  MYER,  VA  22211 
PV1  MANNING  (15) 


O 


O 


DEPARTMENT  OF  THE  ARMY 
ARMY  CORRECTIONS  COMMAND 


REPLY  TO 
ATTENTION  OF 


150  ARMY  PENTAGON 
WASHINGTON  DC  2031(M)150 


DAPM-ACC 


22  August  13 


MEMORANDUM  FOR  RECORD 
SUBJECT:  Transfer  of  Prisoner 


1 .  The  transfer  of  the  following  prisoner(s)  to  the  USDB  at  Ft  Leavenworth  has  been  approved 
by  this  office. 

Name:  Manning,  Bradley 

Grade:  E-3 

Losing  Unit:  HHC,  USAG,  JBH-HH,  Ft.  MYER  VA  2221 1 

Charge(s):  134,92 

Date  Adjudged:  21  Aug  13 

Sentence:  35  Years 

PTA:  None 

Presentence  Confinements  181 

Admin  Credit:  112 

Discharge:  DD 

Alcohol  Related:  No 

Age:  25 

Service:  Army 

POC:  CW2  Jairo  Parra 

COM:  220-685-1975 

E-mail:  jairo.a.parra.mil@mail.mil 

Transfer  date:  22  Aug  13 

2.  Remarks:  N/A 

3.  POC  for  this  memorandum  is  Larry  kester  or  Laura  Mitchell  at  DSN  328-7713/7705  COM 
703-428-771 3/7705. 


Correctional  Program  Specialist 


O 


.DAPM-ACC 


13  Mar  13 


MEMORANDUM  FOR  RECORD 

SUBJECT:  Department  of  Army  Confinement  Procedures  Checklist 


1 .  IAW  AR  190-47,  based  on  operational  requirements  and  programs,  Army  Corrections 
Command  (ACC)  will  determine  place  of  incarceration  for  all  Army  prisoners  who  are  sentenced 
to  confinement  beyond  30  days.  Notification  of  summary  C/M’s  remaining  in  local  contract  jails 
is  required,  including  the  required  confinement  documents  and  confinement  checklist.  Local 
contract  jails  may  not  be  used  to  confine  adjudged  prisoners  beyond  30  days  without  prior 
approval  from  ACC. 

2.  The  enclosed  checklist  is  required  for  any  Courts-Martial  resulting  in  a  sentence  to 
confinement  and  will  be  completely  filled  out  by  the  primary  SJA  POC/representative. 

All  required  documents  will  be  scanned  and  emailed  to  Mike  Chvojka,  Laura  Mitchell  and  Larry 
Kester  at  usarmv.pentaaon.corrections-cmd.mbx.desiqnations@mail.mil  or  faxed  to  DSN  328- 
7722/COM  703-428-7722  (do  not  fax  the  MPR  and  ROI.  They  will  be  hand  carried  by  escorts). 

3.  Reassignment  orders:  Soldiers  who  receive  a  sentence  of  121  days  or  more  confinement 
without  a  punitive  discharge/dismissal,  or  adjudged  a  punitive  discharge/dismissal  will  be 
administratively  assigned  to  the  appropriate  PCF  with  confinement  at  the  designated 
correctional  facility  IAW  AR  600-62,  Para  3-12.  For  those  prisoners  that  do  not  meet  the  criteria 
for  reassignment  the  commander/1  SG  contact  information  is  required  (e-mail,  phone,  and 
address). 

4.  The  transfer  date  is  coordinated  with  ACC  and  the  SJA  representative/losing  unit.  The  ACC 
designated  transfer  date  is  the  expected  arrival  date  and  is  not  an  on  or  about  date.  If  the  unit  is 
unable  to  complete  the  mission  on  the  designated  date,  ACC  or  the  gaining  facility  needs  to  be 
notified  immediately.  Before  conducting  the  actual  transfer  of  the  prisoner(s),  the  losing  unit  or 
SJA  representative  will  contact  the  gaining  ACC  facility  and  provide  the  escorts  information  as 
well  as  their  travel  itinerary.  SJA  will  provide  the  escorts  with  the  checklist  and  all  required 
documents  to  be  hand  carried  to  the  gaining  facility.  It  is  highly  encouraged  that  unit 
commanders  contact  the  installation  PMO  for  escorting  instruction,s/assistance  for  high 
risk/special  management  prisoners. 

5.  ACC  Points  of  contact  be  Mike  Chvojka,  703-428-7701,  DSN:  328-7701,  Laura  Mitchell,  703- 
428-7705,  DSN:  328-7705  or  Larry  Kester  703-428-7713,  DSN  328-7713. 


Enel 

Confinement  Procedures  Checklist 


Operations  Division  Chief 
Army  Corrections  Command 


o 


CONFINEMENT  PROCEDURES  CHECKLIST 
DD  Form  2704  (MAR  201 3)  V/W  adf 

Initials 

DD  Form  2707-1  (MAR  2013)  Result  of  Trial  adf 

Initials 

DD  Form  2707  (MAR  2013)  Confinement  Order  adf 

Initials 

DD  Form  458  (MAY  2000)  Charge  Sheet  adf 

Initials 

Report  of  Investigation  (CID  Report)  (email  only  /do  not  fax)  adf 

Initials 

ERB/ORB  adf 

Initials 

Pre-T rial  Agreement  (if  any)  adf 

Initials 

Age  of  prisoner  25 


Is  the  prisoner  currently  in  pretrial  confinement,  if  so  where?  _ Y_ 


Gender:  M  X  F _ 

Any  previous  disciplinary  actions?  Y  x  N _ 

Were  alcohol  or  drugs  a  contributing  factor  in  this  case?  Y _ N  X 

Is  the  prisoner  currently  under  a  Doctors’  care?  Y _  N  x 

(If  so,  list  name  and  phone  number  of  Health  Care  Provider) 

No . 

Does  the  prisoner  have  any  current  or  ongoing  medical  problems  or 

require  special  medical  equipment?  Y _ N  x 

Are  there  any  mental  health  problems,  i.e.:  suicidal/homicidal/homosexual/ 
assaultive  thoughts  or  tendencies  or  a  history  of  mental  health  problems?  Y  x  N _ 

Does  the  prisoner  have  any  PTSD  related  issues?  Y _ N  x 

Has  the  prisoner  assaulted  or  threatened  any  staff  or  other  prisoners?  Y  x  N _ 

List  names  of  non-psychotropic  medications  prescribed  for  prisoner  and  daily  dosages  if 
applicable  None . _ 

List  names  of  psychotropic  medications  prescribed  for  prisoner  and  daily  dosages  if 
applicable  None. _ 

How  many  days  medication  supply  will  prisoner  have  on  hand  upon  arrival?  n/a 


Is  the  prisoner  an  escape  risk?  Y _ NJi_  (If  yes,  explain  why) 


o 


CONFINEMENT  PROCEDURES  CHECKLIST  CONT. 

Was  DNA  sample  collected?  V _ N  x  (If  yes,  include  test  kit  #) _ 

Is  there  any  additional  information  that  should  be  known  about  this  prisoner? 
(If  so,  list  it  here) 


Any  additional  remarks,  comments,  or  concerns: 

Prisoner  confined  at  JRCF,  Ft  Leavenworth,  KS  during  Pre-Trial 


Requested  move  date: 
Prisoner’s  UIC: 

Primary  SJA  POC: 


Unit  POC’s: 


22  August  2013 


WOGVAA 


CW2  Ford,  Arthur  D 

SJA  POC  legible  name 
301-677-3919 


Phone  number/Commercial  or  DSN 
202-685-1975 


Phone  number/Cell 

arthur.d.  ford .mil@inail  .tnii? 

Email  address 


C  leSi'ble^ignature 


1SG  Strong,  Nicholas  L. 

ISO's  legible  name 

703-696-3409 _ 

ISG's  phone  number/Commercial  or  DSN 
nicholas . 1 . stronQ.mil@mail.mil 

ISG's  email  address 

CPT  Varner,  Amy  M. 

Company  Commander  legible  name 
703-696-3358 

Company  Commander’s  phone  number/Commercial  or  DSN 
amy .  1H  f  varner2  _ 

Company  Commander's  etnall  address 


c 


O 


DD  FORM  2707-1,  MAR  2013  PREVIOUS  EDITION  IS  OBSOLETE.  Adobe  Professional  X 


c 
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INSTRUCTIONS  FOR  COMPLETING  DD  FORM  2707-1,  "DEPARTMENT  OF  DEFENSE  REPORT  OF  RESULT  OF  TRIAL" 


Date  of  T rial:  Enter  date  (and  all  other  dates)  as  4  digit  year,  2  digit  month  and  2  digit  day,  no  separators. 

To:  Address  to  the  Convening  Authority  (CA).  Include  at  least  two  elements  of  CA  unit,  geographical  location  and  ZIP  code. 

1.  United  States  versus: 

a.  Name.  Enter  the  accused  name  (Last,  First,  Middle  Initial). 

b.  Branch  of  Service  (Army,  Navy,  Air  Force,  etc.). 

c.  Rank/Grade  (E-6,  etc.). 

d.  DoD  ID  number  or  Social  Security  Number  (Last  4  only). 

e.  Organization.  Accused  full  unit  address.  Include  at  least  two  elements  of  the  accused  unit,  geographical  location  and  ZIP  code. 

2.  Type  of  Court  Martial,  a.  Enter  an  "X"  in  the  appropriate  box. 

b.  -  d.  Convened  by:  Convening  Order  number(s),  issuing  command,  and  date(s)  of  the  Court  Martial  Order  Number(s),  or,  if  the 
trial  is  by  SCM,  note  on  form  as  appropriate  and  enter  the  date  of  detail  of  the  SCM  from  the  referral  on  Part  V,  DD  Form  458. 

3.  Summary  of  Offenses,  Pleas,  and  Findings. 

a.  Charge  Number(s)  and  Specification(s),  if  any. 

b.  UCMJ  Article(s).  Article  number  list  from  the  Uniform  Code  of  Military  Justice  (example:  ART  121). 

c.  DIBRS  Code.  Offense  severity  scale,  reference  DoDI  1325.7  for  code  listing  (example:  ART  121-A1). 

d.  Brief  Description  of  Offense  (example:  Larceny), 

e.  -  f.  Pleas/Findings.  Respective  pleas  and  findings  or  other  disposition. 

4. a.  Date  Adjudged.  Date  of  court-martial. 

b.  Date  of  Forfeitures  or  Reductions.  Any  forfeiture  of  pay  or  allowances  or  reduction  in  grade  that  is  included  in  a  sentence  of  a 
CM  takes  effect  on  the  earlier  of:  (1 )  the  date  that  is  14  days  after  date  on  which  the  sentence  is  adjudged;  or  (2)  the  date  on  which 
the  sentence  is  approved  by  the  convening  authority. 

5.  Sentence.  Enter  the  sentence  of  the  court-martial.  If  trial  resulted  in  an  acquittal,  enter  "N/A". 

6.  Admin/Judicial  Credit/Pre-Trial  Agreement. 

a.  Enter  the  content  of  pre-trial  agreement  concerning  sentence,  if  any.  If  none,  enter  "None". 

b.  Enter  the  number  of  days  the  accused  was  in  pre-trial  (pre-sentence  confinement).  If  none,  enter  "MIA". 

c.  Enter  the  number  of  days  of  judge  ordered  administrative  credit  for  illegal  pre-trial  (pre-sentence)  confinement  restriction  found 
tantamount  to  confinement,  if  any.  If  none,  enter  “N/A". 

d.  Enter  the  total  number  of  days  of  pre-trial  and  judge  ordered  credit  (pre-sentence)  confinement  credit  towards  post-trial 
confinement,  if  any.  If  none,  enter  "N/A". 

7.  DNA  Processing.  In  accordance  with  10  U.S.C.  1565,  DNA  samples  are  required  on  each  person  subject  to  UCMJ  who  is  or 
has  been  convicted  of  a  "Qualifying  Military  Offense"  (QMO).  A  QMO  is  any  offense  under  UCMJ  punishable  by  a  sentence  to 
confinement  for  more  than  one  year,  regardless  of  the  sentence  imposed.  The  Service  is  authorized  to  collect  DNA  samples  at  any 
time  after  a  general  or  special  court-martial  sentence  is  adjudged  for  one  or  more  QMO(s).  It  is  the  Court-Martial  Convening 
Authority  (CMCA)  action  under  Article  60  that  determines  whether  the  result  of  trial  concludes  with  a  QMO  conviction. 

NOTE:  DNA  sample  does  not  apply  to  the  finding  of  SCM  or  proceeding  under  Article  1 5,  UCMJ. 

8.  Sex  Offender  Registration.  In  accordance  with  42  U.S.C.  14071:  a  person  convicted  of  any  of  the  offenses  punishable  under 
the  UCMJ  (reference  DoDI  1325.7  -E27  for  listing).  NOTE:  A  "Qualifying  Military  Offense"  is  a  felony  or  sexual  offense  determined 
by  the  Secretary  of  Defense  to  be  a  QMO  for  the  purpose  of  10  U.S.C. 

9.  Companion  Accused/Co-Accused.  Enter  the  name(s)  and  Social  Security  Number(s)  (last  4  digits  only)  of  companion  or 
co-accused,  if  any.  If  none,  enter  "N/A". 

10.  Distribution.  Enter  a  list  of  copies  furnished  to  named  agencies  or  units  (example:  Finance,  Company,  etc.).  NOTE:  Make 
sufficient  copies  after  the  form  is  signed  by  the  trial  counsel  or  SCM  Officer.  Forward  the  original  to  the  convening  authority. 

11.  Signed  By.  Enter  an  "X”  in  the  box  to  indicate  whether  Trial  Counsel  or  Summary  Court-Martial  Officer. 

a.  -  e.  Enter  the  full  name,  rank/grade  and  branch  of  service  of  the  trial  counsel  or  the  summary  court-martial  officer. 

NOTE:  You  should  ensure  that  a  copy  of  the  Department  of  Defense  Result  of  Trial  is  expeditiously  provided  to  the  Finance  and 
Accounting  Office  (FAO)  in  any  case  involving  a  reduction  in  rank  or  forfeiture  of  pay  or  fine. 


DD  FORM  2707-1  (BACK),  MAR  2013 
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CONTINUATION  SHEET,  DD  Form  2707-1  -  PFC  MANNING.  BRADLEY. 

U.S.  Army,  Headquarters  and  Headquarters  Company,  U.S.  Army  Garrison,  Joint  Base  Mver- 

Henderson  Flail,  Fort  Myer,  VA  222 1 1 


Section  IV  Continued: 


a.  CHARGE/ 
SPECIFICATION 
NOfS). 

b.  UCMJ 
ARTICI.E(S) 

e.  DIBRS 
CODE 

d.  BRIEF  DESCRIPTION  OF  OFFENSE 

e.  PLEA 

f. 

FINDINGS 

I/The 

104 

104-A 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1  November  2009  and  on  or  about 

27  May  2010,  without  proper 
authority,  knowingly  give 
intelligence  to  the  enemy,  through 
indirect  means. 

NG 

NG 

II/l 

134 

134-Z 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1  November  2009  and  on  or  about 

27  May  2010,  wrongfully  and 
wantonly  cause  to  be  published  on 
the  internet  intelligence  belonging 
to  the  United  States  government, 
having  knowledge  that  intelligence 
published  on  the  internet  is 
accessible  to  the  enemy,  such 
conduct  being  prejudicial  to  good 
order  and  discipline  in  the  armed 
forces  and  being  of  a  nature  to  bring 
discredit  upon  the  armed  forces. 

NG 

G 

1 1/2 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1 5  February  2010  and  on  or  about  5 
April  2010,  having  unauthorized 
possession  of  information  relating 
to  the  national  defense,  to  wit:  a 
video  file  named  "12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC 
Anyone.avi",  with  reason  to  believe 
such  information  could  be  used  to 
the  injury  of  the  United  States  or  to 
the  advantage  of  any  foreign  nation, 

G* 

G** 

1 


w 


w 


CONTINUATION  SHEET,  DD  Form  2707-1  -  PFC  MANNING.  BRADLEY. 

U.S.  Army,  Headquarters  and  Headquarters  Company.  U.S.  Army  Garrison,  Joint  Base  Mver- 

Henderson  Hall,  Fort  Mver,  VA  2221 1 


willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,  the  said  information,  to 
a  person  not  entitled  to  receive  it,  in 
violation  of  18  U.S.  Code  Section 
793(e),  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures  “15 
February  2010”  and  “5  April  2010”, 
substituting  therefor  the  words  and 
figures  “14  February  2010”  and  “21 
February  2010”;  further  excepting 
the  words  “information  relating  to 
the  national  defense,  to  wit:”; 
further  excepting  the  words  “with 
reason  to  believe  such  information 
could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of 
any  foreign  nation,  willfully 
communicate,  deliver,  transmit,  or 
cause  to  be  communicated, 
delivered,  or  transmitted,”, 
substituting  therefor  the  words  “did 
willfully  communicate”;  further 
excepting  the  words  and  figures,  “in 
violation  of  1 8  U.S.  Code  Section 
793(e),”. 

**  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures. 

II/3 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 
22  March  2010  and  on  or  about  26 
March  2010,  having  unauthorized 
possession  of  information  relating 
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to  the  national  defense,  to  wit: 
more  than  one  classified 
memorandum  produced  by  a  United 
States  government  intelligence 
agency,  with  reason  to  believe  such 
information  could  be  used  to  the 
injury  of  the  United  States  or  to  the 
advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,  the  said  information,  to 
a  person  not  entitled  to  receive  it,  in 
violation  of  1 8  U.S.  Code  Section 
793(e),  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures  “22 
March  2010”  and  “26  March  2010”, 
substituting  therefor  the  words  and 
figures  “  1 7  March  20 1 0”  and  “22 
March  2010”;  further  excepting  the 
words  “information  relating  to  the 
national  defense,  to  wit:”;  further 
excepting  the  words  “with  reason  to 
believe  such  information  could  be 
used  to  the  injury  of  the  United 

States  or  to  the  advantage  of  any 
foreign  nation,  willfully 
communicate,  deliver,  transmit,  or 
cause  to  be  communicated, 
delivered,  or  transmitted,”, 
substituting  therefor  the  words  “did 
willfully  communicate”;  further 
excepting  the  words  and  figures  “in 
violation  of  18  U.S.  Code  Section 
793(e),”. 

**  Not  Guilty,  but  Guilty  of  the 
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excepted  the  words  and  figures  "22 
March  2010",  substituting  therefor 
the  words  and  figures  "17  March 
2010". 

II/4 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

3 1  December  2009  and  on  or  about 

5  January  2010,  steal,  purloin,  or 
knowingly  convert  to  his  use  or  the 
use  of  another,  a  record  or  thing  of 
value  of  the  United  States  or  of  a 
department  or  agency  thereof,  to 
wit:  the  Combined  Information 

Data  Network  Exchange  Iraq 
database  containing  more  than 
380,000  records  belonging  to  the 
United  States  government,  of  a 
value  of  more  than  $1,000,  in 
violation  of  18  U.S.  Code  Section 
641,  such  conduct  being  prejudicial 
to  good  order  and  discipline  in  the 
armed  forces  and  being  of  a  nature 
to  bring  discredit  upon  the  armed 
forces. 

NG 

G* 

*  After  pleas  but  before  findings, 
the  Military  Judge  granted  an 
opposed  motion  by  the  Government 
to  amend  the  Specification, 
excepting  the  words  “to  wit:”  and 
substituting  therefor  the  words  “to 
wit:  a  portion  of’. 

II/5 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

3 1  December  2009  and  on  or  about 

9  February  2010,  having 
unauthorized  possession  of 
information  relating  to  the  national 
defense,  to  wit:  more  than  twenty 
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classified  records  from  the 

Combined  Information  Data 

Network  Exchange  Iraq  database, 
with  reason  to  believe  such 
information  could  be  used  to  the 
injury  of  the  United  States  or  to  the 
advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,  the  said  information,  to 
a  person  not  entitled  to  receive  it,  in 
violation  of  18  U.S.  Code  Section 
793(e),  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  After  arraignment  but  before 
pleas,  the  Military  Judge  granted  an 
unopposed  motion  by  the 

Government  to  amend  the 
Specification,  adding  the  words 
“and  at  or  near  Rockville, 

Maryland,”  after  “Iraq,”. 

**  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures  “3 1 
December  2009”  and  “9  February 
2010”,  substituting  therefor  the 
words  and  figures  “5  January  2010” 
and  “3  February  2010”;  further 
excepting  the  words  “information 
relating  to  the  national  defense,  to 
wit:”;  further  excepting  the  words 
“with  reason  to  believe  such 
information  could  be  used  to  the 
injury  of  the  United  States  or  to  the 
advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
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transmitted,”,  substituting  therefor 
the  words,  “did  willfully 
communicate”;  further  excepting 
the  words  and  figures  “in  violation 
of  18  U.S.  Code  Section  793(e),”. 

1 1/6 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

3 1  December  2009  and  on  or  about 

8  January  2010,  steal,  purloin,  or 
knowingly  convert  to  his  use  or  the 
use  of  another,  a  record  or  thing  of 
value  of  the  United  States  or  of  a 
department  or  agency  thereof,  to 
wit:  the  Combined  Information 

Data  Network  Exchange 

Afghanistan  database  containing 
more  than  90,000  records  belonging 
to  the  United  States  government,  of 
a  value  of  more  than  $  1 ,000,  in 
violation  of  18  U.S.  Code  Section 
641,  such  conduct  being  prejudicial 
to  good  order  and  discipline  in  the 
armed  forces  and  being  of  a  nature 
to  bring  discredit  upon  the  armed 
forces. 

NG 

G* 

*  After  pleas  but  before  findings, 
the  Military  Judge  granted  an 
opposed  motion  by  the  Government 
to  amend  the  Specification, 
excepting  the  words  “to  wit:”  and 
substituting  therefor  the  words  “to 
wit:  a  portion  of’. 

1 1/7 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

3 1  December  2009  and  on  or  about 

9  February  2010,  having 
unauthorized  possession  of 
information  relating  to  the  national 

G*  ** 

G 

6 


© 


o 


CONTINUATION  SHEET,  DD  Form  2707-1  -  PFC  MANNING.  BRADLEY. 

U.S.  Army,  Headquarters  and  Headquarters  Company,  U.S.  Army  Garrison,  Joint  Base  Mver- 

Henderson  Hall,  Fort  Myer,  VA  22211 


defense,  to  wit:  more  than  twenty 
classified  records  from  the 

Combined  Information  Data 

Network  Exchange  Afghanistan 
database,  with  reason  to  believe 
such  information  could  be  used  to 
the  injury  of  the  United  States  or  to 
the  advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,  the  said  information,  to 
a  person  not  entitled  to  receive  it,  in 
violation  of  18  U.S.  Code  Section 
793(e),  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  After  arraignment  but  before 
pleas,  the  Military  Judge  granted  an 
unopposed  motion  by  the 

Government  to  amend  the 
Specification,  adding  the  words 
“and  at  or  near  Rockville, 

Maryland,”  after  “Iraq,”. 

**  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures  “3 1 
December  2009”  and  “9  February 
2010”,  substituting  the  words  and 
figures  “5  January  2010”  and  “3 
February  2010”;  further  excepting 
the  words  “information  relating  to 
the  national  defense,  to  wit:”; 
further  excepting  the  words  “with 
reason  to  believe  such  information 
could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of 
any  foreign  nation,  willfully 
communicate,  deliver,  transmit,  or 
cause  to  be  communicated, 
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delivered,  or  transmitted,”, 
substituting  therefor  the  words  “did 
willfully  communicate”;  further 
excepting  the  words  and  figures  “in 
violation  of  1 8  U.S.  Code  793(e),”. 

1 1/8 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  on  or  about  8  March 
2010,  steal,  purloin,  or  l*iowingly 
convert  to  his  use  or  the  use  of 
another,  a  record  or  thing  of  value 
of  the  United  States  or  of  a 
department  or  agency  thereof,  to 
wit:  a  United  States  Southern 
Command  database  containing 
more  than  700  records  belonging  to 
the  United  States  government,  of  a 
value  of  more  than  $  1,000,  in 
violation  of  1 8  U.S.  Code  Section 
641,  such  conduct  being  prejudicial 
to  good  order  and  discipline  in  the 
armed  forces  and  being  of  a  nature 
to  bring  discredit  upon  the  armed 
forces. 

NG 
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II/9 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

8  March  20 1 0  and  on  or  about  27 
May  20 1 0,  having  unauthorized 
possession  of  information  relating 
to  the  national  defense,  to  wit: 
more  than  three  classified  records 
from  a  United  States  Southern 
Command  database,  with  reason  to 
believe  such  information  could  be 
used  to  the  injury  of  the  United 

States  or  to  the  advantage  of  any 
foreign  nation,  willfully 
communicate,  deliver,  transmit,  or 
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cause  to  be  communicated, 
delivered,  or  transmitted,  the  said 
information,  to  a  person  not  entitled 
to  receive  it,  in  violation  of  1 8  U.S. 
Code  Section  793(e),  such  conduct 
being  prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures 
“between  on  or  about  8  March  2010 
and  on  or  about  27  May  2010”, 
substituting  therefor  the  words  and 
figures  “on  or  about  8  March 

2010”;  further  excepting  the  words 
“information  relating  to  the  national 
defense,  to  wit:”;  further  excepting 
the  words  “with  reason  to  believe 
such  information  could  be  used  to 
the  injury  of  the  United  States  or  to 
the  advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,”,  substituting  therefor 
the  words  “did  willfully 
communicate”;  further  excepting 
the  words  and  figures  “in  violation 
of  18  U.S.  Code  793(e)”. 

11/10 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1 1  April  2010  and  on  or  about  27 
May  2010,  having  unauthorized 
possession  of  information  relating 
to  the  national  defense,  to  wit: 
more  than  five  classified  records 
relating  to  a  military  operation  in 
Farah  Province,  Afghanistan 
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occurring  on  or  about  4  May  2009, 
with  reason  to  believe  such 
information  could  be  used  to  the 
injury  of  the  United  States  or  to  the 
advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,  the  said  information,  to 
a  person  not  entitled  to  receive  it,  in 
violation  of  1 8  U.S.  Code  Section 
793(e),  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures  “  1 1 

April  2010”  and  “27  May  2010”, 
substituting  therefor  the  words  and 
figures  “10  April  2010”  and  “12 

April  2010”;  further  excepting  the 
words  “information  relating  to  the 
national  defense,  to  wit:”;  further 
excepting  the  words  “with  reason  to 
believe  such  information  could  be 
used  to  the  injury  of  the  United 

States  or  to  the  advantage  of  any 
foreign  nation,  willfully 
communicate,  deliver,  transmit,  or 
cause  to  be  communicated, 
delivered,  or  transmitted,”, 
substituting  therefor  the  words  “did 
willfully  communicate”;  further 
excepting  the  words  and  figures  “in 
violation  of  1 8  U.S.  Code  Section 
793(e)”. 

11/11 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 
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1  November  2009  and  on  or  about  8 
January  2010,  having  unauthorized 
possession  of  information  relating 
to  the  national  defense,  to  wit:  a 
file  named  "BE22  PAX. zip" 
containing  a  video  named  "BE22 
PAX.wmv",  with  reason  to  believe 
such  information  could  be  used  to 
the  injury  of  the  United  States  or  to 
the  advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,  the  said  information,  to 
a  person  not  entitled  to  receive  it,  in 
violation  of  1 8  U.S.  Code  Section 
793(e),  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

11/12 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 
28  March  2010  and  on  or  about  4 
May  2010,  steal,  purloin,  or 
knowingly  convert  to  his  use  or  the 
use  of  another,  a  record  or  thing  of 
value  of  the  United  States  or  of  a 
department  or  agency  thereof,  to 
wit:  the  Department  of  State  Net- 
Centric  Diplomacy  database 
containing  more  than  250,000 
records  belonging  to  the  United 

States  government,  of  a  value  of 
more  than  $1,000,  in  violation  of  18 
U.S.  Code  Section  641,  such 
conduct  being  prejudicial  to  good 
order  and  discipline  in  the  armed 
forces  and  being  of  a  nature  to  bring 
discredit  upon  the  armed  forces. 
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11/13 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 
28  March  2010  and  on  or  about  27 
May  2010,  having  knowingly 
exceeded  authorized  access  on  a 
Secret  Internet  Protocol  Router 
Network  computer,  and  by  means 
of  such  conduct  having  obtained 
information  that  has  been 
determined  by  the  United  States 
government  pursuant  to  an 

Executive  Order  or  statute  to 
require  protection  against 
unauthorized  disclosure  for  reasons 
of  national  defense  or  foreign 
relations,  to  wit:  more  than 
seventy-five  classified  United  States 
Department  of  State  cables, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted  the  said  information,  to 
a  person  not  entitled  to  receive  it, 
with  reason  to  believe  that  such 
information  so  obtained  could  be 
used  to  the  injury  of  the  United 

States,  or  to  the  advantage  of  any 
foreign  nation,  in  violation  of  18 

U.S.  Code  Section  1030(a)(1),  such 
conduct  being  prejudicial  to  good 
order  and  discipline  in  the  armed 
forces  and  being  of  a  nature  to  bring 
discredit  upon  the  armed  forces. 

G* 

G 

*  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures  “27 

May  2010”,  substituting  therefor  the 
words  and  figures  “4  May  2010”; 
further  excepting  the  words 
“knowingly  exceeded  authorized 
access”,  substituting  therefor  the 
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words  “knowingly  accessed”; 
further  excepting  the  words  “with 
reason  to  believe  that  such 
information  so  obtained  could  be 
used  to  the  injury  of  the  United 
States,  or  to  the  advantage  of  any 
foreign  nation,  in  violation  of  18 

U.S.  Code  Section  1030(a)(1)”. 

11/14 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1 5  February  2010  and  on  or  about 

18  February  2010,  having 
knowingly  exceeded  authorized 
access  on  a  Secret  Internet  Protocol 
Router  Network  computer,  and  by 
means  of  such  conduct  having 
obtained  information  that  has  been 
determined  by  the  United  States 
government  pursuant  to  an 

Executive  Order  or  statute  to 
require  protection  against 
unauthorized  disclosure  for  reasons 
of  national  defense  or  foreign 
relations,  to  wit:  a  classified 
Department  of  State  cable  titled 
“Reykjavik- 13”,  willfully 
communicate,  deliver,  transmit,  or 
cause  to  be  communicated, 
delivered,  or  transmitted  the  said 
information,  to  a  person  not  entitled 
to  receive  it,  with  reason  to  believe 
that  such  information  so  obtained 
could  be  used  to  the  injury  of  the 
United  States,  or  to  the  advantage  of 
any  foreign  nation,  in  violation  of 

18  U.S.  Code  Section  1030(a)(1), 
such  conduct  being  prejudicial  to 
good  order  and  discipline  in  the 
armed  forces  and  being  of  a  nature 
to  bring  discredit  upon  the  armed 
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forces. 

*  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures  “15 
February  2010”  and  “18  February 

20 1 0”,  substituting  therefor  the 
words  and  figures  “14  February 
2010”  and  “15  February  2010”; 
further  excepting  the  words 
“knowingly  exceeded  authorized 
access”,  substituting  therefor  the 
words  “knowingly  accessed”; 
further  excepting  the  words  “with 
reason  to  believe  that  such 
information  so  obtained  could  be 
used  to  the  injury  of  the  United 
States,  or  to  the  advantage  of  any 
foreign  nation,  in  violation  of  18 

U.S.  Code  Section  1030(a)(1)”. 

**  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures. 

11/15 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1 5  February  20 1 0  and  on  or  about 

1 5  March  2010,  having 
unauthorized  possession  of 
information  relating  to  the  national 
defense,  to  wit:  a  classified  record 
produced  by  a  United  States  Army 
intelligence  organization,  dated  18 
March  2008,  with  reason  to  believe 
such  information  could  be  used  to 
the  injury  of  the  United  States  or  to 
the  advantage  of  any  foreign  nation, 
willfully  communicate,  deliver, 
transmit,  or  cause  to  be 
communicated,  delivered,  or 
transmitted,  the  said  information,  to 
a  person  not  entitled  to  receive  it,  in 

G* 
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violation  of  1 8  U.S.  Code  Section 
793(e),  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  Not  Guilty,  but  Guilty  to  the 
excepted  words  and  figures 
“between  on  or  about  1 5  February 
2010  and  on  or  about  15  March 
2010”,  substituting  therefor  the 
words  and  figures  “on  or  about  8 
March  2010”;  further  excepting  the 
words  “information  relating  to  the 
national  defense,  to  wit:”;  further 
excepting  the  words  “with  reason  to 
believe  such  information  could  be 
used  to  the  injury  of  the  United 

States  or  to  the  advantage  of  any 
foreign  nation,  willfully 
communicate,  deliver,  transmit,  or 
cause  to  be  communicated, 
delivered,  or  transmitted,”, 
substituting  therefor  the  words  “did 
willfully  communicate”;  further 
excepting  the  words  and  figures  “in 
violation  of  18  U.S.  Code  Section 
793(e),”. 

11/16 

134 

134-Y1 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1 1  May  2010  and  on  or  about  27 

May  2010,  steal,  purloin,  or 
knowingly  convert  to  his  use  or  the 
use  of  another,  a  record  or  thing  of 
value  of  the  United  States  or  of  a 
department  or  agency  thereof,  to 
wit:  the  United  States  Forces  -  Iraq 
Microsoft  Outlook  I  SharePoint 
Exchange  Server  global  address  list 

NG* 
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belonging  to  the  United  States 
government,  of  a  value  of  more  than 
$  1 ,000,  in  violation  of  1 8  U.S.  Code 
Section  641,  such  conduct  being 
prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit 
upon  the  armed  forces. 

*  After  pleas  but  before  findings, 
the  Military  Judge  granted  an 
opposed  motion  by  the  Government 
to  amend  the  Specification, 
excepting  the  words  “to  wit:”  and 
substituting  therefor  the  words  “to 
wit:  a  portion  of’. 

III/l 

92 

092-A0 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1  November  2009  and  on  or  about  8 
March  2010,  violate  a  lawful 
general  regulation,  to  wit: 
paragraph  4-5(a)(4),  Army 

Regulation  25-2,  dated  24  October 
2007,  by  attempting  to  bypass 
network  or  information  system 
security  mechanisms. 

NG 

G 

III/2 

92 

092-A0 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1 1  February  2010  and  on  or  about  3 
April  2010,  violate  a  lawful  general 
regulation,  to  wit:  paragraph  4- 
5(a)(3),  Army  Regulation  25-2, 
dated  24  October  2007,  by  adding 
unauthorized  software  to  a  Secret 
Internet  Protocol  Router  Network 
computer. 

NG 
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92 

092-A0 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 

NG 
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Hammer,  Iraq,  on  or  about  4  May 
2010,  violate  a  lawful  general 
regulation,  to  wit:  paragraph  4- 
5(a)(3),  Army  Regulation  25-2, 
dated  24  October  2007,  by  adding 
unauthorized  software  to  a  Secret 
Internet  Protocol  Router  Network 
computer. 

III/4 

92 

092-A0 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  between  on  or  about 

1 1  May  2010  and  on  or  about  27 

May  2010,  violate  a  lawful  general 
regulation,  to  wit:  paragraph  4- 
5(a)(3),  Army  Regulation  25-2, 
dated  24  October  2007,  by  using  an 
information  system  in  a  manner 
other  than  its  intended  purpose. 

NG 

G 

III/5 

92 

092-A0 

In  that  Private  First  Class  Bradley 

E.  Manning,  U.S.  Army,  did,  at  or 
near  Contingency  Operating  Station 
Hammer,  Iraq,  on  divers  occasions 
between  on  or  about  1  November 
2009  and  on  or  about  27  May  2010, 
violate  a  lawful  general  regulation, 
to  wit:  paragraph  7-4,  Army 
Regulation  380-5,  dated  29 
September  2000,  by  wrongfully 
storing  classified  information. 

G* 

G** 

*  Not  Guilty,  but  Guilty  to  the 
excepted  words  and  figures,  “1 
November  2009”,  substituting 
therefor  the  words  and  figures  “8 
January  2010”. 

**  Not  Guilty,  but  Guilty  of  the 
excepted  words  and  figures. 
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CONFINEMENT  ORDER 


1.  PERSON  TO  BE  CONFINED 


a.  NAME  (Last,  First,  Middle  Initial) 

Manning,  Bradley  E. 


.  SOCIAL  SECURITY  NUMBER 


2.  DATE  (YYYYMMDD) 

20130821 


BRANCH 

Army 


d.  GRADE 

E-3 


e.  UNIT/AGENCY  (Parent  unit) 

HHC,  USAG,  JBM-HH,  Ft.  Myer,  VA  2221 1 


3.  TYPE  OF  CONFINEMENT 


a.  PRE-TRIAL 
PH  NO  PH  YES 


b.  RESULT  OF  NJP _ 

fX  |  NO  PH  YES 


RESULT  OF  COURT  MARTIAL: 
|  | NO  |X  1  YES 


d.  TYPE  OF  COURT  MARTIAL: 


□  S 


1  |  SPCM  jX  |  GCM  |  |  VACATED  SUSPENSION 


4.  OFFENSES/CHARGES  OF  UCMJ  ARTICLES  VIOLATED  (List  allcharge(s)  if  prisoner  is  pre-trial.  List  guilty  finding(s)  only  if  prisoner  is  post-trial.) 
Article  134  (x3);  Article  134  -  18  USC  793(e)  (x6);  Article  134  - 18  USC  641  (x5);  Article  134  - 18  USC  1030(a)(1)  (xl); 
and  Article  92  (x5) 


5.  SENTENCE  ADJUDGED  (Annotate  sentence  from  the  result  of  trial) 

To  forfeit  all  pay  and  allowances,  to  be  reduced  to  Private,  E-l,  to  be  confined  for  35  years,  and  to  be 
dishonorably  discharged  from  the  Service. 


6.  IF  THE  SENTENCE  IS  DEFERRED,  THE  DATE  DEFERMENT  IS  TERMINATED:  N/A 


7.  PERSON  DIRECTING  CONFINEMENT 


.  TYPED  NAME  (Last,  First,  Middle  Initial).  GRADE  AND  TITLE 

von  Elten,  Alexander,  0-3,  Trial  Counsel 


SIGNATURE 


DATE 

(YYYYMMDD) 

20130821 


8.  LEGAL  REVIEW  AND  APPROVAL  REQUIRED  (Review  required  by  different  m 


.  DNA  PROCESSING  |X  |  IS  |  |  IS  NOT  REQUIRED  UNDER  10  U.S.C.  1565. 

COLLECTED:  PH YES  PHI  N0  KIT#  


b.  SEX  OFFENDER  REGISTRATION  |  )  IS  [5C]  IS  NOT  REQUIRED  LjWDER  42  U.S.C.  14071 . 


:  TYPED  NAME  (Last,  First,  Middle  Initial),  GRADE  AND  TITLE 

Fein,  Ashden  (NMI),  0-4,  Trial  Counsel 


d.  SIGNATURE] 


DATE 

(YYYYMMDD) 

20130821 


9.  MEDICAL  CERTIFICATE  (Required  completion  only  when  applicable  by  Service  regulation) 

a.  The  above  named  prisoner  was  examined  by  me  at  //  on  SYZ/Stfi -2  /  and  found  to  be  [y>‘  !  |  Unfit 

(Time)  (YYYYMMDD) 

for  confinement.  I  certify  that  from  this  examination  the  execution  of  the  foregoing  sentence  to  confinement  I  I  will  I  \^\ will  not 
produce  serious  injury  to  the  prisoner's  health.  -  - 

b.  The  following  irregularities  were  noted  during  the  examination:  (List  only  non-medical  information.  Refer  to  SF  600  for  all  medical  information, 
including  HIV,  TB  and  pregnancy  tests  and  results.) 


10.  EXAMINER  '/ 

a.  TYPED  TITLE 

Colonel,  U.S.  Army  Medical  Corps 

b.  SIGNATURE 

c.  DATE 

(YYYYMMDD) 

&o/30j'2l 

d.  TIME 

3.  THE  PRISONER  NAMED  ABOVE  HAS  BEEN  RECEIVED  FOR  CONFINEMENT  AT  (Facility  Name  and  Location) 
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PREVIOUS  EDITION  IS  OBSOLETE. 
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Law  Enforcement  Sensitive 


DATE:  21  AUG  2013 


FROM:  SAC  CCIU  WASHINGTON  METRO  RA  QUANTICO  VA  //CISA-CCI-WM// 

TO :  DIR  US ACRC  FT  BELVOIR  VA  //CICR-ZA// 

CG  USACIDC  FT  BELVOIR  VA  //CIOP-ZA// 

CDR  USACIDC  701  ST  MP  GROUP  FT  BELVOIR  VA  //CISA-ZA// 

DIR  USACIDC  COMPUTER  CRIME  INVES  UNIT  FT  BELVOIR  VA  //CISA- 
CCV/ 

SAC  US  DEPT  OF  STATE  DSS  OPR  WASHINGTON  DC 
CHIEF  OF  CRIMINAL  JUSTICE  MDW  FT  MCNAIR  DC 
ASAC  FBI-WFO  WASHINGTON  DC 
SAC  CAMP  LIBERTY  CID  OFFICE  IRAQ 

SAC  FORT  LEAVENWORTH  CID  OFFICE  FT  LEAVENWORTH  KS 

SUBJECT:  CID  REPORT  OF  INVESTIGATION  -  1 OTH  STATUS/SSI/JOINT  -  0028- 

2010-CID221-10117  -  5Y2P2  /  8P5  /  8P3  /  9G1  /  9G2F 


DRAFTER:  BAILEY,  MICHAEL  L. 

RELEASER:  BAILEY,  MICHAEL  L. 


1.  DATES/TIMES/LOCATIONS  OF  OCCURRENCES: 

1.  01  NOV  2009,  0001  -  24  MAY  2010,  2300;  VARIOUS  LOCATIONS, 
FORWARD  OPERATING  BASE  (FOB)  HAMMER,  IRAQ,  AE  09308 


2.  DATE/TIME  REPORTED:  10  JUN  2010,  1247 

3.  INVESTIGATED  BY: 

SA  DAVID  I.  OXLEY,  7910 
SA  CHARLES  M.  CLAPPER,  5556 
SA  CALDER  L.  ROBERTSON  III,  5626 
SA  DAVID  S.  SHAVER,  5437 
SA  GARON  E.  YOUNG,  3905 
SA  CHARLES  T.  AMES  JR.,  5808 
SA  JOHN  R.  BOWEN,  5772 
SA  ANTONIO  P.  EDWARDS,  7169 
SA  KIRK  N.  ELLIS,  6944 
SA  RODNEY  B.  REIF,  5529 
SA  JOHN  J.  WILBUR,  7526 
SAJADI  LE,  6658 
SA  KENNETH  A.  KING,  5524 
SA  TROY  M.  BETTENCOURT,  5554 
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SA  MICHAEL  L.  BAILEY,  5683 
SA  JUSTIN  S.  KORBER,  6298 
SA  FREDERIC  W.  STONESIFER,  5188 
SA  RODNEY  M.  STARK,  7714 
SA  ROBERT  F.  SNYDER,  6105 
SA  EDWARD  L.  LABARGE,  7890 
SA  RYAN  D.  PITTMAN,  5867 
SA  MARK  S.  DIAZ,  5256 
SA  GREGORY  N.  NORMAN,  2618 
SA  ALFRED  L.  WILLIAMSON,  6858 
SA  MARK  A.  MANDER,  5038 

4.  SUBJECT: 

1.  MANNING,  BRADLEY  EDWARD;  PFC;  (XXX-XX^®;  (DOB);  (POB); 

MALE;  WHITE;  HEADQUARTERS  AND  HEADQUARTERS  COMPANY  (HHC),  2ND 
BRIGADE  COMBAT  TEAM  (BCT),  10TH  MOUNTAIN  DIVISION,  FORWARD 
OPERATING  BASE  (FOB)  HAMMER,  IRAQ,  ARMED  FORCES  AFRICA,  CANADA, 
EUROPE  &  MIDDLE  EAST  09308;  CT  ;  [ESPIONAGE  (ARTICLE  106A,  UCMJ)], 
[ACCESSING  A  U.S.  GOVERNMENT  COMPUTER  WITHOUT,  OR  IN  EXCESS  OF, 
AUTHORIZATION  (18  USC  §  1030(A)(1))],  [DAMAGE  TO  A  U.S.  GOVERNMENT 
COMPUTER  (18  USC  §  1030(A)(5))] 

5.  VICTIM: 

1.  U.S.  GOVERNMENT;  [ESPIONAGE  (ARTICLE  106A,  UCMJ)],  [ACCESSING 
A  U.S.  GOVERNMENT  COMPUTER  WITHOUT,  OR  IN  EXCESS  OF, 

AUTHORIZATION  (18  USC  §  1030(A)(1))],  [DAMAGE  TO  A  U.S.  GOVERNMENT 
COMPUTER  (18  USC  §  1030(A)(5))] 

6.  INVESTIGATIVE  SUMMARY: 

THE  INFORMATION  IN  THIS  REPORT  IS  BASED  UPON  AN  ALLEGATION  OR 
PRELIMINARY  INVESTIGATION  AND  MAY  BE  CHANGED  PRIOR  TO  THE 
COMPLETION  OF  THE  INVESTIGATION. 

10TH  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 

ON  21  AUG  13  JUDGE  LIND  SENTENCED  PFC  MANNING  TO  35  YEARS 
CONFINEMENT,  REDUCTION  IN  GRADE  TO  E-l,  FORFEITURE  OF  ALL  PAY  AND 
ALLOWANCES,  AND  DISHONORABLE  DISCHARGE. 

PENDING  FINAL  REVIEW  BY  THE  COURT  MARTIAL  CONVENING  AUTHORITY, 
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REMAINING  SUPPORT  TO  THE  PROSECUTION  TEAM  AND  PUBLICATION  OF  THE 
FINAL  REPORT  OF  INVESTIGATION. 

9TH  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 

ON  3  JUN  13,  GENERAL  COURT  MARTIAL  PROCEEDINGS  BEGAN  AGAINST  PFC 
MANNING  CULMINATING  IN  THE  VERDICT  ISSUED  ON  30  JUL  13  BY  COL  DENISE  R. 
LIND,  CHIEF  JUDGE,  U.S.  ARMY  1ST  JUDICIAL  CIRCUIT.  COL  LIND  FOUND  PFC 
MANNING  NOT  GUILTY  OF  AIDING  THE  ENEMY,  AND  ONE  OTHER  SPECIFICATION 
OF  RELEASING  INFORMATION.  COL  LIND  FOUND  PFC  MANNING  GUILTY  OF  20 
OTHER  SPECIFICATIONS  RELATED  TO  THE  THEFT  AND  RELEASE  OF  HUNDREDS  OF 
THOUSANDS  OF  INTELLIGENCE  DOCUMENTS.  THE  SENTENCING  HEARING  WAS 
SCHEDULED  TO  COMMENCE  ON  31  JUL  13  AND  WAS  EXPECTED  TO  LAST  UNTIL 
MID  AUGUST.  BASED  ON  THE  VERDICT,  PFC  MANNING  FACES  A  MAXIMUM 
SENTENCE  OF  136  YEARS. 

PENDING  FINAL  SENTENCING  OF  PFC  MANNING  AND  PUBLICATION  OF  THE  FINAL 
REPORT  OF  INVESTIGATION. 

8TH  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 

ON  26  AUG  11,  WIKILEAKS  BEGAN  THE  RELEASE  OF  APPROXIMATELY  122,000 
ADDITIONAL  DEPARTMENT  OF  STATE  (DOS)  CABLES  ONTO  THE  INTERNET,  WHICH 
INCLUDED  THE  UNREDACTED  NAMES  OF  INDIVIDUALS  WHO  HAD  SPOKEN  TO 
AMERICAN  DIPLOMATS  WITH  AN  EXPECTATION  OF  CONFIDENTIALITY.  IN  SOME 
CASES,  THE  CABLES  WERE  MARKED  WITH  THE  WARNING  “STRICTLY  PROTECT” 

IN  REGARDS  TO  THE  INDIVIDUALS’  IDENTITIES.  FURTHER,  DER  FREITAG,  A 
GERMAN  PUBLICATION,  REPORTED  THAT  AN  ENCRYPTED  FILE  CONTAINING  ALL 
OF  THE  251,287  DIPLOMATIC  CABLES  CLAIMED  TO  BE  IN  THE  POSSESSION  OF 
WIKILEAKS  WAS  INADVERTENTLY  POSTED  BY  WIKILEAKS  MONTHS  AGO. 
ADDITIONALLY,  THEY  REPORTED  THE  PASSWORD  TO  THAT  FILE  WAS  RECENTLY 
MADE  AVAILABLE  ON  THE  INTERNET  VIA  AN  UNINTENTIONAL  DISCLOSURE  BY 
AN  “EXTERNAL  CONTACT”  OF  WIKILEAKS  (NFI).  THE  CABLES  IN  THIS  FILE  WERE 
REPORTED  TO  HAVE  BEEN  UNREDACTED,  THEREBY  EXPOSING  DIPLOMATIC 
SOURCES  TO  POSSIBLE  REPRISAL. 

TO  DATE,  CCIU  HAS  VERIFIED  THAT  WIKILEAKS  POSTED  APPROXIMATELY  122,000 
UNREDACTED  DOCUMENTS  THAT  APPEAR  TO  BE  LEGITIMATE  DOS  CABLES, 
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CLASSIFIED  AND  UNCLASSIFIED.  THE  122,000  CABLES  HAVE  BEEN  COLLECTED  AS 
EVIDENCE  AND  ANALYSIS  IS  ONGOING. 

INVESTIGATION  CONTINUES  BY  CID,  FBI,  AND  DSS. 

7TH  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 

ON  24  APR  1 1,  WIKILEAKS  POSTED  ON  THEIR  WEBSITE  APPROXIMATELY  779 
SENSITIVE  DOCUMENTS  RELATED  TO  DETAINEES  HOUSED  AT  U.S.  NAVAL 
STATION  GUANTANAMO  BAY,  MANY  OF  WHICH  WERE  CLASSIFIED.  THE  RELEASE 
WAS  COORDINATED  WITH  THE  NEW  YORK  TIMES,  WASHINGTON  POST,  EL  PAIS  (A 
SPANISH  NEWSPAPER)  AND  OTHER  NEWS  MEDIA  ORGANIZATIONS;  EACH  OF 
WHICH  PUBLISHED  SEPARATE  ARTICLES  ON  THEIR  WEB  SITES.  CCIU  ANALYSIS 
INDICATES  THE  DOCUMENTS  ORIGINATED  FROM  WEB  SERVERS  HOSTING  THE 
INTELINK  RELATED  WEBSITE  INTELLIPEDIA,  WHICH  IS  ACCESSIBLE  ON  THE 
SIPRNET.  FURTHER,  CCIU  PRELIMINARY  FORENSIC  EXAMINATIONS  FOUND 
REMNANTS  OF  DETAINEE  DOCUMENTS  RELATED  TO  GUANTANAMO  BAY  ON 
BOTH  PFC  MANNING’S  SIPRNET  AND  PERSONALLY  OWNED  COMPUTERS,  AND 
HAVE  IDENTIFIED  LOG  FILES  SHOWING  WHEN  THESE  DOCUMENTS  WERE 
ALLEGEDLY  ACCESSED  BY  PFC  MANNING.  FORENSIC  ANALYSIS  CONTINUES. 

ON  20  APR  1 1,  PFC  MANNING  WAS  TRANSFERRED  FROM  THE  MARINE  CORPS  BASE 
BRIG,  QUANTICO,  VA  TO  THE  MIDWEST  JOINT  REGIONAL  CORRECTIONAL 
FACILITY,  FORT  LEAVENWORTH,  KS,  PENDING  AN  ARTICLE  32  HEARING.  COURT- 
MARTIAL  JURISDICTION  FOR  PFC  MANNING  REMAINS  WITH  THE  COMMANDING 
GENERAL,  MILITARY  DISTRICT  OF  WASHINGTON. 

INVESTIGATION  CONTINUES  BY  CID,  FBI,  AND  DSS. 

6TH  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 

ON  28  NOV  10,  WIKILEAKS  POSTED  ON  THEIR  WEBSITE  APPROXIMATELY  243 
SENSITIVE  STATE  DEPARTMENT  CABLES,  MANY  OF  WHICH  WERE  CLASSIFIED. 
WIKILEAKS  INDICATED  IT  WAS  IN  POSSESSION  OF  251,287  STATE  DEPARTMENT 
CABLES  AND  WOULD  RELEASE  THE  REMAINDER  OVER  THE  NEXT  FEW  MONTHS. 
WIKILEAKS  COORDINATED  THIS  RELEASE  WITH  DER  SPIEGEL  (A  GERMAN  NEWS 
MAGAZINE),  THE  GUARDIAN  (A  U.K.  NEWSPAPER),  LE  MONDE  (A  FRENCH 
NEWSPAPER),  AND  OTHER  MEDIA  OUTLETS,  EACH  OF  WHICH  PUBLISHED 
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ARTICLES  ON  THEIR  WEBSITES.  CCIU  ANALYSIS  INDICATES  THE  DOCUMENTS 
ORIGINATED  FROM  A  CLASSIFIED  STATE  DEPARTMENT  DATABASE  LOCATED  ON 
THE  SIPRNET.  FURTHER,  CCIU  PRELIMINARY  FORENSIC  EXAMINATIONS  FOUND 
REMNANTS  OF  THE  STATE  DEPARTMENT  CABLES  ON  BOTH  PFC  MANNING’S 
SIPRNET  AND  PERSONALLY  OWNED  COMPUTERS.  FORENSIC  ANALYSIS 
CONTINUES. 

THE  LOSS  OR  COMPROMISE  OF  CLASSIFIED  INFORMATION  AND  THE  LOSS  OF 
PERSONALLY  IDENTIFIABLE  INFORMATION  (PII)  IS  BEING  ASSESSED.  THE 
ESTIMATED  COST  OF  DAMAGE  IS  PENDING.  THE  POSSIBILITY  OF  ADDITIONAL 
OFFENSES  AND  SUBJECTS  IS  BEING  EVALUATED. 

INVESTIGATION  CONTINUES  BY  CID,  FBI,  AND  DSS. 

5TH  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 

ON  22  OCT  10,  WIKILEAKS  POSTED  ON  THEIR  WEBSITE  APPROXIMATELY  391,832 
CLASSIFIED  DOCUMENTS  RELATING  TO  THE  WAR  IN  IRAQ.  THE  RELEASE  WAS 
COORDINATED  WITH  THE  NEW  YORK  TIMES,  DER  SPIEGEL  (A  GERMAN  NEWS 
MAGAZINE),  THE  GUARDIAN  (A  U.K.  NEWSPAPER),  AND  AL  JAZEERA  (AN  ARABIC 
LANGUAGE  NEWS  NETWORK),  EACH  OF  WHICH  PUBLISHED  SEPARATE  ARTICLES 
ON  THEIR  WEB  SITES.  CCIU  ANALYSIS  INDICATES  THE  DOCUMENTS  ORIGINATED 
FROM  ONE  OF  THE  COMBINED  INFORMATION  DATA  EXCHANGE  (CIDNE)  SERVERS 
LOCATED  ON  THE  SIPRNET.  FURTHER,  CCIU  PRELIMINARY  FORENSIC 
EXAMINATIONS  FOUND  REMNANTS  OF  CIDNE  DOCUMENTS  RELATING  TO  IRAQ 
ON  BOTH  PFC  MANNING’S  SIPRNET  AND  PERSONALLY  OWNED  COMPUTERS. 
FORENSIC  ANALYSIS  CONTINUES. 

THE  LOSS  OR  COMPROMISE  OF  CLASSIFIED  INFORMATION  AND  THE  LOSS  OF 
PERSONALLY  IDENTIFIABLE  INFORMATION  (PII)  IS  BEING  ASSESSED.  THE 
ESTIMATED  COST  OF  DAMAGE  IS  PENDING.  THE  POSSIBILITY  OF  ADDITIONAL 
OFFENSES  AND  SUBJECTS  IS  BEING  EVALUATED. 

INVESTIGATION  CONTINUES  BY  CID,  FBI,  AND  DSS. 

4TH  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 
ON  26  MAR  10  AND  25  AUG  10,  WIKILEAKS  POSTED  CLASSIFIED  PORTABLE 


5 

FOR  OFFICIAL  USF,  ONLY 
Law  Enforcement  Sensitive 


o 


o 


FOR  OFFICIAL  USE  ONLY 
Law  Enforcement  Sensitive 


DOCUMENT  FORMAT  (PDF)  DOCUMENTS  CONTAINING  U.S.  GOVERNMENT 
REPORTING.  PRELIMINARY  ANALYSIS  BY  ANOTHER  GOVERNMENT  AGENCY 
DISCLOSED  PFC  MANNING’S  INTELINK  ACCOUNT  WAS  THE  ONLY  ACCOUNT  USED 
TO  VIEW  AND  OBTAIN  THE  PDF  VERSION  OF  THESE  DOCUMENTS  PRIOR  TO  THEIR 
RELEASE  BY  WIKILEAKS. 

INITIAL  FINDINGS  INDICATE  PFC  MANNING'S  S1PRNET  ACCOUNT  ACCESSED 
APPROXIMATELY  20  OTHER  CLASSIFIED  DOCUMENTS  PRODUCED  BY  THE  OTHER 
GOVERNMENT  AGENCY.  COLLECTION  OF  THE  RELEVANT  LOGS  AND  OTHER 
FORENSIC  ANALYSIS  IS  PENDING. 

THE  LOSS  OR  COMPROMISE  OF  CLASSIFIED  INFORMATION  AND  THE  LOSS  OF 
PERSONALLY  IDENTIFIABLE  INFORMATION  (PII)  IS  BEING  ASSESSED.  THE 
ESTIMATED  COST  OF  DAMAGE  IS  PENDING.  THE  POSSIBILITY  OF  ADDITIONAL 
OFFENSES  AND  SUBJECTS  IS  BEING  EVALUATED. 

INVESTIGATION  CONTINUES  BY  CID,  FBI,  AND  DSS. 

3D  STATUS: 

THIS  STATUS  REPORT  WAS  GENERATED  TO  PROVIDE  AN  INVESTIGATIVE  UPDATE. 

ON  OR  ABOUT  30  JUL  10,  WIKILEAKS  POSTED  AN  ENCRYPTED  FILE  NAMED 
"INSURANCE,”  WHICH  IS  SUSPECTED  TO  CONTAIN  ADDITIONAL  CLASSIFIED 
DOCUMENTS.  THE  NATURE  AND  CONTENTS  OF  THE  FILE  ARE  UNKNOWN.  THE 
FILE  WAS  DOWNLOADED  AND  COLLECTED  AS  EVIDENCE  AND  DECRYPTION 
EFFORTS  ARE  ONGOING. 

ON  3  AUG  10,  THE  FBI  ASSUMED  THE  LEAD  AGENCY  ROLE  FOR  MATTERS 
INVOLVING  POTENTIAL  CIVILIAN  SUSPECTS. 

THIS  IS  A  JOINT  INVESTIGATION  BY  CID,  DSS,  AND  THE  FBI,  WITH  FBI  AS  THE 
LEAD  INVESTIGATIVE  AGENCY  FOR  ALL  CIVILIAN  RELATED  LEADS.  CID 
REMAINS  THE  LEAD  INVESTIGATIVE  AGENCY  FOR  ALL  U.S.  ARMY  LEADS  AND 
MATTERS  INVOLVING  PFC  MANNING.  DSS  WILL  PURSUE  ALL  LEADS  INVOLVING 
THE  DOS.  THE  DSS  CASE  NUMBER  IS  PR-2010-00076,  AND  THE  FBI  CASE  NUMBER  IS 
242460. 

INVESTIGATION  CONTINUES  BY  CID,  FBI,  AND  DSS. 

2D  STATUS: 
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THIS  STATUS  REPORT  WAS  GENERATED  TO  ADD  THE  FEDERAL  BUREAU  OF 
INVESTIGATION  (FBI)  AS  A  JOINT  PARTNER  IN  THIS  INVESTIGATION  AND  PROVIDE 
AN  INVESTIGATIVE  UPDATE. 

ON  25  JUL  10,  “WIKILEAKS”  PUBLISHED  ON  THEIR  WEBSITE  APPROXIMATELY 
77,000  CLASSIFIED  DOCUMENTS  RELATING  TO  THE  WAR  IN  AFGHANISTAN.  THE 
RELEASE  WAS  COORDINATED  WITH  THE  NEW  YORK  TIMES,  DER  SPIEGEL  (A 
GERMAN  NEWS  MAGAZINE),  AND  THE  GUARDIAN  (A  U.K.  NEWSPAPER),  EACH  OF 
WHICH  PUBLISHED  SEPARATE  ARTICLES  ON  THEIR  WEB  SITES.  CCIU  ANALYSIS 
INDICATES  THE  DOCUMENTS  ORIGINATED  FROM  ONE  OF  THE  COMBINED 
INFORMATION  DATA  EXCHANGE  (CIDNE)  SERVERS  LOCATED  ON  THE  SIPRNET. 
FURTHER,  CCIU  FORENSIC  EXAMINATIONS  FOUND  REMNANTS  OF  CIDNE 
DOCUMENTS  RELATING  TO  IRAQ  ON  BOTH  PFC  MANNING’S  SIPRNET  AND 
PERSONALLY  OWNED  COMPUTERS.  FORENSIC  ANALYSIS  CONTINUES. 

ON  29  JUL  10,  THIS  OFFICE  WAS  NOTIFIED  THAT  COURT-MARTIAL  JURISDICTION 
FOR  PFC  MANNING  WAS  TRANSFERRED  FROM  THE  COMMANDING  GENERAL,  U.S. 
DIVISION  -  CENTER,  TO  THE  COMMANDING  GENERAL,  MILITARY  DISTRICT  OF 
WASHINGTON.  PFC  MANNING  WAS  TRANSFERRED  FROM  THE  THEATER  FIELD 
CONFINEMENT  FACILITY,  KUWAIT  TO  THE  MARINE  CORPS  BASE  BRIG,  QUANTICO, 
VA. 

ON  30  JUL  10,  THE  WASHINGTON  FIELD  OFFICE,  FBI,  AGREED  TO  PARTICIPATE 
JOINTLY  IN  THIS  INVESTIGATION. 

THIS  IS  A  JOINT  INVESTIGATION  BY  CID,  DSS,  AND  THE  FBI,  WITH  CID  AS  THE 
LEAD  INVESTIGATIVE  AGENCY.  CID  HAS  PRIMARY  RESPONSIBILITY  FOR 
COORDINATING  ALL  LEADS  AFFECTING  THE  U.S.  ARMY,  AND  DSS  HAS 
RESPONSIBILITY  FOR  LEADS  INVOLVING  THE  DOS.  THE  FBI  IS  RESPONSIBLE  FOR 
PROVIDING  COUNTERESPIONAGE  EXPERTISE  AND  INVESTIGATIVE  SUPPORT.  THE 
DSS  CASE  NUMBER  IS  PR-2010-00076,  AND  THE  FBI  CASE  NUMBER  IS  242460. 

INVESTIGATION  CONTINUES  BY  CID,  DSS,  AND  FBI. 

INITIAL: 

ON  10  JUN  10,  CID  REPORT  OF  INVESTIGATION  (ROI)  0160-1 0-CID899- 14463  WAS 
CONTROL  TRANSFERRED  TO  THIS  OFFICE.  THIS  IS  A  CATEGORY  1  MONITORED 
ROI. 

ON  25  MAY  10,  A  CID  SOURCE  OF  INFORMATION  REPORTED  THAT  A  SOLDIER 
STATIONED  IN  IRAQ  CLAIMED  IN  ONLINE  CHAT  SESSIONS  THAT  HE  HAD 
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DISCLOSED  CLASSIFIED  U.S.  GOVERNMENT  INFORMATION  TO  THE  OPERATOR(S) 
OF  "WIKILEAKS",  http://WWW.WIKILEAKS.ORG,  WHICH  THE  OPERATOR(S) 
SUBSEQUENTLY  POSTED  ON  THE  PUBLICLY  AVAILABLE  "WIKILEAKS"  WEB  SITE. 

PRELIMINARY  INVESTIGATION  REVEALED  PFC  MANNING,  WHILE  STATIONED  AT 
FORWARD  OPERATING  BASE  (FOB)  HAMMER,  IRAQ,  ENGAGED  IN  ONLINE  CHAT 
SESSIONS  IN  WHICH  HE  DISCLOSED  THAT  HE  HAD  GAINED  ACCESS  TO 
CLASSIFIED  U.S.  GOVERNMENT  COMPUTER  SYSTEMS  TO  OBTAIN  CLASSIFIED 
INFORMATION.  PFC  MANNING  SPECIFICALLY  CLAIMED  HE  FIAD  OBTAINED  TWO 
CLASSIFIED  U.S.  ARMY  VIDEOS  AND  APPROXIMATELY  260,000  CLASSIFIED 
DEPARTMENT  OF  STATE  (DOS)  DOCUMENTS.  HE  FURTHER  CLAIMED  TO  HAVE 
PROVIDED  BOTH  VIDEOS  AND  A  PORTION  OF  THE  CLASSIFIED  DOS  INFORMATION 
TO  A  FOREIGN  NATIONAL  ASSOCIATED  WITH  “WIKILEAKS,”  WHO  LATER  POSTED 
SOME  OF  THE  INFORMATION  TO  THE  PUBLICLY  ACCESSIBLE  "WIKILEAKS"  WEB 
SITE.  IN  THE  CHAT  SESSIONS,  PFC  MANNING  REVEALED  HE  INITIALLY 
DISCLOSED  THE  CLASSIFIED  INFORMATION  AS  A  TEST  TO  DETERMINE  IF  HE 
COULD  DO  SO  WITHOUT  BEING  DETECTED  BY  AUTHORITIES.  HE 
ACKNOWLEDGED  THAT  THE  DISCLOSURES  WOULD  ADVERSELY  AFFECT  U.S. 
FOREIGN  RELATIONS. 

ON  27  MAY  10,  PFC  MANNING  WAS  APPREHENDED  BY  CID.  PFC  MANNING 
INVOKED  HIS  RIGHT  TO  LEGAL  COUNSEL  AND  DECLINED  TO  MAKE  ANY 
STATEMENTS.  A  MILITARY  SEARCH  AUTHORIZATION  WAS  EXECUTED  ON  PFC 
MANNING’S  WORK  AND  LIVING  AREAS,  RESULTING  IN  THE  SEIZURE  OF  VARIOUS 
ITEMS  OF  DIGITAL  EVIDENCE. 

PRELIMINARY  FORENSIC  EXAMINATIONS  REVEALED  PFC  MANNING  EXCEEDED 
HIS  AUTHORIZED  ACCESS  TO  CLASSIFIED  U.S.  GOVERNMENT  COMPUTERS  AND 
DOWNLOADED  APPROXIMATELY  10,000  CLASSIFIED  AND  UNCLASSIFIED  DOS 
DOCUMENTS  AND  AT  LEAST  ONE  CLASSIFIED  U.S.  ARMY  VIDEO.  TO  DATE,  NO 
EVIDENCE  HAS  BEEN  FOUND  THAT  WOULD  SUBSTANTIATE  PFC  MANNING'S 
CLAIM  OF  DOWNLOADING  260,000  DOS  DOCUMENTS.  FORENSIC  ANALYSIS 
CONTINUES. 

THE  LOSS  OR  COMPROMISE  OF  CLASSIFIED  INFORMATION  AND  THE  LOSS  OF 
PERSONALLY  IDENTIFIABLE  INFORMATION  (PII)  IS  BEING  ASSESSED.  THE 
ESTIMATED  COST  OF  DAMAGE  IS  PENDING.  THE  POSSIBILITY  OF  ADDITIONAL 
OFFENSES  AND  SUBJECTS  IS  BEING  EVALUATED. 

THIS  IS  A  JOINT  INVESTIGATION  BY  CID  AND  THE  DOS,  DIPLOMATIC  SECURITY 
SERVICE  (DSS),  WITH  CID  AS  THE  LEAD  INVESTIGATIVE  AGENCY.  CID  HAS 
PRIMARY  RESPONSIBILITY  FOR  COORDINATING  ALL  LEADS  AFFECTING  THE  U.S. 
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ARMY,  AND  DSS  HAS  RESPONSIBILITY  FOR  LEADS  INVOLVING  THE  DOS.  THE  DSS 
CASE  NUMBER  IS  PR-2010-00076. 

INVESTIGATION  CONTINUES  BY  CID  AND  DSS. 

CID  REPORTS  OF  INVESTIGATION  ARE  SUBJECT  TO  A  QUALITY  ASSURANCE 
REVIEW  BY  CID  HIGHER  HEADQUARTERS. 

7.  COMMANDERS  ARE  REMINDED  OF  THE  PROVISIONS  OF  AR  600-8-2  PERTAINING 
TO  SUSPENSION  OF  FAVORABLE  PERSONNEL  ACTIONS  AND  AR  380-67  FOR  THE 
SUSPENSION  OF  SECURITY  CLEARANCES  OF  PERSONS  UNDER  INVESTIGATION. 

8.  USACIDC  REPORTS  ARE  EXEMPT  FROM  AUTOMATIC  TERMINATION  OF 
PROTECTIVE  MARKINGS  IN  ACCORDANCE  WITH  CHAPTER  3,  AR  25-55. 
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ARTICLE  32 
INVESTIGATION 


UNCLASSIFIED  (b^RET//ORCON/NOFORN  WITfljJ)  EXHIBIT  55  Ends) 


INVESTIGATING  OFFICER’S  REPORT 

(Of  Charges  Under  Article  32,  UCMJ  and  R.C.M.  405,  Manual  for  Courts-Martial) 

la  FROM:  (Name  of  investigating  Officer  - 

Last,  First,  Ml) 

Almanza,  Paul  R. 

b  GRADE 

0-5 

c.  ORGANIZATION 

150th  Legal  Support  Detachment  (LSO) 

d.  DATE  OF  REPORT 

11  Jan  2012 

2a  .  TO:  (Name  of  Officer  who  directed  the 

investigation  -  Last.  First,  Ml) 

Coffman,  Carl  R.,  Jr. 

b.  TITLE 

Commander 

c.  ORGANIZATION 

U.S.  Army  Garrison 

Joint  Base  Mver-Henderson  Hall,  Fort  Myer,  VA  2221 1 

3a.  NAME  OF  ACCUSED  (Last,  First,  Ml) 

Manning,  Bradley  E. 

b.  GRADE 

E-3 

c.  SSN 

d.  ORGANIZATION 

HHC,  USAG,  JB  Myer-Hen.  Hall 

e.  DATE  OF  CHARGES 

1  March  201 1 

(Check  appropriate  answer) 

YES 

NO 

4.  IN  ACCORDANCE  WITH  ARTICLE  32,  UCMJ,  AND  R.C.M.  405,  MANUAL  FOR  COURTS-MARTIAL, 

1  HAVE  INVESTIGATED  THE  CHARGES  APPENDED  HERETO  (Exhibit  1) 

X 

5.  THE  ACCUSED  WAS  REPRESENTED  BY  COUNSEL  (If  not,  see  9  below) 

X 

6.  COUNSEL  WHO  REPRESENTED  THE  ACCUSED  WAS  QUALIFIED  UNDER  R.C.M.  405(d)  (2),  502(d) 

X 

7a.  NAME  OF  DEFENSE  COUNSEL  (Last,  First,  Ml) 

Coombs,  David  E. 

b.  GRADE 

CIV 

8a.  NAME  OF  ASSISTANT  DEFENSE  COUNSEL  (If  any) 

Kemkes,  Matthew  J. 

b  GR, 
0 

ADE 

1-4 

C.  ORGANIZATION  (If  appropriate) 

C.  ORGANIZATION  Of  appropriate) 

U.S.  Army  Trial  Defense  Service,  Atlantic  Region 

d.  ADDRESS  (if  appropriate) 

1 1  South  Angell  St.,  Suite  317 

Providence,  RI  02906 

d.  ADDRESS  Of  appropriate) 

229  Forrest  Circle 

Fort  Myer,  V  A  2221 1 

9.  (To  be  signed  by  accused  if  accused  waives  counsel.  If  accused  does  not  sign,  investigating  officer  will  explain  in  detail  in  Item  21.) 

a.  PLACE 

b.  DATE 

1  HAVE  BEEN  INFORMED  OF  MY  RIGHT  TO  BE  REPRESENTED  IN  THIS  INVESTIGATION  BY  COUNSEL.  INCLUDING  MY  RIGHT  TO 

CIVILIAN  OR  MILITARY  COUNSEL  OF  MY  CHOICE  IF  REASONABLY  AVAILABLE.  1  WAIVE  MY  RIGHT  TO  COUNSEL  IN  THIS  INVESTIGATION. 

C.  SIGNATURE  OF  ACCUSED 

10.  AT  THE  BEGINNING  OF  THE  INVESTIGATION  1  INFORMED  THE  ACCUSED  OF:  (Check  appropriate  answer) 

YES 

NO 

a.  THE  CHARGE(S)  UNDER  INVESTIGATION 

X 

b.  THE  IDENTITY  OF  THE  ACCUSER 

X 

c.  THE  RIGHT  AGAINST  SELF-INCRIMINATION  UNDER  ARTICLE  31 

X 

d.  THE  PURPOSE  OF  THE  INVESTIGATION 

X 

e.  THE  RIGHT  TO  BE  PRESENT  THROUGHOUT  THE  TAKING  OF  EVIDENCE 

X 

f.  THE  WITNESSES  AND  OTHER  EVIDENCE  KNOWN  TO  ME  WHICH  1  EXPECTED  TO  PRESENT 

X 

g.  THE  RIGHT  TO  CROSS-EXAMINE  WITNESSES 

X 

h.  THE  RIGHT  TO  HAVE  AVAILABLE  WITNESSES  AND  EVIDENCE  PRESENTED 

X 

i.  THE  RIGHT  TO  PRESENT  ANYTHING  IN  DEFENSE,  EXTENUATION,  OR  MITIGATION 

X 

|.  THE  RIGHT  TO  MAKE  A  SWORN  OR  UNSWORN  STATEMENT,  ORALLY  OR  IN  WRITING 

X 

1  la.  THE  ACCUSED  AND  ACCUSED'S  COUNSEL  WERE  PRESENT  THROUGHOUT  THE  PRESENTATION  OF  EVIDENCE  (If  the  accused 
or  counsel  were  absent  during  any  part  of  the  presentation  of  evidence,  complete  b  below.) 

X 

b.  STATE  THE  CIRCUMSTANCES  AND  DESCRIBE  THE  PROCEEDINGS  CONDUCTED  IN  THE  ABSENCE  OF  ACCUSED  OR  COUNSEL 

NOTE:  If  additional  space  is  required  for  any  item,  enter  the  additional  material  in  Item  21  or  on  a  separate  sheet  Identify  such  material  with 
the  proper  numerical  and,  if  appropriate,  lettered  heading  (Example:  “7c")  Securely  attach  any  additional  sheets  to  the  form  and  add  a  note  in 
the  appropriate  item  of  the  form:  "See  additional  sheet." 

DD  Form  457,  AUG  84  edition  of  oct  69  is  obsolete. 
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12a.  THE  FOLLOWING  WITNESSES  TESTIFIED  UNDER  OATH:  (Check  appropriate  answer) 

NAME  (Last,  First.  MI) 

GRADE  (If  any) 

ORGANIZATION/ADDRESS  (Whichever  is  appropriate) 

YES 

NO 

Graham,  Toni 

102nd  MP  Dct  (C1D),  Schofield  Barracks,  HI 

X 

Robertson,  CaJder 

Computer  Crimes  Investigative  Unit,  C1D,  Germany 

X 

Mander,  Mark 

Computer  Crimes  Investigative  Unit,  C1D,  Quantico,  VA 

X 

Bettencourt,  Troy 

U.S.  Treasury  Department  (formerly  of  Computer  Crimes 
Investigative  Unit,  CID) 

X 

Madrid,  Bryan  H. 

E-7  (Ret.) 

Buckeye,  A Z 

X 

See  continuation  sheet 

b.  THE  SUBSTANCE  OF  THE  TESTIMONY  OF  THESE  WITNESSES  HAS  BEEN  REDUCED  TO  WRITING  AND  IS  ATTACHED. 

X 

13a.  THE  FOLLOWING  STATEMENTS.  DOCUMENTS,  OR  MATTERS  WERE  CONSIDERED;  THE  ACCUSED  WAS  PERMITTED  TO 
EXAMINE  EACH. 

DESCRIPTION  OF  ITEM 

LOCATION  OF  ORIGINAL  (If  not  attached) 

See  continuation  sheet 

b.  EACH  ITEM  CONSIDERED,  OR  A  COPY  OR  RECITAL  OF  THE  SUBSTANCE  OR  NATURE  THEREOF,  IS  ATTACHED 

X 

14.  THERE  ARE  GROUNDS  TO  BELIEVE  THAT  THE  ACCUSED  WAS  NOT  MENTALLY  RESPONSIBLE  FOR  THE  OFFENSE(S)  OR  NOT 
COMPETENT  TO  PARTICIPATE  IN  THE  DEFENSE.  (SeeR.CM  909,  916(k).) 

X 

15.  THE  DEFENSE  DID  REQUEST  OBJECTIONS  TO  BE  NOTED  IN  THIS  REPORT  (If  Yes.  specify  in  hem  21  below.) 

X 

16.  ALL  ESSENTIAL  WITNESSES  WILL  BE  AVAILABLE  IN  THE  EVENT  OF  TRIAL 

X 

17.  THE  CHARGES  AND  SPECIFICATIONS  ARE  IN  PROPER  FORM 

X 

18.  REASONABLE  GROUNDS  EXIST  TO  BELIEVE  THAT  THE  ACCUSED  COMMITTED  THE  OFFENSE(S)  ALLEGED 

X 

19.  1  AM  NOT  AWARE  OF  ANY  GROUNDS  WHICH  WOULD  DISQUALIFY  ME  FROM  ACTING  AS  INVESTIGATING  OFFICER. 

(See  R.C.M.  405(d)  (I). 

X 

20.  1  RECOMMEND: 

a.  TRIAL  BY  □  SUMMARY  □  SPECIAL  S3  GENERAL  COURT-MARTIAL 

b.  □  OTHER  (Specify  in  Item  21  below) 

21.  REMARKS  (Include,  as  necessary,  explanation  for  any  delays  in  the  investigation,  and  explanation  for  any  "no"  answers  above.) 

See  continuation  sheet. 

(For  classified  testimony  and  exhibits,  see  classified  annex.  An  unclassified  memorandum  concerning  the  classified  annex  is  attached  as  10  Ex.  55.) 

22a.  TYPED  NAME  OF  INVESTIGATING  OFFICER 

Almanza,  Paul  R. 

b.  GRADE 

0-5 

c.  ORGANIZATION 

150th  Judge  Advocate  General  Detachment  (LSO) 

d.  SIGNATURE  OF  INVESTIGATING  OFFICER  ^7^  ^7 

e.  DATE 

11  Jan  2012 
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Item  8a.  assistant  defense  counsel: 


Paul  R.  Bouchard,  0-3  (P),  U.S.  Army  Trial  Defense  Service,  Atlantic  Branch,  4217  Roberts 
Ave.,  3rd  Floor,  Fort  Meade,  MD  20755 

Item  12a,  witnesses  who  testified  under  oath: 


Lim,  Steven  J.,  0-3,  HQ,  First  Army  Division-East,  Fort  Meade,  MD 
Fulton,  Casey  M.,  0-3,  2nd  Bde.  10th  Mountain  Div.,  Fort  Drum,  NY 
Adkins,  Paul  D.,  E-7,  10th  Mountain  Div.,  Fort  Drum,  NY1 
Balonek,  Kyle  J.,  WOl,  10th  Mountain  Div.,  Fort  Drum,  NY2 
Madaras,  Chad  M.,  E-5,  2nd  Bde,  10th  Mountain  Div.,  Fort  Drum,  NY 
Milliman,  Jason  A.,  Palmyra,  VA 

Cherepko,  Thomas  M.,  0-3,  NATO  Force  Command  Madrid,  Spain 

Shaver,  David,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 

Baker,  Eric  S.,  E-4,  62nd  Military  Police  Detachment,  Fort  Drum,  NY 

Johnson,  Mark,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 

Showman,  Jihrleah,  Syracuse,  NY 

Bigelow,  Peter  J.,  E-6,  AFSOUTH  BN  Naples,  Italy 

Williamson,  Alfred,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 
Edwards,  Antonio,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 
Lamo,  Adrian,  Carmichael,  CA 

Padgett,  Daniel,  E-5,  2nd  Bde,  10th  Mountain  Div.,  Fort  Drum,  NY 
Keay,  Barclay  D.,  0-3, 2nd  Bde,  10th  Mountain  Div.,  Fort  Drum,  NY 

Item  13a,  statements,  documents,  or  matters  considered: 


The  documents  considered  are  listed  in  IO  Ex.  43  (14  Dec  1 1  Evidence  List).  As  the  defense 
objected  on  the  basis  of  lack  of  authentication  to  several  categories  of  documents,  see  IO  Ex.  44 
(14  Dec  1 1  Determinations  Regarding  Defense  Objections  to  Government  Evidence),  I 
determined  I  would  consider  certain  documents  subject  to  authentication.  Those  documents  are 
listed  below: 

IA  Exam  (Bates  #  00375768-771) 

IA  Training  Requirement  (Bates  #  00375772) 

IA  Virtual  Training  (Bates  #  00375773) 

IA  Virtual  Training  #  2  (Bates  #  00375774) 

Test  Results  (Bates  #  00022348) 

Al-Qaida  Recruiting  Video  (Bates  #  00408202-36) 

Al-Qaida  in  the  Arabian  Peninsula  Magazine  (Bates  #  00012570-71 1) 

Enemy  #  1  Possession  Evidence  (HR  6  089  0563  1 1  (Redacted),  Bates  #  00410660-64;  Metadata 
display.  Bates  #  00410658-59;  and  Forensically  recovered  material.  Bates  #  00410654-57) 


1  SFC  Adkins  invoked  his  Article  31  rights;  1  therefore  determined  he  was  unavailable  and  considered  his  sworn 
statements  (Bates  #  00013371-76;  00013378-82;  00013384-87). 

2  WOl  Balonek  invoked  his  Article  3 1  rights;  I  therefore  determined  he  was  unavailable  and  considered  his  sworn 
statement  (Bates  #  00013416-20). 
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C3  Document  (Bates  #  00378141-47) 

PFC  Manning’s  Military  Intelligence  Work  Product  (Range  Story  Board,  Bates  #  00410607-09; 
multiple  S1PRNET  email  dated  1001 12,  Bates  #  00410613-14;  Multiple  SIPRNET  email  (Bates 
#  00410615-18;  SIPRNET  email  dated  091130  (Bates  #  00410600-02) 

Afghanistan  War  Logs  Posted  by  WikiLeaks  (Bates  #  00410668-70) 

HR  5  332  0069  10  (Bates  #  00410619-22) 

DISA  Trickier  Report  (Bates  #  00410653) 

CIDNE  data  on  the  Internet  (Bates  #  00410554) 

NCD  Valuation  Documents  (Bates  #  00410556-60) 

Additionally,  I  considered  the  sworn  statements  of  SFC  Adkins  (Bates  #  00013371-76; 
00013378-82;  00013384-87)  and  WOl  Balonek  (Bates  #  00013416-20),  who  invoked  their 
Article  3 1  rights. 

Attached  are  the  following  marked  exhibits: 


IO 

Ex. 

1(D) 

IO 

Ex. 

2(D) 

IO 

Ex. 

3 

IO 

Ex. 

4(D) 

IO 

Ex. 

5 

IO 

Ex. 

6 

IO 

Ex. 

7 

IO 

Ex. 

8 

IO 

Ex. 

9 

IO 

Ex. 

10(P) 

IO 

Ex. 

11(P) 

IO 

Ex. 

12 

IO 

Ex. 

13 

IO 

Ex. 

14(D) 

IO 

Ex. 

15(P) 

IO 

Ex. 

16 

IO 

Ex. 

17 

IO 

Ex. 

18(P) 

IO 

Ex. 

19(D) 

IO 

Ex. 

20 

IO 

Ex. 

21(D) 

IO 

Ex. 

22 

IO 

Ex. 

23 

IO 

Ex. 

24 

IO 

Ex. 

25 

IO 

Ex. 

26 

IO 

Ex. 

27 

Notice  of  Appearance,  Mr.  Coombs 

Defense  Motion  Requesting  Recusal  of  Investigating  Officer,  16  December  201 1 
Writ  Seeking  Access  to  the  Proceedings  (not  considered) 

Sealed  Defense  Stipulation  of  Expected  Testimony  (not  considered) 

Closed  Hearing  Checklist,  18  December  201 1  (not  considered) 

Government  Request  for  Closed  Session,  15  December  201 1 
Open  Hearing  Checklist,  18  December  201 1  (not  considered) 

Closed  Hearing  Checklist,  19  December  201 1  (not  considered) 

Open  Hearing  Checklist,  19  December  2011  (not  considered) 

Bates  #  00409680-84, 00409719-21 
Bates  #  00376856, 00409685-718 

Closed  Hearing  Checklist,  19  December  201 1  (not  considered) 

Open  Hearing  Checklist,  19  December  201 1  (not  considered) 

Defense  Assertion  of  Privilege  Under  M.R.E.  503,  19  December  201 1 
Government  Response  to  Defense  Assertion  of  Privilege  Under  M.R.E.  503, 

20  December  201 1 

Unclassified  Closed  Hearing  Checklist,  20  December  2011  (not  considered) 
Unclassified  Open  Hearing  Checklist,  20  December  201 1  (not  considered) 

Bates  #  00410555,  00409679 
Lamo  Chat 

Writ-Appeal  Seeking  Access  to  the  Proceedings  (not  considered) 

Defense  Article  32  Exhibits 

IO  Appointment  Memorandum,  4  August  2010 

Directive  to  Investigate  Additional  Charges  Memorandum,  18  March  201 1 
Special  Instructions  for  Article  32  Investigation  Memorandum, 

16  November  2011 

Charge  Sheet  containing  Additional  Charges  I-III  and  their  Specifications, 

1  March  201 1 

Defense  Notice  Under  M.R.E.  505(h)(3),  22  November  201 1 
Article  32  Investigation  Notification  Memorandum,  23  November  1 1 
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10  Ex.  28  Article  32  Investigation  Notification  Memorandum  Acknowledgement, 

28  November  1 1 

10  Ex.  29  Defense  Motion  for  Closed  Hearing  Under  R.C.M  405(h)(3),  28  November  201 1 
10  Ex.  30  Defense  Request  for  Production  of  Evidence 

10  Ex.  3 1  Government  Response  to  Defense  Request  for  Production  of  Evidence, 

30  November  201 1 

10  Ex.  32  Defense  Request  to  Compel  Production  of  Evidence,  1  December  201 1 

10  Ex.  33  Defense  Request  for  Article  32  Witnesses,  2  December  201 1 

10  Ex.  34  Government  Requested  Evidence  List,  2  December  201 1 

IO  Ex.  35  Government  Response  to  Defense  Request  to  Close  Article  32  Hearing, 

4  December  2011 

IO  Ex.  36  Defense  Response  to  Government's  405(h)(3)  Filing,  4  December  201 1 
10  Ex.  37  Government  Response  to  Defense  Notice  Under  M.R.E.  505(h)(3), 

5  December  201 1 

IO  Ex.  38  Government  Additional  Requested  Evidence  List,  7  December  201 1 

IO  Ex.  39  Government  Response  to  Defense  Request  for  Article  32  Witnesses, 

7  December  201 1 

IO  Ex.  40  Defense  Witness  Justification,  8  December  201 1 
IO  Ex.  41  Witness  List,  13  December  2011 
IO  Ex.  42  Closure  Determination,  13  December  201 1 
IO  Ex.  43  Evidence  List,  14  December  201 1 

IO  Ex.  44  Determinations  Regarding  Defense  Objections  to  Government  Evidence, 

14  December  201 1 

IO  Ex.  45  Determinations  as  to  Defense  Requested  Evidence,  1 5  December  201 1 

IO  Ex.  46  Determinations  as  to  Defense  Requested  Witnesses,  1 5  December  201 1 

IO  Ex.  47  Determinations  as  to  Defense  Requested  Witnesses  -  Revised,  16  December  201 1 

IO  Ex.  48  Determinations  as  to  Defense  Requested  Witnesses  -  Revised,  17  December  201 1 

IO  Ex.  49  Reconsideration  of  Closure  Determination,  20  December  201 1 

IO  Ex.  50  Determination  on  Defense  Assertion  of  Privilege  Under  M.R.E.  503, 

21  December  2011 

IO  Ex.  51  Defense  Notice  of  Evidence,  23  December  201 1 

IO  Ex.  52  Memoranda  concerning  excludable  delay,  various  dates 
IO  Ex.  53  E-mails  discussing  consideration  of  statements  under  penalty  of  perjury,  various 
dates 

IO  Ex.  54  IO  Chronology 

IO  Ex.  55  Unclassified  memorandum,  without  enclosures,  concerning  classified  annex  to 
this  report  containing  IO  Exhibits  (C)  1  -  (C)  5, 1 1  January  2012 
IO  Ex.  56  Transcript  of  Hearing  (Verbatim  1 6  December  2011,  Summarized  1 7-22 

December  2011) 
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Item  21.  remarks: 


/.  Analysis  of  the  Additional  Charges  and  Their  Specifications:3 

The  following  supports  my  determination  that  reasonable  grounds  exist  to  believe  that  the 
accused  committed  the  offenses  alleged  in  Additional  Charges  I-III  and  their  Specifications.  In 
order  that  this  document  may  remain  unclassified,  I  have  referenced  Bates  numbers  of  classified 
documents  in  the  record  where  necessary  and  have  only  included  unclassified  references  to  the 
information  contained  in  those  documents.  Also,  in  light  of  the  voluminous  record  in  this  case,  I 
typically  simply  refer  to  Bates  numbers  of  documents  instead  of  referring  to  documents  attached 
as  hard  copy  exhibits. 

Additional  Charge  I  and  its  Specification  (Art.  104,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  four  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  27  May  2010,  the  accused,  without  proper  authority,  knowingly 
gave  intelligence  information  to  certain  persons,  namely:  Al-Qaida,  Al-Qaida  in  the  Arabian 
Peninsula,  and  a  person  or  entity  specified  in  Bates  #  00410660-64; 

(2)  that  the  accused  did  so  through  indirect  means; 

(3)  that  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  and  a  person  or  entity  specified  in  Bates  # 
00410660-64  were  enemies;  and 

(4)  that  this  intelligence  information  was  true,  at  least  in  part. 

“Intelligence”  means  any  helpful  information,  given  to  and  received  by  the  enemy,  which  is  true, 
at  least  in  part. 

“Enemy”  includes  not  only  organized  opposing  forces  in  time  of  war,  but  also  any  other  hostile 
body  that  our  forces  may  be  opposing  such  as  a  rebellious  mob  or  a  band  of  renegades  and 
includes  civilians  as  well  as  members  of  military  organizations. 

Under  U.S.  v.  Batchelor,  22  C.M.R.  144,  158  (C.M.A.  1956),  “Article  104(2)  of  the  Code  does 
not  require  a  specific  criminal  intent  of  any  sort”  and  thus  is  a  general  intent  crime. 


3  Charges  were  initially  preferred  against  the  accused  on  5  July  2010.  On  18  Mar  2011,  the  convening  authority 
informed  me  that  those  original  charges  were  dismissed  and  directed  me  not  to  consider  them.  See  IO  Ex.  23. 
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Facts 

The  evidence  showed  that  PFC  Manning  knew  the  enemy  received  information  from 
WikiLeaks.4 5  The  evidence  also  showed  that  from  November  2009  through  May  2010,  there 
were  over  one  hundred  searches  for  WikiLeaks  under  PFC  Manning’s  user  profiles  on  his 
primary  and  secondary  SIPRNET  computers.3  More  generally,  the  evidence  showed  the  accused 
knew  that  our  adversaries,  including  enemy  governments  and  non-government  organizations 
such  as  terrorists,  obtained  information  via  the  Internet  because  he  was  required  to  conduct  a 
training  presentation  on  Operational  Security  as  corrective  training  when  he  was  at  Advanced 
Individual  Training  on  13  June  2008.6 

Additionally,  the  evidence  showed  that  the  accused  was  a  trained  intelligence  analyst  who  was 
developing  his  skills  during  the  deployment.7  Finally,  the  evidence  showed  that  PFC  Manning 
signed  non-disclosure  agreements  stating  that  “unauthorized  disclosure  ...  of  classified 
information  by  me  could  cause  damage  or  irreparable  injury  to  the  United  States  or  could  be  used 
to  advantage  by  a  foreign  nation.”8  It  is  reasonable  to  infer  from  these  facts  that  the  accused 
knew  enemies  of  the  United  States  would  receive  information  released  by  WikiLeaks. 

The  evidence  showed  that  the  accused,  at  or  near  Contingency  Operating  Base  Hammer,9 
between  on  or  about  1  November  2009  and  on  or  about  27  May  2010,  knowingly  gave 
intelligence  information  to  WikiLeaks,  including:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC.  Anyone.avi;”  more  than  one  classified  memorandum  produced 
by  a  United  States  Government  intelligence  agency;  the  CIDNE-Iraq  database;  the  CIDNE  - 
Afghanistan  database;  a  United  States  Southern  Command  database,  more  than  five  classified 
records  relating  to  a  military  operation  in  Farah  Province,  Afghanistan,  occurring  on  or  about  4 
May  2009;  a  file  named  “BE22  PAX.zip”  containing  a  video  named  “BE  22  PAX.wmv;”  the 
Department  of  State  Net-Centric  Diplomacy  database;  a  classified  record  produced  by  a  United 
States  Army  intelligence  organization,  dated  18  March  2008;  and  the  United  States  Forces  -  Iraq 
Microsoft  Outlook/Sharepoint  Exchange  Server  global  address  list.10  While  some  of  this 
information  was  not  classified,  the  evidence  showed  that  it  is  all  “intelligence  information”  in 
that  it  would  be  helpful  for  the  enemy  to  possess  and  was  true,  at  least  in  part.  For  example,  the 
CIDNE  databases  contained  a  vast  amount  of  information  concerning  enemy  tactics  and  the  U.S. 
military’s  response  to  those  tactics,11  while  the  last  item  listed,  the  global  address  list,  would  be 


4  See  Army  Intelligence  Forensic  Report.  Bates  #  0046452-66  and  attachments. 

5  Testimony  of  SA  Shaver. 

6  See  PFC  Manning’s  External  Hard  Drive  Forensic  Report,  Bates  #  00125270-318,  in  particular  Bates  #  00125314- 
16,  for  a  copy  of  the  PowerPoint  presentation  the  accused  gave.  SFC  Madrid  also  testified  that  the  accused’s 
corrective  training  presentation  explained  that  it  could  be  dangerous  to  disclose  classified  information  because 
outside  entities  could  seek  U.S.  information.  Additionally,  SFC  Madrid  testified  that  the  accused  also  submitted  a 
typed  document  providing  more  detail,  including  references  to  the  relevant  regulations. 

'  Testimony  of  CPT  Fulton. 

8  See  PFC  Manning’s  Non-Disclosure  Agreements,  Bates  #  00022912-13, 00036801-02. 

9  Throughout  the  hearing,  the  witnesses  typically  referred  to  "FOB  Hammer”  rather  than  “Contingency  Operating 
Base  Hammer.”  It  was  clear,  however,  that  they  were  referring  to  the  same  place. 

10  The  analysis  of  Specifications  2-16  of  Additional  Charge  II  provides  more  detail  about  the  offense  conduct 
involving  each  of  these  items. 

11  Testimony  of  CPT  Fulton. 
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helpful  for  the  enemy  to  possess  in  that  it  would  enable  the  enemy  to  engage  in  “spearfishing,”  a 
targeted  attempt  to  gain  information  from  an  unsuspecting  source  by  masquerading  as  someone 
the  source  trusts;  specific  information  such  as  knowledge  of  full  names  and  emails  facilitates 
spearfishing  because  it  is  more  likely  to  make  the  targeted  source  believe  the  spearfisher  is 
legitimate.11 

While  the  evidence  did  not  show  that  PFC  Manning  directly  provided  this  intelligence 
information  to  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  or  the  person  or  entity  specified  in 
Bates  #  00410660-64,  the  evidence  did  show  that  PFC  Manning  provided  this  intelligence 
information  to  WikiLeaks,  and  that  enemies  of  the  United  States  possessed  this  information.  For 
example,  the  video  named  “12  Jul  07  CZ  ENGAGEMENT  ZONE  20  GC  Anyone.avi”  is 
contained  in  the  recruiting  video  produced  by  Al-Qaida's  media  arm13  and  is  described  as 
“footage  published  by  the  WikiLeaks  website,”  which  clearly  indicates  that  the  enemy  obtained 
this  video  from  WikiLeaks.  That  video  also  specifically  references  the  leak  of  a  State 
Department  cable,  which  indicates  they  obtained  the  cable  from  WikiLeaks,  and  also  references 
WikiLeaks  documents  describing  communications  by  leaders  in  Islamic  countries  with  the 
United  States,  which  also  indicates  they  are  referring  to  State  Department  cables  they  obtained 
from  WikiLeaks.  Another  example  is  that  the  evidence  showed  the  C I DNE- Afghanistan 
information  was  available  to  the  enemy  via  the  Internet.14  The  accused  therefore  indirectly 
provided  this  intelligence  information  to  the  enemy  by  providing  it  to  WikiLeaks. 

The  evidence  also  showed  that  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  and  the  classified 
person  or  entity  specified  in  Bates  #  00410660-64  are  enemies  of  the  United  States.  First,  the 
recruiting  video  produced  by  Al-Qaida’s  media  arm15  exhorts  the  viewer  to  attack  the  United 
States.  Similarly,  the  Al-Qaida  in  the  Arabian  Peninsula  “Inspire”  magazines  and  associated 
explanatory  materials16  make  clear  that  AQAP  is  also  an  enemy  of  the  United  States.  Finally,  the 
description  of  the  classified  person  or  entity  specified  in  Bates  #  00410660-64  leaves  little  doubt 
as  to  whether  that  person  or  entity  is  an  enemy  of  the  United  States. 

The  evidence  also  showed  that  the  information  at  issue  is  true,  at  least  in  part.  For  example,  the 
video  entitled  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC.  Anyone.avi”  depicts  what  it 
depicts.  There  was  no  evidence  that  any  of  the  information  at  issue  was  false. 

Although  this  offense  is  a  general  intent  crime,  the  evidence  showed  that  PFC  Manning  made 
statements  during  a  counseling  session  with  then-SPC  Showman  prior  to  the  deployment  to  the 
effect  that  the  American  flag  meant  nothing  to  him  and  that  he  held  no  allegiance  to  this  country 
or  to  its  people.17  While  this  statement  was  made  in  the  context  of  a  counseling  session  that  PFC 
Manning  was  not  pleased  to  be  participating  in,  and  thus  may  have  been  made  primarily  to  “push 
the  buttons”  of  the  person  counseling  him,  PFC  Manning  was  a  trained  intelligence  analyst  and 
should  have  known  not  to  make  such  a  statement  flippantly.  Accordingly,  there  are  reasonable 


2  Testimony  of  SA  Bettencourt. 

3  Bates  #  00408202-236. 

4  CIDNE  Data  on  the  Internet,  Bates  #  00410554. 

5  Bates  #  00408202-236. 

6  Bates  #00012570-711. 

7  Testimony  of  Ms.  Showman  in  defense-requested  closed  session. 
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grounds  to  believe  that  PFC  Manning  meant  what  he  said,  which  turn  would  support  the  requisite 
criminal  intent  were  this  a  specific  intent  crime. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Additional  Charge  I  and  its  Specification. 

Additional  Charge  II,  Specification  1  (Art.  134,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  two  elements: 

(1)  that  at  our  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  27  May  2010,  the  accused  wrongfully  and  wantonly  caused 
intelligence  belonging  to  the  United  States  to  be  published  on  the  Internet,  having  knowledge 
that  intelligence  published  on  the  Internet  is  accessible  to  the  enemy;  and 

(2)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

“Conduct  prejudicial  to  good  order  and  discipline”  is  conduct  which  causes  a  reasonably  direct 
and  obvious  injury  to  good  order  and  discipline.  “Service  discrediting  conduct”  is  conduct 
which  tends  to  harm  the  reputation  of  the  service  or  lower  it  in  public  esteem. 

Facts 

The  facts  at  issue  here  are  similar  to  those  discussed  above  concerning  Additional  Charge  I  and 
its  Specification.  Specifically,  there  is  little  doubt  that  between  the  dates  and  at  the  location 
alleged,  PFC  Manning  caused  intelligence  belonging  to  the  United  States  to  be  published  on  the 
Internet  by  providing  it  to  WikiLeaks,  and  that  when  he  did  so  he  knew  intelligence  published  on 
the  Internet  is  accessible  to  the  enemy. 

Additionally,  testimony  was  presented  that  PFC  Manning’s  conduct  was  prejudicial  to  good 
order  and  discipline  and  service  discrediting.18  The  evidence  showed  that  it  is  impossible  to 
control  or  verify  each  and  every  download  or  transfer  of  information  that  intelligence  analysts 
conduct,  due  to  the  tempo  of  operations  in  a  Sensitive  Compartmented  Information  Facility  such 
as  the  facility  where  PFC  Manning  worked  in  Iraq.  Because  of  this,  the  evidence  showed  that 
trust  is  important  in  protecting  classified  information.19  PFC  Manning’s  violations  of  that  trust 
prejudiced  good  order  and  discipline  and  also  discredited  the  service. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1  of  Additional  Charge  II. 


18  Testimony  of  CPT  Lim. 

19  Testimony  of  CPTs  Lim  and  Fulton. 
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Additional  Charge  II,  Specification  2  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer.  Iraq,  between  on  or  about  15 
February  2010  and  on  or  about  5  April  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC  Anyone.avi”; 

(2)  that  the  accused  had  reason  to  believe  such  information  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered,  or  transmitted  the  said  information  to  a  person  not  entitled  to  receive 
it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that  the  accused’s  conduct  was  prejudicial  to  good  order  and  discipline  in  the  armed  forces 
and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces.20 

Facts 

The  evidence  showed  that  “12  Jul  07”  was  searched  for  from  both  of  PFC  Manning’s  primary 
and  secondary  SIPRNET  computers.21  The  evidence  also  showed  that  the  Apache  air  strike 
video  located  on  the  network  share  drive  belonging  to  the  2nd  Brigade  Combat  Team,  10th 
Mountain  Division,  Office  of  the  Staff  Judge  Advocate,  exactly  matched  a  video  identified  in 
PFC  Manning’s  user  profile  on  PFC  Manning’s  primary  SIPRNET  computer.22  The  evidence 
also  showed  that  a  CD-RW  containing  a  video  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE 
30  GC  Anyone.wmv”  was  accessed  using  PFC  Manning’s  personal  Macintosh  computer  on  15 
Feb  2010.  3  Additionally,  the  evidence  showed  that  a  CD-RW  created  on  27  April  2010 
containing  a  video  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.wmv”  (which 
did  not  have  all  of  the  content  of  the  video  found  on  PFC  Manning’s  primary  SIPRNET 
computer),  with  a  “SECRET’  sticker  on  it,  was  found  in  PFC  Manning’s  on-post  quarters.24  The 
evidence  showed  that  WikiLeaks  released  this  video  on  5  April  20 10. 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  this  video  was  uploaded  to  WikiLeaks,  the  forensic  examination  did  find  evidence 
in  Unallocated  Clusters  (UC)  (briefly,  areas  on  a  disk  where  the  data  has  been  “deleted”  but  still 


20  These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6.18.1030A. 

21  lntelink  Logs  Forensic  Report,  Bates  #  003751 16-129,  at  page  1 1  (this  document  also  has  the  relevant  dates). 

22  10th  Mountain  Shares  Forensic  Report,  Bates  #  00046074-00046097,  at  22. 

23  See  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  pages  48-49. 

24  See  PFC  Manning’s  CD  Forensic  Report,  Bates  #00199511-522,  at  pages  1,  7-8. 

25  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  Attachment  S,  Bates  #  00125269 
(carved.  1 37890_724730 1 8408  72473024 1 23  Collateral  Murder.pdf). 
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remains  on  the  disk  and  can  be  recovered  forensically)  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks 
website.  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.27  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  video  to  WikiLeaks. 

The  evidence  also  showed  that  on  19  May  2010,  in  an  unencrypted  email  exchange  with  Eric 
Schmiedl,  PFC  Manning  wrote,  “Are  you  familiar  with  WikiLeaks,”  and  then  after  receiving  an 
affirmative  reply  from  Mr.  Schmiedl,  then  wrote,  “I  was  the  source  of  the  12  JUL  07  video  from 
the  Apache  Weapons  Team,  which  killed  the  two  journalists  and  injured  two  kids.”28 

Additionally,  the  evidence  showed  that  the  accused,  in  his  chats  with  Mr.  Lamo,  admitted 
forwarding  the  video  that  is  the  subject  of  this  specification,  also  referred  to  as  the  “collateral 
murder”  or  “CM”  video,  to  WikiLeaks.  In  those  chats,  a  person  using  the  “bradass87”  screen 
name,  who  Mr.  Lamo  determined  to  be  the  accused,  made  the  following  statements:  (1)  “the  CM 
video  came  from  a  server  in  our  domain!  and  not  a  single  person  noticed;”  (2)  in  response  to 
Lamo’s  question  about  what  CM  meant,  “Apache  Weapons  Team  video  of  12  Jul  07  airstrike  on 
Reuters  journos...  some  sketchy  but  fairly  normal  street-folk...  and  civilians;”  (3)  in  response  to 
Lamo’s  question  of  where  he  (Lamo)  could  transmit  similar  material  if  he  had  it,  “wl.org 
submission  system”;  and  (4)  “i  just...  couldn’t  let  these  things  stay  inside  of  the  system...  and 
inside  of  my  head  . . .  i  recognized  the  value  of  some  things. . .  knew  what  they  meant. . .  dug 
deeper  . . .  i  watched  that  video  cold,  for  instance  ...  at  first  glance. . ,  it  was  just  a  bunch  of  guys 
getting  shot  up  by  a  helicopter. . .  no  big  deal. . .  about  two  dozen  more  where  that  came  from 
right. . .  but  something  struck  me  as  odd  with  the  van  thing. . .  and  also  the  fact  it  was  being  stored 
in  a  JAG  officer’s  directory. . .  so  i  looked  into  it. . .  eventually  tracked  down  the  date,  and  then 
the  exact  GPS  co-ord. . .  and  i  was  like. . .  ok,  so  thats  what  happened. . .  cool . . .  then  i  went  to  the 
regular  internet. . .  and  it  was  still  on  my  mind. . .  so  i  typed  into  goog. . .  the  date,  and  the 
location...  and  then  I  see  this  http://www.nytimes.com/2007/07/13/world/middleeast/13iraq.html 
...  i  kept  that  in  my  mind  for  weeks. . .  probably  a  month  and  a  half. . .  before  I  forwarded  it  to 
them.”29 


26  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

27  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 

28  See  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  page  44.  Note  that  the  login 
password  for  PFC  Manning’s  personal  computer  was  “T Wink  1492!!,”  which  also  was  the  passphrase  for  PFC 
Manning’s  GPG  keyring  which  contained  a  key  used  to  decrypt  emails  between  Schmiedl  and  PFC  Manning.  The 
forensic  examiner  concluded  “it  is  likely  that  PFC  Manning  neglected  to  enable  encryption”  when  sending  the 
message  quoted  above.  Id.,  at  45.  “TWinkl492!!”  was  also  identified  as  a  password  for  several  instant  messaging 
accounts,  including  breanna.e.manning  (AIM),  breanna.e.manning@gmail.com  (AIM), 

pressassociation@jabber.ccc.de  (Jabber),  and  pressassociation@jabber.org  (Jabber);  a  variation  of  this  password, 
“TWinkl492!@!,”  was  identified  as  the  password  for  dawgnetwork@jabber.ccc.de  (Jabber).  Id  at  14.  The 
commonality  among  these  passwords  indicates  that  the  same  individual  used  them. 

29  Lamo  Chat,  10  Ex.  19(D),  at  25-26.  (This  chat  is  also  in  the  forensic  reports  at  Lamo  Forensic  Report,  Bates  # 
00124107-31,  at  Attachment  J.)  During  his  testimony,  Mr.  Lamo  explained  that  the  person  using  the  “bradass87” 
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The  evidence  showed  that  WikiLeaks  released  this  video  on  5  April  20 10.30  WikiLeaks  was  not 
entitled  to  receive  this  video,  which  relates  to  the  national  defense  because  it  depicts  the 
activities  of  the  military  .  Also,  the  evidence  shows  that  PFC  Manning  had  reason  to  believe  that 
the  video  could  be  used  to  the  injury  of  the  United  States  in  that  PFC  Manning  knew  the  enemy 
accessed  information  available  on  the  Internet.  Additionally,  18  U.S.C.  793(e)  exists.  Finally, 
PFC  Manning’s  conduct  in  providing  this  video  to  WikiLeaks  is  prejudicial  to  good  order  and 
discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  2  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  3  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  22  March 
2010  and  on  or  about  26  March  2010,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  one  classified  memorandum  produced  by  a 
United  States  Government  intelligence  agency; 

(2)  that  the  accused  had  reason  to  believe  such  information  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered,  or  transmitted  the  said  information  to  a  person  not  entitled  to  receive 
it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that  the  accused’s  conduct  was  prejudicial  to  good  order  and  discipline  in  the  armed  forces 
and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


Facts 

The  memoranda  at  issue  are  at  Bates  #  00378084-090  and  were  produced  by  a  United  States 
government  intelligence  agency.  The  evidence  showed  they  were  properly  classified.31 


online  identity  identified  himself  as  Bradley  Manning  by  sending  Lamo  a  friend  request  when  Lamo  asked  if  he  was 
a  facebook  user  and  also  by  providing  Lamo  PFC  Manning’s  AKO  account  user  name  and  password. 

30  Intelink  Logs  Forensic  Report,  Bates  #  00375116-129,  at  9. 

31  See  document  at  Bates  #  00378148-175. 
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Moreover,  the  evidence  showed  that  PFC  Manning  knew  they  were  classified  because  they  were 
properly  marked. 

Testimony  during  the  classified  portion  of  the  hearing  described  the  accessing  and  manipulation 
of  these  memoranda  on  PFC  Manning’s  primary  SIPRNET  computer.32 

Analysis  of  PFC  Manning’s  personal  computer  showed  a  CD/DVD  containing  a  file  named 
“blah.zip”  was  burned  on  an  unknown  Windows  computer  at  12:55  on  22  March  2010  and  was 
accessed  on  PFC  Manning’s  personal  computer/3  The  evidence  also  showed  that  on  22  March 
2010,  a  user  of  PFC  Manning’s  user  account  viewed  .pdf  files  of  the  memoranda  at  issue  on  his 
primary  SIPRNET  account;  the  forensic  examiner  concluded  that  the  sequence  of  viewing  the 
files  and  then  accessing  the  “blah.zip”  file  “could  indicate  . . .  [the  memoranda  at  issue]  were 
compressed  in  blah.zip.”34 

The  contents  of  the  memoranda  are  such  that  a  person  familiar  with  them  would  conclude  that  if 
released  they  could  be  used  to  the  injury  of  the  United  States. 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  these  memoranda  were  uploaded  to  WikiLeaks,  the  forensic  examination  did  find 
evidence  in  Unallocated  Clusters  (UC)  (briefly,  areas  on  a  disk  where  the  data  has  been  “deleted” 
but  still  remains  on  the  disk  and  can  be  recovered  forensically)  of  multiple  references  to  the 
WikiLeaks  upload  webpage,  https://www.wikileaks.org/upload,  including  a  w'ebpage  containing 
a  link  to  upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the 
Farah  records  (see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks 
website.3-'  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.36  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  memoranda  to  WikiLeaks. 

WikiLeaks  was  not  entitled  to  receive  these  memoranda,  which  relate  to  the  national  defense. 
Also,  the  evidence  shows  that  PFC  Manning  had  reason  to  believe  that  the  video  could  be  used  to 
the  injury  of  the  United  States  in  that  PFC  Manning  knew  the  enemy  accessed  information 
available  on  the  Internet.  Additionally,  18  U.S.C.  793  exists.  Finally,  PFC  Manning’s  conduct 
in  providing  this  video  to  WikiLeaks  is  prejudicial  to  good  order  and  discipline  and  service 
discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  3  of  Additional  Charge  II. 


32  Classified  testimony  of  SA  Shaver,  IO  Ex.  (C)  5  (including  relevant  dates). 

33  10th  Mountain  Shares  Forensic  report,  Bates  #  0046074-97,  at  21-22;  PFC  Manning’s  Personal  Computer 
Forensic  Report,  Bates  #  00124283-362,  at  49. 

34  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  002 1 1037-1 10,  at  50,  72. 

35  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

36  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 


11 


Continuation  Sheet,  DD  Form  457,  U.S.  v.  PFC  Bradley  E.  Manning 


Additional  Charge  II,  Specification  4  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  31 
December  2009  and  on  or  about  5  January  2010,  the  accused  voluntarily,  intentionally  and 
knowingly  stole,  purloined,  or  converted  a  thing  of  value,  to  wit:  the  Combined  Information  Data 
Network  Iraq  database  containing  more  than  380,000  records,  to  his  use  or  to  the  use  of  another; 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

The  word  “value”  means  the  face,  par,  or  market  value,  or  cost  price,  either  wholesale  or  retail, 
whichever  is  greater. 

A  “thing  of  value”  can  be  tangible  or  intangible  property. 

It  is  not  necessary  to  prove  that  the  accused  knew  that  the  Government  owned  the  property  at  the 
time  of  the  wrongful  taking  so  long  as  it  is  established  that  the  Government  did  in  fact  own  the 
money  or  property  involved,  that  it  had  a  value  in  excess  of  One  Thousand  Dollars  ($1,000),  and 
that  the  accused  knowingly  and  willfully  stole,  purloined,  or  converted  it.37 
Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492H”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”3 


37  These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6.18.641. 

38  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  1-2, 9. 
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The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
201 0.39  The  evidence  also  showed  that  WikiLeaks  released  391,840  reports  from  the  CIDNE- 
Iraq  database.40  The  evidence  also  showed  that  in  Unallocated  Clusters  on  PFC  Manning’s 
personal  computer,  there  was  information  “likely  obtained”  from  the  CIDNE-Iraq  database  and 
that  documents  containing  the  same  text  and  associated  photographs  were  found  in  PFC 
Manning’s  SIPRNET  shared  folder;  the  forensic  examiner  concluded  “[i]t  is  likely  the  photos 
and  documents  in  PFC  MANNING’S  SIPRNET  shared  folder  were  copied  to  ...  [his]  personal 
computer  through  the  use  of  removable  media.”41 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Iraq  database  was  uploaded  to  WikiLeaks,  the  forensic  examination 
did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload 
webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload 
documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records 
(see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.42 
Moreover,  PFC  Manning’s  chats  with  a  person  using  the  pressassociation@jabber.ccc.de  user 
name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian 
Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010  discussed  uploading  material 
to  WikiLeaks.43  These  facts,  taken  together,  provide  circumstantial  evidence  that  PFC  Manning 
uploaded  the  CIDNE-Iraq  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  converted 
the  database  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this  information 
public  and  thus  deprive  its  owner,  the  United  States,  of  its  use  or  benefit.  While  PFC  Manning  in 
his  duties  as  an  intelligence  analyst  deployed  to  Iraq  had  reason  to  use  the  CIDNE-Iraq  database 
every  day,44  he  had  no  authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it 
constituted  stealing  it. 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  CIDNE-Iraq  database,  there  was 
evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.45  This  circumstantial  evidence  supports  a  conclusion  that  the  value  of  the  CIDNE-Iraq 
database  was  over  $1 ,000. 

The  evidence  showed  that  18  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  4  of  Additional  Charge  II. 


39  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

40  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Iraq  database 
released  in  October  20 10). 

41  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  62-63. 

42  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

43  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 

44  Testimony  of  CPT  Lim. 

45  NCD  Valuation  Documents,  Bates  #  00410556-60. 
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Additional  Charge  II,  Specification  5  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  31 
December  2009  and  on  or  about  9  February  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  more  than  twenty  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Iraq  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492H”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”4 

The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
201 0.47  The  evidence  also  showed  that  WikiLeaks  released  391,840  reports  from  the  CIDNE- 
Iraq  database.48  The  evidence  also  showed  that  in  Unallocated  Clusters  on  PFC  Manning’s 
personal  computer,  there  was  information  “likely  obtained”  from  the  CIDNE-Iraq  database  and 
that  documents  containing  the  same  text  and  associated  photographs  were  found  in  PFC 
Manning’s  SIPRNET  shared  folder;  the  forensic  examiner  concluded  “[i]t  is  likely  the  photos 


46  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-3 1,  at  1-2,  9. 

47  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31.  at  7. 

48  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Iraq  database 
released  in  October  2010). 
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and  documents  in  PFC  MANNING’S  SIPRNET  shared  folder  were  copied  to  ...  [his]  personal 
computer  through  the  use  of  removable  media.”49 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Iraq  database  was  uploaded  to  WikiLeaks,  the  forensic  examination 
did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload 
webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload 
documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records 
(see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.50 
Moreover,  PFC  Manning’s  chats  with  a  person  using  the  pressassociation@jabber.ccc.de  user 
name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian 
Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010  discussed  uploading  material 
to  WikiLeaks.51  These  facts,  taken  together,  provide  circumstantial  evidence  that  PFC  Manning 
uploaded  the  CIDNE-Iraq  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  knew  the 
database  would  be  released  and  that  the  information  contained  in  the  reports,  by  “removing  the 
fog  of  war”  concerning  actions  in  which  U.S.  military  forces  were  involved,  could  be  used  to  the 
injury  of  the  United  States.  His  statement  in  that  document  that  the  recipient  needed  to  “sit  on 
the  information  ...  to  protect  source”  indicates  that  he  knew  WikiLeaks  was  not  entitled  to 
receive  this  information. 

The  evidence  showed  that  there  were  more  than  twenty  of  these  documents32  and  that  they  were 
properly  classified  and  remain  classified.53 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
the  database  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  5  of  Additional  Charge  II. 


Additional  Charge  II,  Specification  6  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 


49  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  62-63. 

50  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

51  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 

52  Bates  #  00377912-378027. 

53  Classification  Review,  Bates  #  00376879-902. 
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(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  8  January  2010,  the  accused  voluntarily,  intentionally  and 
knowingly  stole,  purloined,  or  converted  a  thing  of  value,  to  wit:  the  Combined  Information  Data 
Network  Afghanistan  database  containing  more  than  90,000  records,  to  his  use  or  to  the  use  of 
another; 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492!!”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”5 

The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
20 10.55  The  evidence  also  showed  that  WikiLeaks  released  74,778  reports  from  the  CIDNE- 
Afghanistan  database.56 

The  evidence  showed  that  between  1  January  2010  and  7  January  2010,  there  were  372 
connections  from  the  server  containing  the  CIDNE-Afghanistan  database  and  PFC  Manning’s 
secondary  SIPRNET  computer,  resulting  in  the  transfer  of  256.76  MB  of  data  to  PFC  Manning’s 
secondary  SIPRNET  computer.57  The  evidence  showed  that  the  “last  modified”  date  for  the 
CIDNE-Afghanistan  file  contained  in  the  yata.tar.bz2.nc  file  mentioned  above  was  8  January 


54  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-3 1 ,  at  1  -2, 9. 

55  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

56  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Afghanistan 
database  released  in  July  2010). 

57  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  1 . 
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201 0.58  The  entirety  of  the  CIDNE- Afghanistan  database  so  downloaded  was  located  during  the 
forensic  examination  of  PFC  Manning’s  SD  card.59 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Afghanistan  database  was  uploaded  to  WikiLeaks,  the  forensic 
examination  did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks 
website.60  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.61  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  CIDNE-Afghanistan  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  converted 
the  database  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this  information 
public  and  thus  deprive  its  owner,  the  United  States,  of  its  use  or  benefit.  While  PFC  Manning  in 
his  duties  as  an  intelligence  analyst  deployed  to  Iraq  had  reason  to  use  the  CIDNE-Iraq  database 
every  day,  he  had  no  need  to  access  the  CIDNE-Afghanistan  database,62  and  he  had  no 
authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it  constituted  stealing  it. 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  CIDNE-Afghanistan  database, 
there  was  evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over 
$4  million.63  This  circumstantial  evidence  supports  a  conclusion  that  the  value  of  the  CIDNE- 
Iraq  database  was  over  $1,000. 

The  evidence  showed  that  18  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  6  of  Additional  Charge  II. 


Additional  Charge  II,  Specification  7  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 


5*  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  9-10. 

59  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  7. 

60  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

61  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 

62  Testimony  of  CPT  Lim. 

63  NCD  Valuation  Documents,  Bates  #  00410556-60. 


17 


o  a 

Continuation  Sheet,  DD  Form  457,  U.S.  v.  PFC  Bradley  E.  Manning 


In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  9  February  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  more  than  twenty  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Afghanistan  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492H”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day. 

The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January  10.65 
The  evidence  also  showed  that  WikiLeaks  released  74,778  reports  from  the  CIDNE-Afghanistan 
database.66 

The  evidence  showed  that  between  1  January  2010  and  7  January  2010,  there  were  372 
connections  from  the  server  containing  the  CIDNE-Afghanistan  database  and  PFC  Manning’s 
secondary  SIPRNET  computer,  resulting  in  the  transfer  of  256.76  MB  of  data  to  PFC  Manning’s 
secondary  SIPRNET  computer.67  The  evidence  showed  that  the  “last  modified”  date  for  the 
CIDNE-Afghanistan  file  contained  in  the  yata.tar.bz2.nc  file  mentioned  above  was  8  January 


64  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  1-2,  9. 

65  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

66  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Afghanistan 
database  released  in  July  2010). 

67  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  1 . 
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20 1 0.68  The  entirety  of  the  CIDNE-Afghanistan  database  so  downloaded  was  located  during  the 
forensic  examination  of  PFC  Manning’s  SD  card.69 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning's  personal  computer  directly 
indicating  that  the  CIDNE-Afghanistan  database  was  uploaded  to  WikiLeaks,  the  forensic 
examination  did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks 
website.  0  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.71  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  CIDNE-Afghanistan  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  knew  the 
database  would  be  released  and  that  the  information  contained  in  the  reports,  by  “removing  the 
fog  of  war”  concerning  actions  in  which  U.S.  military  forces  were  involved,  could  be  used  to  the 
injury  of  the  United  States.  His  statement  in  that  document  that  the  recipient  needed  to  “sit  on 
the  information  ...  to  protect  source”  indicates  that  he  knew  WikiLeaks  was  not  entitled  to 
receive  this  information.  While  PFC  Manning  in  his  duties  as  an  intelligence  analyst  deployed  to 
Iraq  had  reason  to  use  the  CIDNE-Iraq  database  every  day,  he  had  no  need  to  access  the  CIDNE- 
Afghanistan  database.72 

The  evidence  showed  that  there  were  more  than  twenty  of  these  documents73  and  that  they  were 
properly  classified  and  remain  classified.74 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
the  database  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  7  of  Additional  Charge  II. 


Additional  Charge  11,  Specification  8  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 


68  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00 1 253 19-31,  at  9- 1 0. 

69  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  7. 

70  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

71  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 

72  Testimony  of  CPT  Lim. 

73  Bates  #  00377846-37791 1. 

74  Classification  Review,  Bates  #  00376879-902. 
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In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  or  about  8  March  2010,  the 
accused  voluntarily,  intentionally  and  knowingly  stole,  purloined,  or  converted  a  thing  of  value, 
to  wit:  a  United  States  Southern  Command  database  containing  more  than  700  records  belonging 
to  the  United  States  government  to  his  use  or  to  the  use  of  another; 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers 
searched  for  retention  of  interrogation  videos,  initially  on  28  November  2009,  and  during  the 
month  of  March  2010  conducted  over  700  searches  using  wget  commands  (which  are  used  to 
download  files  from  a  web  server)  pertaining  to  Guantanamo  Bay  detainees.  The  forensic 
examiner  downloaded  the  same  documents  using  the  same  program,  and  verified  that  those 
documents  were  the  same  documents  on  the  WikiLeaks  website  by  comparing  them.75  The 
forensic  examiner  also  found  four  complete  JTF  Guantanamo  Bay  detainee  assessments  on  PFC 
Manning’s  primary  SIPRNET  computer  under  PFC  Manning’s  user  profile.76  Moreover,  in  his 
chats  with  Mr.  Lamo,  PFC  Manning  admitted  providing  these  documents  to  WikiLeaks  in  the 
following  statements:  “oh,  the  JTF  GTMO  papers...  Assange  has  those  too;”  and,  after  Lamo 
said  he  read  those  papers  and  asked  if  Assange  had  “[ajnything  else  interesting  on  his  table”, 

PFC  Manning  said,  “idk  [I  don’t  know] ...  I  only  know  what  I  provide  him.”7' 

The  evidence  showed  there  was  no  work  related  reason  for  PFC  Manning  to  search  for 
Guantanamo  or  Guantanamo  detainee  assessments.78 

The  evidence  showed  that  the  terms  or  keywords  “Guantanamo”  or  “GTMO”  were  searched  for 
from  PFC  Manning’s  primary  and  secondary  SIPRNET  computers  a  total  of  17  times.79  The 


75  Testimony  of  SA  Shaver. 

76  Testimony  of  SA  Shaver. 

77  Lamo  Chat,  lO  Ex.  19(D),  at  44. 

78  Testimony  of  CPT  Fulton;  Testimony  of  CPT  Lim. 

79  Intelink  Log  Files  Forensic  Report,  Bates  #  003751 16-129,  at  9. 
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evidence  also  showed  that  the  wget  command  was  used  793  times  to  download  documents 
pertaining  to  Guantanamo  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.80 

The  evidence  showed  that  on  8  March  2010,  in  an  online  chat  with 

pressassociation@jabber.ccc.de,  aliased  to  Nathaniel  Frank  at  the  time  but  later  aliased  to  Julian 
Assange  (editor  of  WikiLeaks),81  PFC  Manning  made  statements  including:  “anyway,  im 
throwing  everything  I  got  on  JTF  GTMO  at  you  now. . .  should  take  a  while  to  get  up  tho  . . . 
summary/history/health  conditions/reasons  for  retaining  or  transfer  of  nearly  every  detainee  ...  I 
have  a  csv  that  organizes  the  info  as  much  as  possible.”82 

Additionally,  the  forensic  examination  of  PFC  Manning’s  personal  computer  found  evidence  in 
Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload  webpage, 
https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload  documents  to 
WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records  (see  di  scussion 
of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.83  These  facts,  taken 
together,  support  the  conclusion  that  PFC  Manning  uploaded  the  Southern  Command  database  to 
WikiLeaks. 

The  evidence  showed  that  between  24  April  201 1  and  21  June  201 1  WikiLeaks  released  765 
detainee  assessment  briefs,  documents  pertaining  to  detainees  at  Guantanamo  Bay,  Cuba.84 

PFC  Manning’s  comments  in  his  chats  with  Mr.  Lamo  about  why  he  released  documents  to 
WikiLeaks  indicate  that  that  he  converted  this  database  to  his  own  use  or  the  use  of  another  in 
that  he  wanted  to  make  this  information  public  and  thus  deprive  its  owner,  the  United  States,  of 
its  use  or  benefit.85  PFC  Manning  had  no  need  to  access  Guantanamo  detainee  assessments  for 
his  job,86  and  he  had  no  authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it 
constituted  stealing  it. 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  Southern  Command  database, 
there  was  evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over 
$4  million.87  There  was  also  evidence  provided  that  the  value  of  the  information  WikiLeaks 
possessed  was  12  million  pounds,  or  between  $15-20  million.88  This  circumstantial  evidence 
supports  a  conclusion  that  the  value  of  the  Southern  Command  database  was  over  $1,000. 


80  Intelink  Log  Files  Forensic  Report,  Bates  #  00375116-129,  at  12. 

81  The  evidence  showed  that  a  person  using  the  pressassociation@jabber.ccc.de  user  name  was  aliased  as  Nathaniel 
Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to 
24  May  2010.  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

82  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  23. 

83  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

84  Testimony  of  SA  Bettencourt. 

85  For  example,  PFC  Manning  stated,  in  reference  to  the  State  Department  Cables,  that  “it  was  forwarded  to  WL  . . . 
and  god  knows  what  happens  now  ...  hopefully  worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see 
the  truth...  regardless  of  who  they  are...  because  without  information,  you  cannot  make  informed  decisions  as  a 
public.”  IO  Ex,  19(D),  at  33. 

86  Testimony  of  CPT  Lim. 

87  NCD  Valuation  Documents,  Bates  #  00410556-60. 

88  Testimony  of  SA  Bettencourt. 
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The  evidence  showed  that  18  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  8  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  9  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  8  March 
2010  and  on  or  about  27  May  2010,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  three  classified  records  from  a  United  States 
Southern  Command  database: 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers 
searched  for  retention  of  interrogation  videos,  and  during  the  month  of  November  conducted 
over  700  searches  using  wget  commands  (which  are  used  to  download  files  from  a  web  server) 
pertaining  to  Guantanamo  Bay  detainee  suspects.  The  forensic  examiner  downloaded  the  same 
documents  using  the  same  program,  and  verified  that  those  documents  were  the  same  documents 
on  the  WikiLeaks  website  by  comparing  them.89  The  forensic  examiner  also  found  four 
complete  JTF  Guantanamo  Bay  detainee  assessments  on  PFC  Manning’s  primary  SIPRNET 
computer  under  PFC  Manning’s  user  profile.90  Moreover,  in  his  chats  with  Mr.  Lamo,  PFC 
Manning  admitted  providing  these  documents  to  WikiLeaks  in  the  following  statements:  “oh,  the 
JTF  GTMO  papers...  Assange  has  those  too;”  and,  after  Lamo  said  he  read  those  papers  and 
asked  if  Assange  had  “[ajnything  else  interesting  on  his  table”,  PFC  Manning  said,  “idk  [I  don’t 
know]  ...  I  only  know  what  I  provide  him.”91 


Testimony  of  SA  Shaver. 
Testimony  of  SA  Shaver. 

Lamo  Chat,  IO  Ex.  19(D),  at  44. 
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The  evidence  showed  there  was  no  work  related  reason  for  PFC  Manning  to  search  for 
Guantanamo  or  Guantanamo  detainee  assessments.92 

The  evidence  showed  that  the  terms  or  keywords  “Guantanamo”  or  “GTMO”  were  searched  for 
from  PFC  Manning’s  primary  and  secondary  SIPRNET  computers  a  total  of  17  times.93  The 
evidence  also  showed  that  the  wget  command  was  used  793  times  to  download  documents 
pertaining  to  Guantanamo  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.94 

The  evidence  showed  that  on  8  March  2010,  in  an  online  chat  with 

pressassociation@jabber.ccc.de,  aliased  to  Nathaniel  Frank  at  the  time  but  later  aliased  to  Julian 
Assange  (editor  of  WikiLeaks),95  PFC  Manning  made  statements  including:  “anyway,  im 
throwing  everything  I  got  on  JTF  GTMO  at  you  now...  should  take  a  while  to  get  up  tho  ... 
summary /history/health  conditions/reasons  for  retaining  or  transfer  of  nearly  every  detainee  ...  I 
have  a  csv  that  organizes  the  info  as  much  as  possible.”96 

Additionally,  the  forensic  examination  of  PFC  Manning’s  personal  computer  found  evidence  in 
Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload  webpage, 
https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload  documents  to 
WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records  (see  discussion 
of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.97  These  facts,  taken 
together,  support  the  conclusion  that  PFC  Manning  uploaded  the  Southern  Command  database  to 
WikiLeaks. 

The  evidence  showed  that  between  24  April  2011  and  21  June  201 1  WikiLeaks  released  765 
detainee  assessment  briefs,  documents  pertaining  to  detainees  at  Guantanamo  Bay,  Cuba.98 

PFC  Manning’s  comments  in  his  chats  with  the  person  using  the  pressassociation  screen  name, 
later  aliased  as  Julian  Assange,  indicate  that  he  had  reason  to  believe  the  information  he  provided 
concerning  JTF  GTMO  detention  memos  could  be  used  to  the  injury  of  the  United  States.  In 
those  chats,  PFC  Manning  asked:  “how  valuable  are  JTF  GTMO  detention  memos  containing 
summaries,  background  info,  capture  info,  etc.”  and  received  the  response,  “quite  valuable  to  the 
lawyers  of  these  guys  who  are  trying  to  get  them  out,  where  those  memos  suggest  their 
innocence/bad  proceedure.”99  PFC  Manning  had  no  need  to  access  Guantanamo  detainee 
assessments  for  his  job,100  and  he  had  no  authorization  to  provide  these  records  to  WikiLeaks, 
who  was  not  authorized  to  receive  it. 


92  Testimony  of  CPT  Fulton;  testimony  of  CPT  Lim. 

93  Intelink  Log  Files  Forensic  Report,  Bates  #  00375116-129,  at  9. 

94  Intelink  Log  Files  Forensic  Report,  Bates  #  003751 16-129,  at  12. 

95  The  evidence  showed  that  a  person  using  the  pressassociation@jabber.ccc.de  user  name  was  aliased  as  Nathaniel 
Frank  from  22  February  20 1 0  to  25  March  20 1 0,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  1 7  May  20 1 0  to 
24  May  2010.  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 

96  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  23. 

97  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

98  Testimony  of  SA  Bettencourt. 

99  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  22. 

100  Testimony  of  CPT  Lim. 
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The  evidence  showed  that  there  were  more  than  three  of  these  records101  and  that  they  were 
properly  classified  and  remain  classified.102 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  9  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  10  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  April 
2010  and  on  or  about  27  May  2010,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  five  classified  records  relating  to  a  military 
operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  Uni  ted  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  user  account  on  his  primary  SIPRNET 
computer  downloaded  135  files  from  a  centcom.smil.mil  server  on  10  April  2010;  shortly 
thereafter,  after  these  files  were  viewed,  the  farah.zip  file  was  viewed  on  10  April  2010  on  PFC 
Manning’s  primary  SIPRNET  computer.103 

The  evidence  showed  that  a  CD  created  on  1 1  April  201 0  at  9: 1 8  am  containing  a  file  named 
“farah.zip”  was  accessed  on  PFC  Manning’s  personal  computer.104 


101  Bates  #00378123-140. 

102  Classification  Review,  Bates  #  00378646-49. 

103  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-110,  at  51-52. 
im  pp£  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  49. 
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The  evidence  from  Unallocated  Clusters  on  PFC  Manning’s  personal  computer  indicated  that 
seven  files  with  names  like  “farah.partl  .rar”  had  existed  in  a  “farah”  folder  on  the  desktop  of  that 
computer.  The  evidence  also  showed  that  at  least  four  of  these  files  had  been  uploaded  to 
WikiLeaks  after  having  been  encrypted  using  the  “mcrypf  ’  program,  as  they  had  the  .nc  file 
extension  added  (“farah.partl  .rar.nc”),  an  indicator  of  the  use  of  that  encryption  program.105 
Additionally,  the  examination  of  Unallocated  Clusters  on  PFC  Manning’s  personal  computer 
revealed  that  classified  documents  relating  to  the  operation  in  Farah  Province,  Afghanistan,  on  or 
about  4  May  2009  that  were  found  on  the  centcom.smil.mil  server  and  also  on  PFC  Manning’s 
primary  SIPRNET  computer  existed  on  his  personal  computer.106 

The  evidence  showed  that  in  a  chat  with  Mr.  Lamo,  PFC  Manning  stated,  in  response  to  Lamo’s 
question  “what  do  you  consider  the  highlights”  immediately  following  PFC  Manning’s  statement 
that  he  only  knew  what  he  provided  to  Mr.  Assange,  “The  Gharani  airstrike  videos  and  full 
report,  Iraq  war  event  log,  the  ‘Gitmo  Papers,’  and  State  Department  cable  database.”107  In  the 
context  of  his  discussion  earlier  in  those  chats  concerning  the  State  Department  cables  where  he 
said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now  . . .  hopefully  worldwide 
discussion,  debates,  and  reforms,”108  PFC  Manning  had  reason  to  believe  that  the  information  in 
these  documents  could  be  used  to  the  injury  of  the  United  States.  PFC  Manning  had  no  need  to 
access  information  concerning  Afghanistan  for  his  job,109  and  he  had  no  authorization  to  provide 
these  documents  to  WikiLeaks,  which  was  not  authorized  to  receive  it. 

The  evidence  showed  that  there  were  more  than  five  of  these  records110  and  that  they  were 
properly  classified  and  remain  classified.1 1 1 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  10  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  11  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  8  January  2010,  the  accused  had  unauthorized  possession  of 


105  ppc  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-68. 
i°6  ppc  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  54-58. 

107  Lamo  Chat,  IO  Exhibit  19(D),  at  44-45. 

108  Lamo  Chat,  IO  Ex.  19(D),  at  33. 

109  Testimony  of  CPT  Lim  (stating  PFC  Manning  had  no  need  to  access  the  CIDNE- Afghanistan  database  for  his 
job). 

110  Bates  #  00377425-498. 

111  Classification  Review,  Bates  #  00376879-902. 
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information  relating  to  the  national  defense,  to  wit:  a  file  named  “BE22  PAX.zip”  containing  a 
video  named  “BE22  PAX.wmv”; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces 

Facts 

On  8  January  2010,  WikiLeaks  tweeted  that  they  had  a  video  of  the  Gharani  airstrike  video  that 
was  encrypted,  and  asked  for  supercomputer  time  (presumably  to  decrypt  it). 112  In  his  chats 
with  Mr.  Lamo,  PFC  Manning  acknowledged  that  Assange  had  this  video  in  an  encrypted 
format:  “they  also  caught  wind  that  he  [Assange]  had  a  video...  of  the  Gharani  airstrike  in 
Afghanistan,  which  he  has,  but  hasn't  decrypted  yet ...  the  production  team  was  actually 
working  on  the  Baghdad  strike  though,  which  was  never  really  encrypted  ...  he’s  got  the  whole 
1 5-6  for  that  incident ...  so  it  wont  just  be  video  with  no  context . . .  but  its  not  nearly  as 
damning...  it  was  an  awful  incident,  but  nothing  like  the  baghdad  one  ...  the  investigating 
officers  left  the  material  unprotected,  sitting  in  a  director  on  a  centcom.smil.mil ...  server  ...  but 
they  did  zip  up  the  files,  aes-256,  with  an  excellent  password...  so  afaik  [as  far  as  I  know]  it 
hasn’t  been  broken  yet.”113 

Additionally,  as  mentioned  above,  PFC  Manning  stated  that  the  “highlights”  of  what  he  provided 
to  Mr.  Assange  included  “the  Gharani  airstrike  videos  and  full  report.”1  4 

The  evidence  also  showed  that  a  computer  owned  by  a  Mr.  Jason  Katz,  a  former  employee  of  the 
Department  of  Energy,  contained  a  file  named  BE.zip,  and  within  that  file  was  an  encrypted, 
password-protected  file  named  BE  22  PAX.wmv.  The  password  the  forensic  examiners  obtained 
from  CENTCOM  to  open  the  file  by  the  same  name  on  the  centcom.smil.mil  server  also  opened 
the  file  on  Mr.  Katz’s  computer,  and  the  files  appeared  to  be  the  same.  The  file  was  placed  on 
Mr.  Katz’s  computer  on  15  December  2009  and  Mr.  Katz  had  installed  a  password  cracking 
program  and  was  trying  to  decrypt  the  file.1 15 

This  evidence,  particularly  PFC  Manning’s  statements  as  to  where  the  file  was  located  and  his 
knowledge  that  the  files  had  been  zipped  “with  an  excellent  password,”  together  with  the 
evidence  indicating  that  PFC  Manning  had  uploaded  the  farah.zip  files,  circumstantially 


112  Testimony  of  SA  Bettencourt;  Bates  #00410596-97. 

113  Lamo  Chat,  IO  Ex.  19(D),  at  10-1 1. 

114  Lamo  Chat,  IO  Exhibit  19(D),  at  44-45. 

115  Testimony  of  SA  Shaver. 
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indicates  that  PFC  Manning  provided  the  BE  22  PAX.wmv  file  to  WikiLeaks  and  that  file  was 
the  one  that  was  placed  on  Mr.  Katz’s  computer. 

The  evidence  showed  that  in  the  context  of  his  chats  with  Mr.  Lamo  concerning  the  State 
Department  cables  where  he  said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now 
...  hopefully  worldwide  discussion,  debates,  and  reforms,”1 16  PFC  Manning  had  reason  to 
believe  that  the  information  in  this  video  could  be  used  to  the  injury  of  the  United  States.  PFC 
Manning  had  no  need  to  access  information  concerning  Afghanistan  for  his  job,117  and  he  had  no 
authorization  to  provide  these  documents  to  WikiLeaks,  which  was  not  authorized  to  receive  it. 

The  evidence  showed  that  this  video  was  properly  classified  and  remains  classified.1 18 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1 1  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  12  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  28  March 
2010  and  on  or  about  4  May  2010,  the  accused  voluntarily,  intentionally  and  knowingly  stole, 
purloined,  or  converted  a  thing  of  value,  to  wit:  the  Department  of  State  Net-Centric  Diplomacy 
database  containing  more  than  250,000  records  belonging  to  the  United  States  government  to  his 
use  or  to  the  use  of  another; 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


1.6  Lamo  Chat,  IO  Ex.  19(D),  at  33. 

1.7  Testimony  of  CPT  Lim  (stating  PFC  Manning  had  no  need  to  access  the  CIDNE-Afghanistan  database  for  his 
job). 

118  Classification  Review,  Bates  #  00376879-902. 
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Facts 

The  evidence  showed  that  PFC  Manning's  primary  SIPRNET  computer  contained,  under  his 
user  profile,  a  file  named  “files.zip”  in  the  “bloop”  folder  that  had  over  10,000  Department  of 
State  cables  in  .html  web  page  format,  and  that  over  4,000  of  these  cables  were  classified.1 19  A 
CD  accessed  on  PFC  Manning’s  personal  computer  containing  files.zip  was  burned  on  4  May 
10. 120  The  evidence  showed  that  another  document  in  the  "bloop”  folder,  “backup. xlsx,”  was  a 
spreadsheet  with  cables  published  in  March,  April,  and  May  2010. 121  The  tab  in  this  spreadsheet 
including  cables  published  in  March  and  April  2010  started  with  a  cable  with  number  251,288. 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  on  a  NIPRNET 
computer  by  the  bradley. manning  user  profile.122  A  user  of  PFC  Manning’s  user  profile  on  that 
NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wget.exe  on  3  May  2010  and 
downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile.123 

The  evidence  showed  that  on  20  August  2011,  WikiLeaks  released  251,287  Department  of  State 
cables  in  unredacted  form  and  made  them  available  on  the  Internet.124  While  the  evidence  was 
that  WikiLeaks  did  not  release  the  cables  in  the  files.zip  folder,123  the  forensic  examination  found 
thousands  of  State  Department  cables  in  unallocated  space  on  PFC  Manning’s  primary  SIPRNET 
computer,  ranging  in  classification  from  unclassified  to  secret;  many  were  complete,  but  many 
others  were  not.  Additionally,  the  forensic  examination  of  PFC  Manning’s  primary  SIPRNET 
computer  revealed  that  a  deleted  and  partially  overwritten  file  named  “c:\Lost 
File\backup\farah.zip”  was  originally  created  on  10  April  2010  and  contained  582  Department  of 
State  Cables,  over  250  of  which  were  classified.127  The  evidence  showed  the  Department  of 
State  cables  were  in  .csv  format,  a  way  of  moving  files  from  one  database  to  another,  and  were 
Base64  encoded.128  Analysis  of  PFC  Manning’s  secondary  SIPRNET  computer  and  his  personal 
computer  also  showed  many  Department  of  State  cables  that  had  been  converted  to  Base64  and 
stored  in  .csv  format.129  Specifically,  approximately  1 13,000  complete  Department  of  State 
cables  converted  to  Base64  were  found  in  a  deleted  .csv  file  in  Unallocated  Clusters  on  PFC 


1,9  Testimony  of  SA  Shaver;  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-1 10, 
at  31. 

120  Testimony  of  SA  Shaver. 

121  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  31;  spreadsheet,  at 
Bates  #  00296982;  Testimony  of  SA  Shaver. 

122  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  37. 

I2j  Testimony  of  SA  Shaver. 

124  Testimony  of  SA  Bettencourt;  Testimony  of  SA  Shaver. 

125  Testimony  of  SA  Shaver.  SA  Shaver  also  testified  there  was  a  problem  with  files.zip  when  it  was  created,  and  if 
a  person  using  WinZip  tried  to  open  it.  it  would  not  open  because  it  was  a  corrupted  file,  and  one  would  need  special 
tools  to  open  the  files  in  files.zip.  Based  on  that  testimony,  it  appears  that  WikiLeaks  did  not  release  the  cables  in 
files.zip  because  they  could  not  open  them. 

126  Testimony  of  SA  Shaver. 

127  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  34-36. 

128  Testimony  of  SA  Shaver. 

129  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-110,  at  36. 
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Manning’s  secondary  SIPRNET  computer,130  and  evidence  of  Department  of  State  cables 
published  before  March  2010  were  found  in  Unallocated  Clusters  on  PFC  Manning’s  personal 
computer,  including  data  appearing  to  have  a  .csv  file  structure  listing  Department  of  State  cables 
with  numbers  preceding  251,287  in  a  format  similar  to  the  cables  found  on  PFC  Manning’s 
primary  SIPRNET  Computer.131  Additionally,  examination  of  Department  of  State  cable 
message  record  numbers  released  by  WikiLeaks  identified  251,298  individual  message  record 
numbers;  examination  of  PFC  Manning’s  personal  computer  and  his  primary  and  secondary 
SIPRNET  computers  showed  that  they  contained  83%  of  all  the  message  record  numbers 
released  to  WikiLeaks.132 

This  evidence,  taken  together,  leads  to  a  conclusion  that  the  251,287  files  released  by  WikiLeaks 
were  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now  . . .  hopefully 
worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . .  regardless  of  who 
they  are...  because  without  information,  you  cannot  make  informed  decisions  as  a  public,”133  which 
indicates  that  that  he  converted  this  database  to  his  own  use  or  the  use  of  another  in  that  he 
wanted  to  make  this  information  public  and  thus  deprive  its  owner,  the  United  States,  of  its  use 
or  benefit.  While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic 
cables  for  his  job,134  he  had  no  authorization  to  take  this  database  from  its  owner  and  thus  his 
taking  it  constituted  stealing  it. 

The  evidence  showed  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.135 

The  evidence  showed  that  18  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  was  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  12  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  13  (Art.  134,  UCMJ;  18  U.S.C.  1030(a)(1)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  six  elements: 


i3°  pp£  Manning’s  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  1,  12-14. 

131  PFC  Manning’s  Personal  Computer  Forensic  Report.  Bates  #  00124283-362,  at  51-54. 

132  DoS  Files  Forensic  Report,  Bates  #  00054320-34,  at  14. 

133  Lamo  Chat,  IO  Ex.  19(D),  at  33. 

134  Testimony  of  CPT  Lim  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 

135  NCD  Valuation  Documents,  Bates  #  00410556-60. 
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(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  28  March 
2010  and  on  or  about  27  May  2010,  the  accused  knowingly  exceeded  authorized  access  on  a 
Secret  Internet  Protocol  Router  Network  computer; 

(2)  that  the  accused  obtained  information  that  has  been  determined  by  the  United  States 
government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations,  to  wit:  more  than  seventy-five  classified 
United  States  Department  of  State  cables; 

(3)  that  the  accused  had  reason  to  believe  that  the  information  he  obtained  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(4)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(5)  that  18  U.S.C.  section  1030(a)(1)  exists;  and 

(6)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed 
forces.13*’ 

Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  contained,  under  his 
user  profile,  a  file  named  “files.zip”  in  the  “bloop”  folder  that  had  over  10,000  Department  of 
State  cables  in  .html  web  page  format,  and  that  over  4,000  of  these  cables  were  classified.13'  A 
CD  accessed  on  PFC  Manning’s  personal  computer  containing  files.zip  was  burned  on  4  May 
10.138  The  evidence  showed  that  another  document  in  the  “bloop”  folder,  “backup.xlsx,”  was  a 
spreadsheet  with  cables  published  in  March,  April,  and  May  20 10. 139  The  tab  in  this  spreadsheet 
including  cables  published  in  March  and  April  2010  started  with  a  cable  with  number  251,288. 
The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  on  a  NIPRNET 
computer  by  a  user  of  PFC  Manning’s  user  profile.140  A  user  of  PFC  Manning’s  user  profile  on 
that  NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wget.exe  on  3  May  10  and 
downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile.141 


136  These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6. 1 8. 1 030A. 

137  Testimony  of  SA  Shaver;  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-1 10, 
at  31. 

138  Testimony  of  SA  Shaver. 

139  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-1 10,  at  3 1 ;  spreadsheet,  at 
Bates  #  00296982;  Testimony  of  SA  Shaver. 

140  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-1 10,  at  37. 

141  Testimony  of  SA  Shaver. 
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The  evidence  showed  that  on  20  August  201 1 ,  WikiLeaks  released  25 1.287  Department  of  State 
cables  in  unredacted  form  and  made  them  available  on  the  Internet.142  While  the  evidence  was 
that  WikiLeaks  did  not  release  the  cables  in  the  files.zip  folder.143  the  forensic  examination  found 
thousands  of  State  Department  cables  in  unallocated  space  on  PFC  Manning’s  primary  SIPRNET 
computer,  ranging  in  classification  from  unclassified  to  secret;  many  were  complete,  but  many 
others  were  not.1  Additionally,  the  forensic  examination  of  PFC  Manning’s  primary  SIPRNET 
computer  revealed  that  a  deleted  and  partially  overwritten  file  named  “c:\Lost 
File\backup\farah.zip”  was  originally  created  on  10  April  2010  and  contained  582  Department  of 
State  Cables,  over  250  of  which  were  classified.145  The  evidence  showed  the  Department  of 
State  cables  were  in  .csv  format,  a  way  of  moving  files  from  one  database  to  another,  and  were 
Base64  encoded.146  Analysis  of  PFC  Manning’s  secondary  SIPRNET  computer  and  his  personal 
computer  also  showed  many  Department  of  State  cables  that  had  been  converted  to  Base64  and 
stored  in  .csv  format.147  Specifically,  approximately  1 13,000  complete  Department  of  State 
cables  converted  to  Base64  were  found  in  a  deleted  .csv  file  in  Unallocated  Clusters  on  PFC 
Manning’s  secondary  SIPRNET  computer,148  and  evidence  of  Department  of  State  cables 
published  before  March  2010  were  found  in  Unallocated  Clusters  on  PFC  Manning's  personal 
computer,  including  data  appearing  to  have  a  .csv  file  structure  listing  Department  of  State  cables 
with  numbers  preceding  251,287  in  a  format  similar  to  the  cables  found  on  PFC  Manning’s 
primary  SIPRNET  Computer.149  Additionally,  examination  of  Department  of  State  cable 
message  record  numbers  released  by  WikiLeaks  identified  251,298  individual  message  record 
numbers;  examination  of  PFC  Manning’s  personal  computer  and  his  primary  and  secondary 
SIPRNET  computers  showed  that  they  contained  83%  of  all  the  message  record  numbers 
released  to  WikiLeaks.150 

This  evidence,  taken  together,  leads  to  a  conclusion  that  the  251,287  files  released  by  WikiLeaks 
were  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now  . . .  hopefully 
worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . .  regardless  of  who 
they  are.. .  because  without  information,  you  cannot  make  informed  decisions  as  a  public,” 
which  indicates  that  that  he  had  reason  to  believe  that  the  information  he  obtained  could  be  used 
to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation. 


142  Testimony  of  SA  Bettencourt;  Testimony  of  SA  Shaver. 

143  Testimony  of  SA  Shaver.  SA  Shaver  also  testified  there  was  a  problem  with  files.zip  when  it  was  created,  and  if 
a  person  using  WinZip  tried  to  open  it,  it  would  not  open  because  it  was  a  corrupted  file,  and  one  would  need  special 
tools  to  open  the  files  in  files.zip.  Based  on  that  testimony,  it  appears  that  WikiLeaks  did  not  release  the  cables  in 
files.zip  because  they  could  not  open  them. 

144  Testimony  of  SA  Shaver. 

145  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report.  Bates  #  0021 1037-1 10,  at  34-36. 

146  Testimony  of  SA  Shaver. 

147  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  36. 

148  PFC  Manning’s  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  1,  12-14. 

149  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  51-54. 

150  DoS  Files  Forensic  Report,  Bates  #  00054320-34,  at  14. 

151  Lamo  Chat,  10  Ex.  19(D).  at  33. 
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While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic  cables  for  his 
job,152  the  context  of  that  evidence  was  that  access  was  authorized  for  the  analysts  to  do  their  job. 
The  evidence  also  showed  that  before  logging  on  to  his  primary  and  secondary  SIPRNET 
computers,  PFC  Manning  had  to  click  “OK”  on  a  warning  banner,  the  first  sentence  of  which 
read,  “You  are  accessing  a  U.S.  Government  (USG)  Information  System  (IS)  that  is  provided  for 
USG-authorized  use  only.”153  Accordingly,  accessing  diplomatic  cables  in  order  to  provide  them 
to  a  person  not  entitled  to  receive  it  exceeded  authorized  access.  PFC  Manning  had  no 
authorization  to  transfer  this  information  to  WikiLeaks,  which  was  not  entitled  to  receive  it. 

The  evidence  showed  that  these  cables  were  properly  classified  and  remain  classified.154 

The  evidence  showed  that  1 8  U.S.C.  1030(a)(1)  exists  and  that  PFC  Manning’s  conduct  in 
providing  these  classified  cables  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and 
was  sendee  discrediting. 

Additional  Charge  II,  Specification  14  (Art.  134,  UCMJ;  18  U.S.C.  1030(a)(1)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  six  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  15 
February  2010  and  on  or  about  18  February  2010,  the  accused  knowingly  exceeded  authorized 
access  on  a  Secret  Internet  Protocol  Router  Network  computer; 

(2)  that  the  accused  obtained  information  that  has  been  determined  by  the  United  States 
government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations,  to  wit:  a  classified  United  States  Department 
of  State  cable  titled  “Reykjavik- 13”; 

(3)  that  the  accused  had  reason  to  believe  that  the  information  he  obtained  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(4)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(5)  that  18  U.S.C.  section  1030(a)(1)  exists;  and 

(6)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


152  Testimony  of  CPT  Urn  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 

153  Testimony  of  SA  Shaver;  IO  Ex.  1 1(P),  at  1  (Bates  #  00376856). 

154  Classification  Review,  Bates  #  00376903-53. 
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Facts 

The  evidence  showed  that  the  keyword  “Iceland”  was  searched  for  a  total  of  fourteen  times  from 
both  of  PFC  Manning’s  primary  and  secondary  S1PRNET  computers.’55  The  first  search  for 
Iceland  was  on  9  January  2010  and  came  from  PFC  Manning’s  profile.156  The  evidence  also 
showed  that  PFC  Manning  accessed  a  CD  created  on  15  February  2010  at  6:21  am  containing  the 
file,  “10Reykjavikl3.txt”  on  his  personal  computer.157  The  evidence  also  showed  that 
WikiLeaks  released  Reykjavik-13  on  18  February  2010.158  Additionally,  the  evidence  showed 
that  when  Mr.  Lamo  asked  for  “bona  fides”  during  their  chats,  during  the  discussion  of  the  State 
Cables,  PFC  Manning  stated,  “this  one  was  a  test:  Classified  cable  from  US  Embassy  Reykjavik 
on  Icesave  dated  13  Jan  2010  ..  the  result  of  that  one  was  that  the  icelandic  ambassador  to  the  US 
was  recalled,  and  fired  ...  that’s  just  one  cable.”159  This  evidence,  taken  together,  leads  to  a 
conclusion  that  the  Reykjavik- 13  cable  was  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “Hilary  Clinton,  and  several  thousand  diplomats  around  the  world  are  going 
to  have  a  heart  attack  when  they  wake  up  one  morning,  and  finds  an  entire  repository  of 
classified  foreign  policy  is  available,  in  searchable  format  to  the  public  . . .  theres  so  much. . .  it 
affects  everybody  on  earth...  everywhere  there’s  a  US  post...  there’s  a  diplomatic  scandal  that 
will  be  revealed...  Iceland,  the  Vatican,  Spain,  Brazil,  Madagascar,  if  its  a  country,  and  its 
recognized  by  the  US  as  a  country,  its  got  dirt  on  it . . .  its  open  diplomacy. . .  worldwide  anarchy 
in  CSV  format. .  .,”160  and  “it  was  forwarded  to  WL  ...  and  god  knows  what  happens  now  . . . 
hopefully  worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . . 
regardless  of  who  they  are...  because  without  information,  you  cannot  make  informed  decisions 
as  a  public,”161  which  indicates  that  that  he  had  reason  to  believe  that  the  information  he  obtained 
could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation. 

While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic  cables  for  his 
job,162  the  context  of  that  evidence  was  that  access  was  authorized  for  the  analysts  to  do  their  job. 
The  evidence  also  showed  that  before  logging  on  to  his  primary  and  secondary  SIPRNET 
computers,  PFC  Manning  had  to  click  “OK”  on  a  warning  banner,  the  first  sentence  of  which 
read,  “You  are  accessing  a  U.S.  Government  (USG)  Information  System  (IS)  that  is  provided  for 
USG-authorized  use  only.”163  Accordingly,  accessing  diplomatic  cables  in  order  to  provide  them 
to  a  person  not  entitled  to  receive  it  exceeded  authorized  access.  PFC  Manning  had  no 
authorization  to  transfer  this  information  to  WikiLeaks,  which  was  not  entitled  to  receive  it. 


155  Intelink  Logs  Forensic  Report,  Bates  #  00375116-129,  at  8. 

156  Testimony  of  SA  Shaver. 

157  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  49. 

158  Testimony  of  SA  Bettencourt;  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at 
Attachment  S  (Carved_155659_l  12253792254J  12253812590.pdf). 

159  Lamo  Chat,  IO  Ex.  19(D),  at  9. 

160  Lamo  Chat,  IO  Ex.  19(D),  at  8. 

161  Lamo  Chat  IO  Ex.  19(D),  at  33. 

162  Testimony  of  CPT  Lim  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 

163  Testimony  of  SA  Shaver;  IO  Ex.  1 1(P),  at  1  (Bates  #  00376856). 
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The  evidence  showed  that  this  cable  was  properly  classified  and  remains  classified.164 

The  evidence  showed  that  18  U.S.C.  1030(a)(1)  exists  and  that  PFC  Manning’s  conduct  in 
providing  this  classified  cable  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  was 
service  discrediting. 

Additional  Charge  II,  Specification  15  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  15 
February  2010  and  on  or  about  15  March  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  a  classified  record  produced  by  a  United 
States  Army  intelligence  organization,  dated  18  March  2008; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  1 8  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  “between  1  Dec  09  and  9  Mar  10  ...  [the  document  at  issue]  was 
accessed  only  12  times;  4  of  the  12  accesses  during  that  period  ...  were  attributed  to  IP  addresses 
assigned  to  PFC  Manning’s  SIPRNET  computers.”165 

The  evidence  showed  that  the  classified  record  produced  by  a  United  States  Army  intelligence 
organization  copied  from  the  SIPRNET  contained  the  same  content  as  the  document  that  was 
posted  to  WikiLeaks  on  15  March  20 10. 166  The  evidence  showed  that  in  a  chat  with 
pressassociation@jabber.ccc.de  (aliased  at  the  time  to  Nathaniel  Frank  but  later  to  Julian 
Assange),  the  accused  discussed  this  report,  stating:  “NYT  article  has  LTC  Packnett  allegedly 


164  Classification  Review,  Bates  #  00376903-53. 

165  Army  Intelligence  Forensic  Report,  Bates  #  0046452-66,  at  1 1 . 

166  Army  Intelligence  Forensic  Report,  Bates  #  0046452-66,  at  5-7  (the  date  of  the  document  at  issue  is  contained  in 
that  Report);  Testimony  of  SA  Bettencourt. 
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confirming  the  authenticity  of  the  2008  report  posted  on  15th.”167  The  Early  Bird  the  same  day 
of  that  chat,  1 8  March  2010,  had  an  article  from  the  New  York  Times  discussing  that  report.16* 

The  contents  of  the  document  at  issue  indicate  that  PFC  Manning  had  reason  to  believe  that  the 
information  in  this  document  could  be  used  to  the  injury  of  the  United  States.  PFC  Manning  had 
no  need  to  access  information  concerning  WikiLeaks  for  his  job,169  and  he  had  no  authorization 
to  provide  this  document  to  WikiLeaks,  which  was  not  authorized  to  receive  it. 

The  evidence  showed  that  this  document  was  properly  classified  and  remains  classified.170 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
this  document  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  was  service 
discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1 5  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  16  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  May 
2010  and  on  or  about  27  May  2010,  the  accused  voluntarily,  intentionally  and  knowingly  stole, 
purloined,  or  converted  a  thing  of  value,  to  wit:  the  United  States  Forces  -  Iraq  Microsoft 
Outlook/Sharepoint  Exchange  Server  global  address  list  belonging  to  the  United  States 
government  to  his  use  or  to  the  use  of  another; 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 


167  PFC  Manning  Personal  Computer  Forensic  Report,  Bates  #  124283-362,  at  31;  Army  Intelligence  Forensic 
Report,  Bates  #  0046452-66,  at  10-11. 

168 IO  Ex.  11(P),  p.20-21. 

169  Testimony  of  CPT  Lim. 

170  Classification  Review,  Bates  #  00410623-34. 
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The  evidence  showed  that  on  7  May  2010,  WikiLeaks  tweeted  a  request  seeking  as  many  .mil 
addresses  as  possible.171  The  evidence  showed  that  the  Supply  Annex  NIPRNET  Computer  to 
which  PFC  Manning  had  access  contained  a  large  text  file  named  “blah.txt”  appearing  to  be  an 
extract  of  an  Exchange  global  address  list  in  the  peter.bigelow  user  account,  and  that  based  on 
the  analysis  of  PFC  Manning’s  personal  computer  and  primary  SIPRNET  computer,  “blah” 
appeared  to  be  a  file  name  that  PFC  Manning  commonly  used.172  The  evidence  showed  that  the 
file  creation  dates  for  the  files  related  to  the  global  address  list  on  the  Supply  Annex  NIPRNET 
computer  were  13  May  and  22  May  10. 173  The  evidence  also  showed  that  the  temporary  internet 
files  of  SSG  Peter  Bigelow’s  user  account  contained  searches  for  how  to  obtain  a  global  address 
list  from  Microsoft  Outlook.174 

The  evidence  showed  that  the  Supply  Annex  NIPRNET  computer  did  not  require  CAC  logon,  so 
the  forensic  analysis  was  unable  to  determine  whether  SSG  Bigelow  created  the  global  access  list 
files  or  if  PFC  Manning  used  his  account.175  However,  the  recycle  bin  for  SSG  Bigelow’s 
account  contained  documents  related  to  PFC  Manning,  such  as  a  copy  of  his  Article  15, 
counseling  statements,  and  other  documents,176  and  the  temporary  internet  files  on  SSG 
Bigelow’s  account  included  an  amazon.com  checkout  page  indicating  that  the  item  purchased 
would  be  sent  to  PFC  Manning  at  an  address  in  Potomac,  Maryland,  and  included  evidence  of 
Google  searches  for  WikiLeaks  and  Julian  Assange,177  and  the  Google  search  page  login  user 
was  PFC  Manning’s  G-mail  account,178  all  of  which  indicates  that  PFC  Manning  was  using  SSG 
Bigelow’s  account. 

The  evidence  showed  that  PFC  Manning’s  personal  computer  contained,  in  unallocated  clusters, 
a  text  fragment  showing  intent  to  “acquire  and  exfiltrate  Global  Address  List  from  United  States 
Forces  -  Iraq  (USF-I)  Microsoft  Outlook  /  Sharepoint  Exchange  Server,”  and  also  contained  an 
extracted  portion  of  an  Exchange  global  address  list,  which  led  the  examiner  to  conclude  “it 
seems  likely  PFC  MANNING  completed  the  ‘task’  identified  ...  above.”179 

The  global  address  list  would  be  helpful  for  the  enemy  to  possess  in  that  it  would  enable  the 
enemy  to  engage  in  “spearfishing,”  a  targeted  attempt  to  gain  information  from  an  unsuspecting 
source  by  masquerading  as  someone  the  source  trusts;  specific  information  such  as  knowledge  of 
full  names  and  emails  facilitates  spearfishin|because  it  is  more  likely  to  make  the  targeted 
source  believe  the  spearfisher  is  legitimate. 

PFC  Manning’s  searching  for  the  global  address  list  and  how  to  exfiltrate  it  shortly  after 
WikiLeaks  tweeted  asking  for  as  many  .mil  address  as  possible  indicates  that  that  he  converted 
the  global  address  list  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this 


171  Bates  #00410594-95. 

172  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  1 1 . 

173  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  13. 

174  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  29-32. 

175  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  12. 

176  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  1 7. 

177  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  21-22,  27-29. 

178  Testimony  of  SA  Williamson. 

179  PFC  Manning’s  Personal  Computer  Forensic  Report.  Bates  #  00124283-362,  at  64-65. 

180  Testimony  of  SA  Bettencourt. 
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information  public  by  giving  it  to  WikiLeaks  and  thus  deprive  its  owner,  the  United  States,  of  its 
use  or  benefit.181  PFC  Manning  had  no  authorization  to  take  the  global  address  list  from  its 
owner  and  thus  his  taking  it  constituted  stealing  it. 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  global  address  list,  there  was 
evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.182  There  was  also  evidence  provided  that  the  value  of  the  information  WikiLeaks 
possessed  was  12  million  pounds,  or  between  $15-20  million.183  This  circumstantial  evidence 
supports  a  conclusion  that  the  value  of  the  global  address  list  was  over  $1,000. 

The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
global  address  list  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to 
good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  16  of  Additional  Charge  II. 

Additional  Charge  III,  Specification  1  (Art.  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(4),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: ...  Attempts  to  strain,  test,  circumvent,  or  bypass  network  or  IS  security 
mechanisms,  or  to  perform  network  or  keystroke  monitoring.  RCERTS,  Red  Team,  or  other 
official  activities,  operating  in  their  official  capacities  only,  may  be  exempted  from  this 
requirement”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  8  March  2010,  the  accused  violated  this  lawful  general 
regulation  by  attempting  to  bypass  network  or  information  system  security  mechanisms. 

Facts 


181  For  example,  PFC  Manning  stated,  in  reference  to  the  State  Department  Cables,  that  “it  was  forwarded  to  WL  ... 
and  god  knows  what  happens  now  ...  hopefully  worldwide  discussion,  debates,  and  reforms  ...  1  want  people  to  see 
the  truth...  regardless  of  who  they  are...  because  without  information,  you  cannot  make  informed  decisions  as  a 
public.”  IO  Ex.  19(D),  at  33. 

82  NCD  Valuation  Documents,  Bates  #  00410556-60. 

183  Testimony  of  SA  Bettencourt. 
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Examination  of  PFC  Manning’s  secondary  SIPRNET  computer  revealed  a  text  string  that  he  had 
provided  to  press.association@jabber.ccc.de  (aliased  at  the  time  to  Nathaniel  Frank  but  later  to 
Julian  Assange)  in  a  deleted  chat  session  found  on  his  personal  computer  -  in  that  chat  which 
occurred  on  8  March  2010,  PFC  Manning  asked,  “any  good  at  lm  has  cracking,”  provided  the 
text  string,  and  said  “i  had  to  hexadump  a  SAM  file,  since  i  don’t  have  the  system  file.”1 

The  evidence  also  showed  that  PFC  Manning  attempted  to  obtain  the  password  of  the  FTPUSER 
account  on  his  secondary  SIPRNET  computer,  which  could  have  been  used  to  attempt  to  hide  his 
true  identity  while  using  that  computer.185  Given  the  extent  of  his  conduct  described  in  this 
report,  it  is  reasonable  to  conclude  that  PFC  Manning  attempted  to  find  a  way  to  hide  his  activity 
while  engaging  in  that  conduct. 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  2  (Art.  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  its 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or  peer- 
to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and  circumvent 
normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for  the 
introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of  protected 
data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1 
February  2010  and  on  or  about  3  April  2010,  the  accused  violated  this  lawful  general  regulation 
by  adding  unauthorized  software  to  a  Secret  Internet  Protocol  Router  Network  Computer. 

Facts 


184  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  25  (the  forensic  examiner  noted 
that  “the  terminology  ‘LM  hash  cracking’  and  ‘hexadumping  a  SAM  file’  ...  are  techniques  used  for  gaining 
unauthorized  access  to  a  Windows-based  computer  by  breaking  the  login  password”);  PFC  Manning’s  Secondary 
SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  9. 

185  PFC  Manning’s  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  9-10. 
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The  evidence  showed  that  the  wget  command  was  used  to  download  documents  pertaining  to 
Guantanamo  Bay  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.”186  In  order  for 
wget  to  have  been  used,  it  must  have  been  installed. 

The  evidence  showed  that  wget  was  not  authorized  software.187 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  2  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  3  (Art.  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  its 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to ,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or 
peer-to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and 
circumvent  normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for 
the  introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of 
protected  data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  or  about  4  May  2010,  the 
accused  violated  this  lawful  general  regulation  by  adding  unauthorized  software  to  a  Secret 
Internet  Protocol  Router  Network  Computer. 

Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  by  the 
bradley.manning  user  profile  on  a  NIPRNET  computer. 188  A  user  of  PFC  Manning  s  user  profile 
on  that  NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wget.exe  on  3  May  10  and 


186  Intelink  Logs  Forensic  Report,  Bates  #  003751 16-129,  at  12  (this  document  includes  examples  of  dates  of  such 
use  of  wget). 

187  Testimony  of  CPT  Cherepko. 

188  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #00211 037- 1 1 0,  at  37. 
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downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile.189 

The  evidence  showed  that  wget  was  not  authorized  software.190 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  3  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  4  (Art.  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  its 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to  ,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or 
peer-to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and 
circumvent  normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for 
the  introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of 
protected  data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  May 
2010  and  on  or  about  27  May  2010,  the  accused  violated  this  lawful  general  regulation  by  using 
an  information  system  in  a  manner  other  than  its  intended  purpose. 

Facts 

The  evidence  showed  that  on  7  May  2010,  WikiLeaks  tweeted  a  request  seeking  as  many  .mil 
addresses  as  possible.191  The  evidence  showed  that  the  Supply  Annex  NIPRNET  Computer  to 
which  PFC  Manning  had  access  contained  a  large  text  file  named  “blah.txt”  appearing  to  be  an 
extract  of  an  Exchange  global  address  list  in  the  peter.bigelow  user  account,  and  that  based  on 
the  analysis  of  PFC  Manning’s  personal  computer  and  primary  SIPRNET  computer,  “blah” 
appeared  to  be  a  file  name  that  PFC  Manning  commonly  used.192  The  evidence  showed  that  the 
file  creation  dates  for  the  files  related  to  the  global  address  list  on  the  Supply  Annex  NIPRNET 


189  Testimony  of  SA  Shaver. 

190  Testimony  of  CPT  Cherepko. 

191  Bates  #  00410594-95. 

192  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00 1 99556-90,  at  1 1 . 
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computer  were  13  May  and  22  May  20 10. 193  The  evidence  also  showed  that  the  temporary 
internet  files  of  SSG  Bigelow’s  user  account  contained  searches  for  how  to  obtain  a  global 
address  list  from  Microsoft  Outlook.'94 

The  evidence  showed  that  the  Supply  Annex  NIPRNET  computer  did  not  require  CAC  logon,  so 
the  forensic  analysis  was  unable  to  determine  whether  SSG  Bigelow  created  the  global  access  list 
files  or  if  PFC  Manning  used  his  account.195  However,  the  recycle  bin  for  SSG  Bigelow’s 
account  contained  documents  related  to  PFC  Manning,  such  as  a  copy  of  his  Article  1 5, 
counseling  statements,  and  other  documents,196  and  the  temporary  internet  files  on  SSG 
Bigelow’s  account  included  an  amazon.com  checkout  page  indicating  that  the  item  purchased 
would  be  sent  to  PFC  Manning  at  an  address  in  Potomac,  Maryland,  and  included  evidence  of 
Google  searches  for  WikiLeaks  and  Julian  Assange,197  and  the  Google  search  page  login  user 
was  PFC  Manning’s  G-mail  account,198  all  of  which  indicates  that  PFC  Manning  was  using  SSG 
Bigelow’s  account. 

The  evidence  showed  that  PFC  Manning’s  personal  computer  contained,  in  unallocated  clusters, 
a  text  fragment  showing  intent  to  “acquire  and  exfiltrate  Global  Address  List  from  United  States 
Forces  -  Iraq  (USF-I)  Microsoft  Outlook  /  Sharepoint  Exchange  Server,”  and  also  contained  an 
extracted  portion  of  an  Exchange  global  address  list,  which  led  the  examiner  to  conclude  “it 
seems  likely  PFC  MANNING  completed  the  ‘task’  identified  . . .  above.”199 

PFC  Manning’s  searching  for  the  global  address  list  and  how  to  exfiltrate  it  shortly  after 
WikiLeaks  tweeted  asking  for  as  many  .mil  address  as  possible  indicates  that  that  he  used  the 
Supply  Annex  NIPRNET  computer  for  a  other  than  its  intended  purpose  by  obtaining  the  global 
access  list. 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  4  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  5  (Art,  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000,  which  provides,  in  relevant 


193  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  13. 

194  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  29-32. 

195  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  12. 

196  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  17. 

197  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  2 1-22, 27-29. 

198  Testimony  of  SA  Williamson. 

199  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  64-65. 
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part:  “Classified  information  that  is  not  under  the  personal  control  and  observation  of  an 
authorized  person,  is  to  be  guarded  or  stored  in  a  locked  security  container,  vault,  room,  or  area, 
pursuant  to  the  level  of  classification  and  this  regulation  by  one  or  more  of  the  following 
methods:  . . .  SECRET  information  will  be  stored  ...  in  the  same  manner  as  prescribed  for  TOP 
SECRET  [in  a  GSA-approved  security  container  with  one  of  the  listed  supplemental  controls  or 
in  a  vault  or  security  room]  ...  in  a  GSA-approved  security  container  without  supplemental 
controls  . . .  CONFIDENTIAL  information  will  be  stored  in  the  same  manner  as  prescribed  for 
TOP  SECRET  and  SECRET  information  except  that  supplemental  controls  are  not  required”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation:  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  divers  occasions  between  on 
or  about  1  November  2009  and  on  or  about  27  May  2010,  the  accused  violated  this  lawful 
general  regulation  by  wrongfully  storing  classified  information. 

Facts 

As  outlined  in  this  report,  the  evidence  showed  that  throughout,  PFC  Manning  brought  CDs  with 
classified  information  on  them  and  accessed  them  on  his  personal  computer,  and  showed  that  his 
personal  computer  contained  classified  information.  There  was  no  evidence  that  the  personal 
computer  containing  classified  information  was  stored  in  an  approved  manner  as  required  by  the 
regulation.200 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  5  of  Additional  Charge  III. 

II.  Analysis  of  Matters  Raised  by  the  Accused 

Overcharging  by  the  Government 

The  defense  argued  that  Additional  Charge  I  and  its  Specification,  Specification  1  of  Additional 
Charge  II,  and  all  five  Specifications  of  Additional  Charge  III  should  be  dismissed.  The  defense 
also  argued  that  the  remaining  Specifications  of  Additional  Charge  II  should  be  consolidated  into 
one  Specification  alleging  violations  of  18  U.S.C.  section  641,  one  Specification  alleging 
violations  of  1 8  U.S.C.  section  793(e),  and  one  Specification  alleging  violations  of  1 8  U.S.C. 
section  1030(a)(1).  If  the  charged  offenses  were  either  dismissed  or  consolidated  as  sought  by 
the  defense,  PFC  Manning  would  face  a  maximum  penalty  of  30  years. 

As  outlined  above,  there  are  reasonable  grounds  to  believe  that  PFC  Manning  committed  the 
offenses  alleged  in  Additional  Charge  I  and  its  Specification  and  in  Additional  Charge  II, 
Specification  1 .  These  are  serious  charges,  but  so  too  is  the  offense  conduct  they  allege. 


200  Note  that  I  do  not  believe  that  PFC  Manning’s  storage  of  the  CD  marked  12  JUL  07  CZ  ENGAGEMENT  ZONE 
30  GC,  with  a  “SECRET”  sticker  attached,  in  his  quarters  constitutes  a  violation  of  this  regulation  as  there  was  no 
evidence  that  the  video  contained  on  that  CD  was  in  fact  classified. 
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Moreover,  the  Court  of  Appeals  for  the  Armed  Forces  recently  found  that  an  Article  134  offense 
alleging  wrongfully  providing  information  about  the  U.S.  military  to  persons  the  accused  thought 
were  members  of  Al-Qaida  was  not  multi plicious  with  attempted  violations  of  Article  104, 
including  attempting  to  give  intelligence  to  the  enemy.  U.S.  v.  Anderson ,  68  M.J.  378,  384-85 
(C.A.A.F.  2010).  Accordingly,  it  would  be  inappropriate  to  recommend  that  these  charges  be 
dismissed. 

With  respect  to  the  remaining  Specifications  of  Additional  Charge  II,  charged  under  Article  134 
as  5  violations  of  18  U.S.C.  section  641,  8  violations  of  18  U.S.C.  793(e),  and  2  violations  of  18 
U.S.C.  1030(a)(1)  (all  also  including  charging  the  relevant  conduct  as  prejudicial  to  good  order 
and  discipline  and  service  discrediting),  each  specification  charges  a  separate  and  distinct 
criminal  act  occurring  at  different  times  or  involving  different  information.  As  Anderson  stated, 
for  multiplicity  analysis  “the  applicable  rule  is  that,  where  the  same  act  or  transaction  constitutes 
a  violation  of  two  distinct  statutory  provisions,  the  test  to  be  applied  to  determine  whether  there 
are  two  offenses  or  only  one,  is  whether  each  provision  requires  proof  of  a  fact  which  the  other 
does  not.”  Anderson,  68  M.J.  at  385  (quoting  Blockburger  v.  United  States,  284  U.S.  299,  304 
(1932)). 

A  review  of  the  elements  of  the  specifications  in  Additional  Charge  II  alleging  violations  of  1 8 
U.S.C.  sections  793(e),  641.  and  1030(a)(1)  indicates  that  each  of  these  statutes  requires  “proof 
of  a  fact  which  the  others  do  not.”  For  example,  the  section  793(e)  offenses  require  proof  that 
the  accused  had  unauthorized  possession  of  information  relating  to  the  national  defense,  while 
the  section  1030(a)(1)  offenses  require  proof  that  the  accused  exceeded  authorized  access  on  a 
SIPRNET  computer  and  also  obtained  information  that  has  been  determined  by  the  United  States 
government  to  require  protection  against  unauthorized  disclosure  for  reasons  of  national  defense 
or  foreign  relations.  Accordingly,  even  though  these  offenses  have  two  elements  in  common 
(having  reason  to  believe  that  the  information  could  be  used  to  the  injury  of  the  United  States  or 
to  the  advantage  of  any  foreign  nation,  and  willfully  communicating  the  information  to  a  person 
not  entitled  to  receive  it),  the  offenses  are  not  multiplicious.  Similarly,  the  section  641  offenses 
are  not  multiplicious  with  the  section  793(e)  and  section  1030(a)(1)  offenses  because  the  section 
641  elements  require  proof  of  different  facts  than  do  the  elements  of  the  other  offenses. 

As  to  whether  any  of  the  Specifications  2-16  of  Additional  Charge  II  constitute  an  unreasonable 
multiplication  of  charges,  the  Specifications  allege  separate  criminal  transactions  involving 
different  time  periods  and  different  information.  For  example,  one  of  the  two  Specifications 
alleging  violations  of  18  U.S.C.  section  1030(a)(1)  (Specification  13)  alleges  conduct  between 
on  or  about  28  Mar  10  and  on  or  about  27  May  10  involving  more  than  75  classified  Department 
of  State  cables,  while  the  other  (Specification  14)  alleges  conduct  between  on  or  about  15  Feb  10 
and  18  Feb  10  involving  one  particular  Department  of  State  cable.  An  analysis  of  the  other 
Specifications  of  Additional  Charge  II  charging  violations  of  the  same  statute  leads  to  the  same 
conclusion.201 


201  Note  that  in  those  cases  where  the  dates  of  the  Specifications  in  Additional  Charge  11  overlap  (18  USC  793 
violations:  Specifications  2  and  3;  Specifications  5  and  7;  Specifications  2, 3,  and  9;  Specifications  9  and  10; 
Specifications  2, 9  and  15;  and  18  USC  641  violations:  Specifications  4  and  6),  the  information  that  is  the  subject  of 
the  charged  offense  is  separate  and  distinct,  indicating  that  the  criminal  act  charged  in  each  specification  is  separate 
and  distinct. 
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Anderson  cites  the  five  part  test  used  to  determine  whether  there  is  unreasonable  multiplication 
of  charges  -  omitting  the  first  factor,  which  simply  asks  whether  the  accused  objected  at  trial,  the 
test  asks,  “Is  each  charge  and  specification  aimed  at  distinctly  separate  criminal  acts?  ...  Does 
the  number  of  charges  and  specifications  misrepresent  or  exaggerate  the  . . .  [accused’s] 
criminality?  ...  Does  the  number  of  charges  and  specifications  unfairly  increase  the  ... 

[accused’s]  punitive  exposure?  . . .  [and]  Is  there  any  evidence  of  prosecutorial  overreaching  or 
abuse  in  the  drafting  of  the  charges?”  Anderson ,  68  M.J.  at  386  (emphasis  in  original;  quoting 
U.S.  v.  Quiroz,  55  M.J.  334,  338  (C.A.A.F.  2001)).  As  outlined  above,  here  each  charge  and 
specification  is  aimed  at  a  distinctly  separate  criminal  act.  and  thus  I  do  not  believe  the  number 
of  charges  and  specifications  misrepresents  or  exaggerates  PFC  Manning’s  criminality. 

As  to  whether  the  number  of  charges  and  specifications  unfairly  increases  his  punitive  exposure, 
the  Anderson  court’s  reasoning  is  instructive:  “[Anderson’s]  punitive  exposure  was  not 
increased,  because  a  conviction  on  any  one  of  the  Articles  80,  UCMJ,  offenses  had  a  maximum 
punishment  of  life  confinement;  and  the  Government  could  easily  have  broken  up  the 
specifications  as  drafted  into  multiple  different  specifications  based  on  specific  contacts,  e-mails, 
Internet  postings,  etc.”  Id.  Given  the  maximum  penalty  under  Additional  Charge  I  and  its 
Specification,  PFC  Manning’s  punitive  exposure  is  similarly  not  unfairly  increased  here. 

Finally,  there  was  no  evidence  of  prosecutorial  abuse  or  overreach  in  the  drafting  of  the  charges. 
As  a  result,  I  do  not  believe  the  charges  and  specifications  constitute  an  unreasonable 
multiplication  of  charges. 

As  to  the  Specifications  of  Additional  Charge  III,  the  evidence  showed  that  it  was  common  for 
soldiers  to  play  music  and  games  and  to  watch  movies  on  computers  in  the  SCIF  at  FOB 
Hammer.  There  was  also  evidence  that  it  was  not  uncommon  to  add  software  to  those 
computers,  such  as  “MIRC  Chat.”203  However,  the  evidence  also  showed  that  there  was  a 
mission-related  reason  for  the  addition  of  MIRC  Chat,  as  analysts  used  it  to  chat  with  the 
aviation  community  concerning  their  work,204  and  even  for  listening  to  music,  as  it  helped  reduce 
stress  and  helped  the  analysts  perform  their  duties  more  effectively.205  In  contrast,  there  was  no 
evidence  showing  there  was  a  mission-related  reason  to  add  the  software  wget  to  these 
computers,  nor  was  there  evidence  showing  there  was  a  mission-related  reason  for  PFC 
Manning’s  other  conduct  alleged  in  these  Specifications.  Moreover,  whether  or  not  other 
software  such  as  MIRC  Chat  was  added  to  the  computers,  or  whether  or  not  games,  music,  or 
movies  was  played  on  the  computers,  the  basis  for  these  charges  is  not  that  PFC  Manning  added 
such  other  software  or  played  games,  music,  or  movies  on  these  computers.  Quite  the  contrary  - 


202  Testimony  of  CPT  Fulton  (saw  soldiers  listen  to  music  in  the  SCIF,  it  was  common  for  them  to  transfer  music 
from  the  SIPRNET  to  another  network,  no  one  ever  told  her  that  music  on  the  SIPRNET  was  a  violation  of 
information  assurance  security  procedures,  and  soldiers  would  watch  movies  and  play  games  on  their  workstations); 
Testimony  of  SGT  Padgett  (they  were  told  music  was  authorized  in  the  SCIF  and  there  was  music  and  also  games 
on  the  shared  drive  on  the  SIPRNET  terminals;  movies  were  allowed,  but  only  on  the  unclassified  computers). 

203  Testimony  of  SGT  Madaras  (MIRC  chat  was  added  to  the  computers  once  they  got  to  Iraq);  Testimony  of  Mr. 
Milliman  (sometimes  he  would  see  software  programs  installed  on  the  computers  without  his  knowledge,  but  that 
was  not  common). 

204  Testimony  of  CPT  Cherepko;  Testimony  of  SA  Shaver;  Testimony  of  Mr.  Milliman  (MIRC  Chat  was  authorized 
to  be  installed  -  soldiers  were  not  supposed  to  install  it  themselves  but  they  could  have  done  it  if  they  wanted  to). 

205  Testimony  of  CPT  Keay  (music  tolerated  so  Soldiers  could  be  more  productive). 
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the  basis  for  these  charges  is  that  PFC  Manning  attempted  to  bypass  computer  security 
mechanisms,  added  unauthorized  software,  misused  an  information  system,  and  wrongfully 
stored  classified  material  as  part  of  his  efforts  to  provide  information  to  WikiLeaks.  Thus,  the 
evidence  of  other  potential  regulatory  violations  in  the  SCIF  at  FOB  Hammer  -  much  of  which 
appears  to  have  been  authorized,  condoned,  or  at  least  had  a  mission-related  purpose  -  does  not 
rise  to  the  level  of  a  potential  defense  against  these  Specifications. 

Rather,  this  evidence  may  serve  as  extenuating  or  mitigating  evidence;  in  that  case,  however,  the 
severity  of  the  offense  conduct  is  such  that  it  would  not  indicate  that  disposition  of  the 
Specifications  by  anything  other  than  referral  to  a  general  court-martial  is  appropriate.  This  is 
because  this  evidence  does  not  indicate  that,  should  PFC  Manning  be  convicted  of  these 
Specifications,  a  sentence  at  or  below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial 
would  be  appropriate,  nor  does  it  indicate  that  another  disposition  of  these  Specifications  would 
be  appropriate. 

Death  Penalty  Unwarranted 

With  respect  to  Additional  Charge  I,  the  defense  noted  that  the  government  has  stated  that  they 
will  not  seek  the  death  penalty  in  this  case.  Should  there  be  any  question  on  this  issue,  I 
recommend  against  seeking  the  death  penalty  in  this  case  as  that  penalty  appears  unwarranted 
given  the  facts  and  circumstances  of  the  charged  offenses. 

The  Command’s  Failures  Made  It  Possible  for  PFC  Manning’s  Conduct  to  Occur 

There  were  numerous  failures  on  the  part  of  the  command  that  could  have  prevented  PFC 
Manning  from  committing  the  charged  offenses  involving  classified  information  and  information 
available  on  SIPRNET.  Most  egregiously,  the  command  took  no  action  whatsoever  to  review 
whether  PFC  Manning’s  access  to  classified  information  should  be  suspended  or  revoked  after 
he  made  statements,  before  the  deployment  even  occurred,  to  the  effect  that  the  American  flag 
was  meaningless  to  him  and  he  had  no  loyalty  to  this  country.206  But  there  were  other  examples 
such  as  physical  outbursts  where  PFC  Manning’s  behavior  was  such  that  it  should  have 
prompted  review  of  his  access  to  classified  information.207  There  was  evidence  that  had  the  ^ 
command  been  aware  of  these  issues,  PFC  Manning  would  have  been  removed  from  the  SCIF. 
While  PFC  Manning  received  regular  behavioral  health  services,  it  does  not  appear  any  mental 
health  provider  made  a  definitive  recommendation  that  his  access  to  classified  information  be 
rescinded  until  28  May  10.209  Admittedly,  the  evidence  surrounding  the  global  address  list 
showed  that  PFC  Manning  continued  to  obtain  information  in  order  to  provide  it  to  WikiLeaks 
even  after  losing  his  access  to  classified  information,  which  indicates  that  removing  PFC 
Manning’s  access  to  classified  information  earlier  would  not  have  entirely  prevented  his  offense 
conduct.  Nevertheless,  the  evidence  also  showed  that,  had  the  command  taken  steps  earlier  to 
review  PFC  Manning’s  suitability  for  continued  access  to  classified  information,  the  command 


206  Testimony  of  SPC  Showman  in  defense-requested  closed  session. 

207  See,  for  example,  10  Ex.  21(D),  at  Ex.  C,  at  Bates  #  00013362-67  (MFRs  dated  21  Dec  09,  26  Apr  09  [appears 
mis-dated],  and  8  May  10  by  then-MSG  Adkins  describing  PFC  Manning’s  erratic  behavior). 

208  Testimony  of  CPT  Lim. 

209 10  Ex.  21(D),  at  Ex.  D  (PFC  Manning’s  mental  health  records),  at  Bates  #  00014147-48. 


45 


V 

Continuation  Sheet,  DD  Form  457,  U.S.  v.  PFC  Bradley  E.  Manning 


could  have  limited  PFC  Manning’s  opportunity  to  obtain  classified  information  and  information 
available  on  SIPRNET. 

The  command’s  failures  in  this  regard,  however,  do  not  negate  PFC  Manning’s  intent  or 
knowledge  in  engaging  in  the  charged  conduct.  Whether  or  not  the  command’s  failures  could  be 
considered  extenuating  or  mitigating  for  purposes  of  determining  an  appropriate  sentence  should 
this  case  be  referred  to  trial  and  should  PFC  Manning  be  convicted  of  any  offenses,  the  severity 
of  the  charged  conduct  is  such  that  this  information  does  not  bear  on  whether  PFC  Manning 
should  face  trial  by  general  court-martial,  trial  by  a  lesser  level  of  court-martial,  or  whether  other 
disposition  of  the  charges  is  appropriate.  Simply  put.  this  information  does  not  indicate  that  the 
disposition  of  these  charges  should  be  less  than  by  referral  to  general  court-martial.  This  is 
because  this  evidence  does  not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a 
sentence  at  or  below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be 
appropriate  should  he  be  convicted,  nor  does  it  indicate  that  other  disposition  of  the  charges  is 
appropriate. 

PFC  Manning’s  Behavioral  Health  Issues/Gender  Identity  Disorder  Should  Be  Considered 

The  record  is  replete  with  information  concerning  PFC  Manning’s  behavioral  health  treatment, 
including  for  his  gender  identity  disorder.210  The  evidence  also  showed  that  PFC  Manning  told 
then-MSG  Adkins  about  his  gender  identity  issues  by  email,211  that  PFC  Manning  had  repeatedly 
searched  for  information  on  the  Internet  concerning  gender  identity  disorder  and  had  information 
concerning  separation  from  the  military  for  such  disorder  and  concerning  transgender  persons  in 
the  military,212  that  he  used  an  online  identity  named  breanna.e.manning  to  communicate  on  the 
Internet,2 1:1  and  that  he  cross-dressed  as  a  female  when  he  was  on  leave  in  late  Jan-early  Feb 
10.214 

There  was,  however,  no  evidence  that  PFC  Manning’s  behavioral  health  issues,  including  his 
gender  identity  disorder,  prevented  him  from  forming  the  requisite  knowledge  and  intent  for  any 
of  the  charged  offenses.  Moreover,  behavioral  health  evaluations  prepared  on  22  and  28  May  10 
stated  that  PFC  Manning  “had  the  mental  capacity  to  understand  and  participate  in  the 
proceedings”  and  “was  mentally  responsible.”215 

As  to  whether  evidence  of  PFC  Manning’s  behavioral  health  issues,  although  not  rising  to  the 
level  of  a  defense,  could  be  considered  extenuating  and  mitigating  evidence,  the  severity  of  the 
charged  offenses  is  such  that  this  evidence  would  not  indicate  that  disposition  of  these  charges 
other  than  by  referral  to  general  court-martial  is  appropriate.  This  is  because  this  evidence  does 
not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a  sentence  at  or  below  the 
jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be  appropriate,  nor  does  it  indicate 
that  other  disposition  of  the  charges  is  appropriate. 


210 IO  Ex.  21(D),  Ex.  D. 

2,1  IO  Ex.  21(D),  Ex.  E. 

2,2 10  Ex.  21(D),  Ex.  F,  G,  I. 

213  IO  Ex.  21(D),  Ex.  H. 

214  Lamo  Chat,  IO  Ex.  19(D),  at  40-41. 

215  IO  Ex.  21(D),  Ex.  D,  at  Bates  #  00014138-39, 00014147-48. 
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PFC  Manning  Faced  a  Hostile  Work  Environment 

The  evidence  indicated  that  PFC  Manning  perceived  that  the  SCIF  at  FOB  Hammer  had  a  hostile 
work  environment  against  gays.216 

As  to  whether  this  evidence  could  be  considered  extenuating  and  mitigating  evidence,  the 
severity  of  the  charged  offenses  is  such  that  this  evidence  would  not  indicate  that  disposition  of 
these  charges  other  than  by  referral  to  general  court-martial  is  appropriate.  This  is  because  this 
evidence  does  not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a  sentence  at  or 
below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be  appropriate,  nor  does  it 
indicate  that  other  disposition  of  the  charges  is  appropriate. 

Comparatively  Little  Harm  Was  Caused  by  the  Leaks 

The  defense  argued  that  the  charged  information  is  “out  and  open”  in  the  public  and  “the  sky  has 
not  fallen”  as  a  result,  and  thus  questioned  whether  the  determinations  in  the  classification 
review  documents  as  to  the  harm  likely  to  be  caused  by  the  release  of  the  charged  information 
are  valid. 

The  evidence  showed,  however,  that  the  information  PFC  Manning  provided  to  WikiLeaks  has 
been  found  in  the  possession  of  the  enemy  217  The  evidence  thus  does  not  support  a  conclusion 
that  little  harm  was  caused  by  the  leaks. 

PFC  Manning  Had  an  Idealistic  Motive  for  His  Actions 

The  defense  argued  that  PFC  Manning  was  young,  idealistic,  and  had  a  strong  moral  compass, 
indicating  that  he  had  an  idealistic  motive  for  his  offenses. 

The  evidence  showed  that  PFC  Manning  may  have  believed  that  his  conduct  was  motivated,  at 
least  in  part,  by  idealism.  For  example,  in  his  chats  with  Mr.  Lamo,  after  explaining  how 
weaknesses  in  protecting  the  information  at  issue  helped  make  his  actions  possible  (“it  was  a 
massive  data  spillage...  facilitated  by  numerous  factors...  both  physically,  technically,  and 
culturally...  perfect  example  of  how  not  to  do  INFOSEC  ...  listened  and  lip-synced  to  Lady 
Gaga’s  Telephone  while  exfiltrating  possibly  the  largest  data  spillage  in  american  history  ... 
pretty  simple,  and  unglamorous  ...  weak  servers,  weak  logging,  weak  physical  security,  weak 
counter-intelligence,  inattentive  signal  analysis. . .  a  perfect  storm”),  PFC  Manning  gave  a 
window  into  his  motivation:  “its  sad  . . .  i  mean,  what  if  i  were  someone  more  malicious  . . .  i 


216 10  Ex.  21(D),  Ex.  J. 

217  As  outlined  above,  the  evidence  showed  that  enemies  of  the  United  States  possessed  the  information  provided  to 
WikiLeaks  by  PFC  Manning.  For  example,  the  video  named  “12  Jul  07  CZ  ENGAGEMENT  ZONE  20  GC 
Anyone.avi”  is  contained  in  the  recruiting  video  produced  by  Al-Qaida’s  media  arm  (Bates  #  00408202-236)  and  is 
described  as  “footage  published  by  the  WikiLeaks  website,”  which  clearly  indicates  that  the  enemy  obtained  this 
video  from  WikiLeaks.  That  video  also  specifically  references  the  leak  of  a  State  Department  cable,  which  indicates 
they  obtained  the  cable  from  WikiLeaks,  and  also  references  WikiLeaks  documents  describing  communications  by 
leaders  in  Islamic  countries  with  the  United  States,  which  also  indicates  they  are  referring  to  State  Department 
cables  they  obtained  from  WikiLeaks. 
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could  have  sold  to  russia  or  china,  and  made  bank?”  and  in  response  to  Mr.  Lamo's  question  as 
to  why  he  didn’t  sell  this  information,  PFC  Manning  stated,  “because  it’s  public  data  ...  it 
belongs  in  the  public  domain  ...  information  should  be  free  ...  because  another  state  would  just 
take  advantage  of  the  information. . .  try  and  get  some  edge  ...  if  its  out  in  the  open. . .  it  should  be 
a  public  good.”218 

However,  assuming  that  PFC  Manning  had  an  idealistic  motive  for  his  actions,  such  motive 
would  not  negate  the  requisite  knowledge  and  intent  for  the  charged  offenses.  Moreover,  even  if 
the  nature  of  his  motive  could  be  considered  extenuating  and  mitigating  evidence  should  this 
case  be  referred  to  trial  and  should  he  be  convicted  of  any  offenses,  1  do  not  believe  this  evidence 
would  indicate  that  any  disposition  at  this  stage  of  the  proceedings  less  than  referral  to  trial  by 
general  court-martial  would  be  appropriate. 

III.  Defense  Objections  During  the  Hearing 

1 .  At  the  outset  of  the  hearing,  the  defense  objected  to  my  acting  as  the  Investigating  Officer  in 
this  case  and  asked  that  I  recuse  myself.219  I  consulted  with  my  legal  advisor  who  advised  me  as 
to  the  standard  of  R.C.M.  902(a)  -  that  recusal  is  required  if  my  impartiality  may  reasonably  be 
questioned.  My  legal  advisor  also  said  that  the  test  is  “any  conduct  that  would  lead  a  reasonable 
man  knowing  all  the  circumstances  to  the  conclusion  that ...  [my]  impartiality  might  reasonably 
be  questioned.”  I  do  not  believe  a  reasonable  person  knowing  all  the  circumstances  would  be  led 
to  the  conclusion  that  my  impartiality  might  reasonably  be  questioned,  and  thus  denied  the 
defense’s  recusal  request,  making  the  following  essential  findings  of  fact: 

a.  As  a  civilian,  I  am  employed  by  the  Department  of  Justice  as  a  Deputy  Chief  in  the 
Criminal  Division’s  Child  Exploitation  and  Obscenity  Section.  My  section  does  not  handle  cases 
involving  conduct  of  which  PFC  Manning  is  accused. 

b.  I  was  not  aware  of  the  specifics  of  DOJ’s  investigation  into  the  WikiLeaks  matter 
before  reviewing  materials  in  my  role  of  as  investigating  officer. 

c.  I  sent  emails  to  counsel  concerning  this  matter  from  my  usdoj.gov  email  account. 

d.  I  stated  the  reasons  for  my  denial  of  the  defense  request  to  produce  the  DOJ  file  in  this 
case  in  my  written  determinations  as  to  defense  requested  evidence. 

e.  While  I  am  employed  as  a  civilian  by  the  Department  of  Justice  that  is  investigating 
this  matter,  no  aspect  of  my  DOJ  work  in  the  Child  Exploitation  and  Obscenity  Section  is 
involved  with  or  otherwise  relates  to  the  allegations  against  PFC  Manning. 

f.  I  made  written  determinations  as  to  defense-requested  witnesses  in  writing  based  on 
my  determinations  as  to  whether  the  expected  testimony  was  necessary  to  make  an  informed 
recommendation  as  to  the  truth  of  the  charges,  the  form  of  the  charges,  and  the  disposition  of  the 


Lamo  Chat,  10  Ex.  19(D),  at  38. 
10  Ex.  2(D). 
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charges,  and  also  determined  whether  witnesses  were  reasonably  available.  I  also  considered 
whether  the  expected  testimony  was  cumulative  to  the  testimony  of  other  witnesses. 

g.  In  addition,  after  my  legal  advisor  called  me  on  15  December  201 1  to  discuss  R.C.M. 
405(f)(l  1)  and  405(a)(1)(C)  to  ensure  that  I  was  properly  considering  them,  I  reconsidered  my 
earlier  determination  as  to  three  defense  requested  witnesses.  My  legal  advisor  made  no 
recommendations  as  to  my  determinations  on  defense  requested  witnesses. 

h.  My  determination  as  to  the  defense’s  closure  request  was  made  after  consulting  my 
legal  advisor  and  providing  his  advice  to  the  parties.  That  determination  was  consistent  with  the 
legal  advice  I  received.  I  provided  the  reasons  for  that  determination  in  writing,  applying  R.C.M. 
806(b)(2).  (Subsequently,  I  granted  the  defense’s  closure  request  in  part.220) 

i.  My  determination  as  to  my  ability  to  consider  statements  under  penalty  of  perjury 
under  28  U.S.C.  1746  was  made  after  consulting  with  my  legal  advisor  and  after  providing  his 
advice  and  cases  and  legislative  history  he  provided  me  to  the  parties,  and  my  determination  was 
consistent  with  my  legal  advisor’s  advice.  I  provided  that  determination  in  writing  to  counsel  via 
a  141418  December  email.  I  did  limited  research  into  the  matter  before  seeking  my  legal 
advisor’s  advice. 

j.  I  conclude  that  a  reasonable  person  knowing  all  the  above  facts  would  not  conclude 
that  my  impartiality  might  reasonably  be  questioned. 

2.  During  the  testimony  of  SA  Graham,  the  defense  objected  to  my  admonishing  the  government 
that,  with  respect  to  evidence  that  the  defense  objected  to  based  on  lack  of  authentication,  I 
would  only  consider  authenticated  evidence  and  I  then  asked  the  government  if  there  were  any 
documents  they  wanted  me  to  consider  that  they  would  need  SA  Graham  to  authenticate  before 
letting  her  off  the  phone.  The  defense  objected  that  by  making  these  comments  1  went  beyond 
my  role  as  10  and  was  telling  the  government  how  to  perfect  their  case.  In  making  these 
comments,  I  simply  was  trying  to  make  the  proceeding  more  efficient  by  ensuring  I  wouldn’t 
have  to  call  this  witness  again.  She  is  in  Hawaii  and  we  had  a  hard  time  getting  her  on  the 
phone. 

3.  During  the  testimony  of  SA  Mander,  the  defense  objected  to  my  denial  of  their  request  that 
the  investigative  files  of  the  FBI  and  the  State  Department  be  produced.  I  referred  the  defense  to 
my  written  determinations  as  to  defense-requested  evidence  and  noted  that  the  defense  can  raise 
this  issue  at  the  appropriate  time  should  this  case  be  referred  to  trial. 

4.  During  the  testimony  of  CPT  Lim,  the  defense  objected  to  the  witness  stating  that  the 
accused’s  conduct  was  service-discrediting  and  prejudicial  to  good  order  and  discipline. 

5.  Before  the  taking  of  classified  testimony,  the  defense  objected  to  the  government’s  providing 
late  notice  of  their  intent  to  introduce  classified  evidence  and  testimony  and  objected  to  the 
taking  of  classified  testimony  and  my  consideration  of  classified  evidence  based  on  this  late 


220  See  IO  Ex.  49. 
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notice.  The  defense  requested  that  I  append  reasons  for  denying  their  request  to  the  report  of 
investigation.  The  main  reason  I  denied  the  defense’s  request  is  that  the  convening  authority’s 
special  instructions  requiring  14  days’  notice  of  the  intent  to  disclose  classified  information 
applies  only  to  the  defense,  not  to  the  government.  I  also  noted  that  there  was  no  evidence  the 
government  was  trying  to  engage  in  trial  by  ambush,  and  that  the  defense  had  been  in  possession 
of  the  underlying  information  since  8  November  2011. 

6.  During  SPC  Baker’s  testimony,  the  defense  objected  to  my  allowing  the  government  to  ask 
the  witness  about  the  accused’s  statements  about  his  feelings  about  the  military.  I  overruled  the 
objection. 

7.  During  Mr.  Johnson’s  testimony,  the  defense  objected  to  the  government  putting  up  a 
screenshot  of  a  chat  allegedly  between  the  accused  and  Mr.  Lamo  showing  the  accused’s  name 
rather  than  the  online  identity  "bradass87.”  I  sustained  that  objection. 

8.  During  Mr.  Lamo’s  testimony,  the  defense  objected  to  consideration  of  the  alleged  chats 
between  the  accused  and  Mr.  Lamo  on  the  grounds  that  they  are  privileged  under  M.R.E.  503. 
The  parties  submitted  written  briefs  on  this  issue.221  I  overruled  the  defense  objection  and  my 
written  determination  of  this  issue  is  attached.222 

9.  On  the  morning  of  21  December,  the  defense  objected  to  continuing  the  hearing  until 
Thursday  morning,  22  December,  for  arguments  because  the  defense  was  ready  to  argue  at  1 500 
on  21  December.  1  denied  the  objection  because  at  a  conference  on  20  December,  the  parties 
agreed  to  break  early  on  21  December  and  to  present  argument  Thursday  morning,  22  December, 
and  the  government  relied  on  that  agreement  in  planning  its  preparation. 

10.  Additionally,  the  defense  made  various  objections  throughout  the  testimony  to  the 
government’s  questions.  Those  objections  are  contained  in  the  transcript  of  the  hearing. 


221 IO  Exs.  14,  15. 
222  IO  Ex.  50. 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

) 

v.  )  CIVILIAN  DEFENSE  COUNSEL 

)  NOTICE  OF  APPEARANCE 
MANNING,  Bradley  E.,  PFC  ) 

U.S.  Army,  xxx-xx-^^H  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  16  December  201 1 
FortMyer,  VA  22211  ) 


Pursuant  to  the  Rules  of  Practice  before  Army  Courts-Martial,  I  hereby  provide  notice  to 
the  Investigating  Officer  of  my  appearance  on  behalf  of  PFC  Bradley  Manning.  My  office 
address  and  phone  numbers  are:  1 1  South  Angell  Street,  Suite  317.  Providence,  Rhode  Island 
02906;  office  phone:  (508)  689-4616  or  (800)  588-4156;  office  fax:  (508)  689-9282.  I  am  a 
member  in  good  standing  and  licensed  to  practice  in  the  following  states:  Massachusetts 
(677505),  California  (184628),  and  District  of  Columbia  (987210).  I  have  been  sworn  into  the 
following  courts:  U.S.  Supreme  Court.  Supreme  Court  of  California,  Court  of  Appeals  for  the 
Armed  Forces,  and  the  Army  Court  of  Criminal  Appeals. 

I  am  currently  a  reserve  member  of  the  United  States  Army  with  the  rank  of  Lieutenant 
Colonel.  I  have  been  qualified  and  certified  under  Article  27(b)  and  sworn  under  Article  42(a), 
Uniform  Code  of  Military  Justice.  I  have  not  acted  in  any  manner  that  might  tend  to  disqualify 
me  in  this  Article  32  hearing. 


Respectfully  submitted. 


Civilian  Defense  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

)  DEFENSE  MOTION 

v.  )  REQUESTING  RECUSAL  OF 

)  INVESTIGATING  OFFICER 

MANNING,  Bradley  E.,  PFC  )  UNDER  R.C.M.  902(a) 

U.S.  Army,  xxx-xx-^^H  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  16  December  201 1 
Fort  Myer,VA  22211  ) 


RELIEF  SOUGHT 


1.  PFC  Bradley  E.  Manning,  by  and  through  counsel,  moves  the  Investigating  Officer,  pursuant 
to  R.C.M.  902(a),  to  recuse  himself  in  the  instant  case. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 

2.  As  the  moving  party,  the  defense  has  the  burden  of  persuasion.  R.C.M.  905(c)(2).  The 
burden  of  proof  is  by  a  preponderance  of  the  evidence.  R.C.M.  905(c)(1). 


FACTS 

3.  The  Investigating  Officer  in  this  case  is  a  career  prosecutor  for  the  Department  of  Justice.  He 
has  spent  approximately  10  years  prosecuting  crimes  on  behalf  of  the  United  States  government. 

4.  The  Department  of  Justice  has  separately  initiated,  and  is  currently  pursuing,  a  collateral 
investigation  into  the  alleged  crimes  in  this  case.  As  part  of  that  investigation,  several 
individuals  who  may  know  or  have  come  into  contact  with  PFC  Manning  have  been  subpoenaed 
and  ordered  to  testify  at  a  grand  jury  hearing. 

5.  The  defense  requested  in  the  Defense  Request  for  Production  of  Evidence  on  22  November 
2011,  that  the  information  obtained  pursuant  to  the  investigation  being  conducted  by  the 
Department  of  Justice  be  turned  over  to  the  defense.  The  Investigating  Officer  denied  that 
request. 

6.  Both  the  defense  and  the  government  submitted  a  request  for  the  production  of  witnesses  at 
the  Article  32  hearing.  The  Investigating  Officer  ruled  that  each  and  every  government  witness 
was  relevant  to  the  proceeding,  though  certain  of  the  witnesses  were  deemed  not  reasonably 
available.  Of  the  38  witnesses  that  the  defense  requested  that  were  not  also  requested  by  the 
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government,  the  Investigating  Officer  ordered  only  two  witnesses  to  appear  at  the  Article  32 
hearing.  In  reality,  one  is  not  currently  able  to  appear  in  person  at  the  Article  32  hearing  so  the 
defense  has  agreed  to  allow  that  individual  to  testify  telephonically.  This  means  that  only  one 
defense  witness  (out  of  38)  will  appear  at  the  Article  32  in  person.  In  effect,  the  Investigating 
Officer’s  ruling  means  that  virtually  all  of  the  witnesses  testifying  will  be  government  witnesses. 

7.  The  defense  also  filed  a  motion  dated  28  November  201 1  requesting  the  Investigating  Officer 
to  close  the  hearing  during  instances  in  which  the  government  intended  to  elicit  four  or  five 
particular  instances  of  alleged  uncharged  misconduct.  The  defense  noted  that  the  evidence  is 
unreliable,  likely  inadmissible  in  a  court-martial,  and  prejudicial  to  the  accused.  The 
Investigating  Officer  agreed  that  “[Tjhere  is  a  substantial  probability  that  an  overriding  interest 
will  be  prejudiced  if  proceedings  remain  open.”  However,  he  was  of  the  view  that  options  short 
of  closure  could  remedy  any  potential  prejudice  of  panel  members.  The  defense  asked  the 
Investigating  Officer  to  reconsider  his  ruling  on  closure;  he  refused  to  do  so. 

8.  In  the  alternative,  the  defense  asked  that  the  Investigating  Officer  exclude  media  from  the 
courtroom  during  the  portions  of  the  hearing  in  which  the  instances  of  alleged  uncharged 
misconduct  were  referenced.  According  to  the  Manual  for  Courts  Martial,  this  would  not 
constitute  “closure”  and  thus  would  not  be  subject  to  the  four  part  test  outlined  in  R.C.M. 
806(b)(2).  The  defense  further  requested  that  the  Investigating  Officer  impose  a  gag  order  on  all 
remaining  (non-media)  participants,  prohibiting  them  from  speaking  about  the  alleged  uncharged 
misconduct.  The  Investigating  Officer  denied  the  defense’s  request. 

9.  On  8  December  2011,  the  defense  filed  a  Request  to  Compel  Production  of  Witnesses, 
including  six  Original  Classification  Authorities  (OCAs).  The  government  opposed  the 
defense’s  request  and  sought  to  introduce  unsworn  statements  of  the  OCAs  in  lieu  of  sworn 
statements  under  405(g)(4)(B).  The  Investigating  Officer  engaged  in  extensive  research  on 
behalf  of  the  prosecution,  producing  five  cases  that  he  claimed  supported  the  government  s 
position.  The  government,  for  its  part,  did  not  produce  one  case  to  support  its  argument. 
Ultimately,  the  Investigating  Officer  ruled  in  favor  of  the  prosecution  on  the  admissibility  of  the 
unsworn  statements.  Notably,  the  Investigating  Officer  began  his  own  independent  research  on 
this  issue  even  prior  to  notifying  the  defense  of  his  decision  on  whether  the  OCAs  would  be 
produced. 


WTTNF.SSES/EVIDENCE 

10.  The  following  evidence  is  adduced  in  support  of  this  motion: 

a)  Resume  of  LTC  Paul  Almanza; 

b)  Government  Requested  Witness  List  for  Article  32  Investigation; 

c)  Defense  Request  for  Article  32  Witnesses; 

d)  Defense  Request  to  Compel  Production  of  Witnesses  (8  December  2011); 

e)  Defense  Request  for  Production  of  Evidence  (22  November  2011); 

f)  Defense  Request  to  Compel  Production  of  Evidence  ( 1  December  2011); 

g)  Sealed  Defense  Motion  for  a  Closed  Hearing  under  Rule  405(h)(3). 
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h)  Sealed  Defense  Response  to  Government’s  405(h)(3)  filing. 

i)  Emails  pertaining  to  government’s  request  to  introduce  unsworn  statements  of  OCAs. 


LEGAL  AUTHORITY  AND  ARGUMENT 

11.  It  is  trite  law  that  an  accused  has  a  constitutional  right  to  an  impartial  judge.  United  States 
v.  Butcher,  56  M.J.  87,  90  (C.A.A.F.  2001).  “The  neutrality  required  by  constitutional  due 
process  helps  to  guarantee  that  life,  liberty,  or  property  will  not  be  taken  on  the  basis  of  an 
erroneous  or  distorted  conception  of  the  facts  or  the  law.  At  the  same  time,  it  preserves  both  the 
appearance  and  reality  of  fairness,  generating  the  feeling,  so  important  to  a  popular  government, 
that  justice  has  been  done,  by  ensuring  that  no  person  will  be  deprived  of  his  interests  in  the 
absence  of  a  proceeding  in  which  he  may  present  his  case  with  assurance  that  the  arbiter  is  not 
predisposed  to  find  against  him.”  Id.  (citations  omitted). 

12.  Under  R.C.M.  902(a),  “[A]  military  judge  shall  disqualify  himself  or  herself  in  any 
proceeding  in  which  that  military  judge’s  impartiality  might  reasonably  be  questioned.”  This 
section  was  designed  to  effectuate  an  accused’s  constitutional  right  to  an  impartial  decision¬ 
maker  and  to  preserve  public  confidence  in  the  military  justice  system.  See  United  States  v. 
Wright,  52  M.J.  136, 141  (C.A.A.F.  1999)  (“The  exhortation  of  the  statute  is  designed  to  foster 
the  appearance  of  justice  within  the  judicial  system.”);  Butcher,  supra  at  90  (“This  section  was 
enacted  to  maintain  public  confidence  in  the  judicial  system  by  avoiding  even  the  appearance  of 
partiality)(citations  omitted). 

13.  An  Investigating  Officer  is  under  the  same  obligations  as  a  military  judge  to  disqualify 
himself  in  cases  where  his  impartiality  might  reasonably  be  questioned.  “In  determining 
impartiality, ...  investigating  officers,  whose  functions  are  judicial  and  quasi-judicial,  are  held  to 
the  same  standards  as  military  judges.”  United  States  v.  Merritt,  2009  WL  1936628  at  *2 
(A.F.Ct.Crim.App.),  citing  United  States  v.  Collins,  6  M.J.  256  (C.M.A.1979);  United  States  v. 
Cunningham,  30  C.M.R.  402,  404  (C.M.A.1961)). 

14.  Notably,  the  test  under  R.C.M.  902(a)  is  not  actual  partiality,  but  the  existence  of  a 
reasonable  question  about  impartiality.  R.C.M.  902  is  not  assessed  in  the  mind  of  the  military 
judge  himself,  but  rather  in  the  mind  of  a  reasonable  person  who  has  knowledge  of  all  the  facts. 
United  States  v.  Martinez,  19  M.J.  652,  654  (A.C.M.R.  1984)  (“We  note  that  the  proper  test ...  is 
whether  the  charge  of  lack  of  impartiality  is  grounded  on  facts  that  would  create  a  reasonable 
doubt  concerning  the  judge's  impartiality,  not  in  the  mind  of  the  judge  himself  or  even 
necessarily  in  the  mind  of  the  appellant,  but  rather  in  the  mind  of  a  reasonable  man  who  has 
knowledge  of  all  the  facts”)  (internal  citations  and  parentheticals  omitted);  United  States  v. 
Kincheloe,  14  MJ  40, 50  (C.M.A.  1 982)  (“Any  conduct  that  would  lead  a  reasonable  man 
knowing  all  the  circumstances  to  the  conclusion  that  the  judge's  impartiality  might  reasonably  be 
questioned’  is  a  basis  for  the  judge's  disqualification.”)  citing  E.  Thode,  Reporter's  Notes  to 
Code  of  Judicial  Conduct  60  (1973);  United  States  v.  Foster,  64  M.J.  331,  333  (C.A.A.F. 
2007)  (“the  test  is  whether  the  military  judge's  actions  would  cause  a  reasonable  person 
observing  the  trial  to  question  the  court-martial's  legality,  fairness,  and  impartiality.”). 
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15.  A  reasonable  observer  with  knowledge  of  all  the  facts  in  the  instant  case  might  reasonably 
question  the  Investigating  Officer’s  impartiality  in  this  case  for  the  following  reasons: 

16.  The  Investigating  Officer’s  Conflict  of  Interest:  The  Investigating  Officer  in  this  case  is  a 
career  prosecutor  for  the  Department  of  Justice.  He  has  spent  approximately  10  years 
prosecuting  crimes  on  behalf  of  the  United  States  government.  To  an  outside  observer,  it 
appears  questionable  that  an  individual  who  has  devoted  much  of  his  life  to  prosecuting 
criminals  would  now  be  able  to  “switch  gears”  and  put  on  the  hat  of  impartial  arbiter. 

17.  The  fact  that  the  Department  of  Justice  currently  has  an  ongoing  collateral  criminal 
investigation  in  this  case  would  also  cause  a  reasonable  person  to  question  the  impartiality  of  the 
Investigating  Officer.  The  reasonableness  of  this  belief  is  compounded  by  the  fact  that  the 
Investigating  Officer  has  determined  that  the  defense’s  request  for  the  Department  of  Justice’s 
collateral  investigation  is  “not  reasonably  available.”  Surely,  to  hold  otherwise  (i.e.  to  compel 
production  of  the  document)  would  put  the  Investigating  Officer  in  a  delicate  and  unpleasant 
situation  upon  return  to  his  position  as  a  Department  of  Justice  employee. 

1 8.  Clearly,  there  is  a  real  conflict  of  interest  in  having  a  Department  of  Justice  prosecutor 
preside  over  the  instant  case.  A  reasonable  person  viewing  the  proceedings  from  the  outside 
would  have  serious  questions  about  the  impartiality  of  this  Investigating  Officer. 

19.  The  Investigating  Officer’s  Rulings  on  Defense  Witnesses:  The  defense  requested  48 
witnesses.  Ten  of  these  witnesses  were  also  requested  by  the  government.  Of  the  remaining  38 
witnesses  that  were  requested  only  by  the  defense,  the  Investigating  Officer  determined  that  only 
two  would  appear  at  the  Article  32  hearing.  In  reality,  one  is  not  currently  able  to  appear  in 
person  at  the  Article  32  hearing  so  the  defense  has  agreed  to  allow  that  individual  to  testify 
telephonically.  This  means  that  only  one  defense  witness  (out  of  38)  will  appear  at  the  Article 
32  in  person.  In  effect,  the  Investigating  Officer’s  ruling  means  that  virtually  all  of  the  witnesses 
testifying  will  be  government  witnesses. 

20.  This  case  is  said  to  involve  the  largest  military  leak  of  documents  in  United  States  history. 
The  government  has  charged  PFC  Manning  with  22  specifications,  carrying  a  maximum 
punishment  of  life  in  prison  without  the  possibility  of  parole.  It  defies  logic  that,  in  a  case  such 
as  this,  the  Investigating  Officer  would  limit  the  defense’s  ability  to  call  the  overwhelming 
majority  of  its  witnesses. 

2 1 .  Anecdotally,  the  defense  observes  that  it  has  been  able  to  call  more  witnesses  in  Article  32 
hearings  involving  simple  assault  or  minor  drug  possession.  Here,  where  the  accused  risks 
spending  life  in  prison,  it  is  beyond  the  realm  of  comprehension  that  the  defense  would  only  be 
permitted  to  examine  one  witness  in  person. 

22.  The  Investigating  Officer’s  ruling  on  the  defense  witness  request  would  cause  a  reasonable 
observer  to  believe  that  the  playing  ground  is  not  fair.  While  the  government  is  able  to  call 
virtually  everyone  it  wants,  the  defense  must  proceed  with  its  hands  tied  behind  its  back.  Such  a 
one-sided  ruling  -  whether  motivated  by  actual  bias  or  not  —  creates  the  reasonable  perception 
that  the  Investigating  Officer  is  not  impartial. 
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23.  The  Investigating  Officer’s  Ruling  On  the  Defense’s  Closure  Motion:  On  28  November 
2011,  the  defense  filed  a  motion  requesting  the  Investigating  Officer  to  close  the  hearing  during 
instances  in  which  the  government  intended  to  elicit  particular  instances  of  alleged  uncharged 
misconduct.  The  defense  noted  that  the  evidence  is  unreliable,  likely  inadmissible  in  an  actual 
court-martial,  and  highly  prejudicial  to  the  accused.  The  defense  argued  that  to  allow  the 
evidence  to  be  adduced  in  an  open  forum  would  prejudice  PFC  Manning’s  right  to  a  fair  trial,  as 
it  would  put  a  military  judge  in  a  position  where  he  would  have  to  “un-ring  a  bell.” 

24.  The  Investigating  Officer  agreed  that  “[TJhere  is  a  substantial  probability  that  an  overriding 
interest  will  be  prejudiced  if  proceedings  remain  open.”  He  also  agreed  that  the  defense’s 
request  was  narrowly  tailored.  However,  the  Investigating  Officer  was  of  the  view  that  options 
short  of  closure  could  remedy  any  potential  prejudice  of  panel  members.  In  this  respect,  he 
stated: 


I  find  that  this  part  of  the  test  is  not  met  because,  should  this  case  be  referred  to  trial,  a 
military  judge  will  have  the  ability  to  take  appropriate  protective  measures.  For  example, 
a  military  judge  can  ensure  that  thorough  voir  dire  is  conducted  of  prospective  panel 
members.  This  would  address  the  defense’s  concern  that  “if . . .  [this]  information  is 
disclosed  to  the  public  prior  to  trial,  it  will  have  a  detrimental  impact  on  PFC  Manning’s 
ability  to  obtain  a  fair  and  impartial  trial  because  prospective  panel  members  hearing  the 
information  are  likely  to  form  an  opinion  regarding  PFC  Manning  based  upon  this 
information.”  Defense  28  November  2011  request,  para.  10.  Thorough  voir  dire  would 
also  address  the  defense’s  concern  as  to  the  military  judge  and  the  defense  having  to  “un¬ 
ring  a  bell  with  the  members”  because  it  would  cover  any  issues  as  to  whether  the  public 
disclosure  of  this  information  affected  prospective  panel  members’  ability  to  sit  on  the 
panel.  In  this  regard,  I  note  that  R.C.M.  912(f)(l)(M)  and  (N)  state  that  “[a]  member 
shall  be  excused  for  cause  whenever  it  appears  that  the  member  . . .  [h]as  informed  or 
expressed  a  definite  opinion  as  to  the  guilt  or  innocence  of  the  accused  as  to  any  offense 
charged  . . .  [or]  [s]hould  not  sit  as  a  member  in  the  interest  of  having  the  court-martial 
free  from  substantial  doubt  as  to  legality,  fairness,  and  impartiality.  The  discussion  to 
R.C.M.  912(f)(1)  notes  that  “grounds  for  challenge  under  subsection  (N) ...  [include]  that 
the  member:  ...  has  a  decidedly  . . .  hostile  attitude  toward  a  party”.  The  grounds  for 
granting  a  challenge  for  cause  would  thus  ensure  that,  as  the  defense  has  stated,  PFC 
Manning  is  entitled  to  a  trial  before  an  unbiased  panel  that  has  no  preconceived  opinions 
about  him.”  Defense  28  November  201 1  request,  para.  10.  Finally,  if  this  case  were 
referred  to  trial  a  military  judge  will  have  the  ability  to  issue  rulings  and  instructions 
necessary  to  ensure  that  the  trial  is  not  affected  by  the  disclosure  of  this  information  at  the 
Article  32  investigation. 

25.  The  Investigating  Officer  appears  to  have  overlooked  the  severity  of  the  charges  in  this 
case.  PFC  Manning  has  already  been  subjected  to  extensive  media  scrutiny  in  this  case.  He  has 
been  referred  to  as  a  “traitor”  who  has  “blood  on  his  hands.”  Government  officials  have  even 
called  for  his  execution.  And  all  this  was  prior  to  PFC  Manning  even  having  a  preliminary 
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hearing.  That  the  Investigating  Officer  claims  that  voir  dire  and  an  instruction  can  “cure”  the 
prejudice  occasioned  by  the  public  disclosure  of  this  information  is  further  evidence  of  his  bias. 

26.  In  its  Sealed  Defense  Response  to  Government’s  405(h)(3)  filing,  the  defense  pointed  out 
that  in  all  of  the  cases  cited  by  the  government  in  support  of  its  motion  to  keep  the  hearing  open, 
it  was  the  government  that  was  seeking  closure  over  defense  objection.  Here,  the  defense  is  in 
the  rare  position  of  seeking  closure  to  protect  the  accused’s  right  to  a  fair  trial.  The 
government’s  rebuttal  was,  in  essence,  that  the  public  had  a  “right  to  know”  this  information. 
Incidentally,  it  is  ironic  that  the  government  has  championed  the  public’s  “right  to  know”  in  a 
case  where  the  government’s  position  on  the  merits  is  that  the  public  did  not  have  a  right  to 
know.  Based  on  his  ruling,  the  Investigating  Officer  appears  to  have  agreed  that  the  public’s 
“right  to  know”  this  evidence  -  evidence  that  likely  will  be  ruled  inadmissible  under  M.R.E. 
404(b)  or  403  -  overrides  the  accused’s  right  to  a  fair  trial. 

27.  The  defense  requested  that  the  Investigating  Officer  reconsider  his  ruling.  In  so  doing,  the 
defense  reminded  the  Investigating  Officer  that  “[t]his  case  has  already  been  subjected  to 
extensive  media  scrutiny  and  PFC  Manning  has  already  been  adjudged  guilty  in  the  court  of 
public  opinion.  Moreover,  several  high-ranking  officials  (both  military  and  government)  have 
made  improper  comments  concerning  PFC  Manning's  probable  guilt  and  appropriate 
punishment.  In  a  case  such  as  this,  there  is  no  substitute  for  ensuring  that  potentially 
inadmissible  and  highly  inflammatory  evidence  is  not  placed  into  the  public  realm.”  The 
Investigating  Officer  was  of  the  view  that  any  prejudice  caused  by  such  statements  could  also  be 
remedied  through  voir  dire  and  instructions: 

Additionally,  with  respect  to  the  defense’s  reference  to  “high-ranking  officials  ... 
havfing]  made  improper  comments  concerning  PFC  Manning’s  probable  guilt  and 
appropriate  punishment,”  in  Mr.  Coombs’s  131621  December  2011  email,  I  find  that 
thorough  voir  dire  and  appropriate  rulings  and  instructions  by  the  military  judge  will 
adequately  address  the  risk  of  unlawful  command  influence. 

28.  Apparently,  the  Investigating  Officer  is  comfortable  piling  prejudice  on  top  of  prejudice  - 
so  long  as  a  military  judge  deals  with  the  issue  through  voir  dire  or  an  instruction  down  the  road. 
It  is  incomprehensible  that  the  Investigating  Officer’s  solution  is  to  allow  what  he  and  the 
government  concede  will  be  negative  fallout  for  the  accused  with  a  view  to  cleaning  up  the  mess 
later  on. 

29.  The  defense  motion  requesting  limited  closure  was,  in  colloquial  terms,  a  “no-brainer.”  No 
prejudice  can  come  of  ruling  in  favor  of  the  defense.  Nor  can  any  prejudice  come  to  the 
government  in  ruling  in  favor  of  the  defense.  The  only  prejudice  that  can  (and  undoubtedly  will) 
result  is  in  the  Investigating  Officer  ruling  against  the  defense.  The  defense  maintains  that  the 
government  would  like  the  media  to  hear  the  evidence  precisely  in  order  to  cause  the  very 
prejudice  which  they  then  say  can  be  “fixed”  through  voir  dire  or  a  limiting  instruction.  Such  a 
position  is  absurd  and  the  ruling  of  the  Investigating  Officer  in  this  respect  would  cause  a 
reasonable  observer  to  question  his  impartiality. 
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30.  Although  baffled  by  the  Investigating  Officer’s  determination  on  its  closure  motion,  the 
defense  then  requested  that  the  Investigating  Officer  exclude  the  media  from  limited  portions  of 
the  Article  32  hearing  and  issue  a  gag  order  for  those  non-media  spectators  who  remained  in  the 
court  room.  Such  a  solution  would  not  be  considered  “closure”  under  R.C.M.  806  and  thus, 
would  not  be  subject  to  the  four-part  test  that  the  defense  maintains  the  Investigating  Officer 
incorrectly  applied.  The  Investigating  Officer  refused  to  do  so  and  would  not  provide  a 
justification  for  this  ruling  other  than  to  cross-reference  his  previous  ruling  on  the  closure 
motion. 

31.  On  1 4  December  2011,  the  defense  asked  the  Investigating  Officer  to  reconsider  his  ruling 
on  the  closure  motion  and  on  the  defense’s  alternative  request  to  exclude  media  from  the 
courtroom  during  the  portions  of  the  hearing  in  which  the  instances  of  alleged  uncharged 
misconduct  were  referenced.  The  Investigating  Officer  indicated  that  he  would  take  the  requests 
under  advisement.  On  15  December  2011,  the  Investigating  Officer  denied  the  defense’s 
request.  The  Investigating  Officer  did  not  provide  any  justification  for  these  rulings. 


32.  The  Investigating  Officer’s  Ruling  on  Government  Witnesses’  Unsworn  Statements:  On  8 
December  2011,  the  defense  filed  a  Request  to  Compel  Production  of  Witnesses,  including  six 
Original  Classification  Authorities  (OCAs). 

33.  The  government  opposed  the  request  and  instead  sought  to  adduce  unsworn  statements  from 
the  six  OCAs  in  lieu  of  sworn  statements  under  R.C.M.  405(g)(4)(B).  The  section  provides  that: 

The  investigating  officer  may  consider,  over  objection  of  the  defense,  when  the  witness  is 
not  reasonably  available: 

i)  Sworn  statements; 

ii)  Statements  under  oath  taken  by  telephone,  radio,  or  similar  means  providing  each 
party  the  opportunity  to  question  the  witness  . . . 

iii)  Prior  testimony  under  oath;  and 

iv)  Deposition  of  that  witness;  and 

v)  In  time  of  war,  unsworn  statements. 

34.  The  government  maintains  the  OCAs’  unsworn  statements  are,  in  effect,  sworn  statements. 
The  government’s  argument  in  its  entirety  is  as  follows: 

The  United  States  objects  to  your  consideration  of  Article  131,  Perjury,  as  a  reference  in 
determining  whether  a  statement  is  properly  sworn.  Article  131  is  a  punitive  article 
intended  to  criminalize  sworn  statements  by  Servicemembers  during  a  judicial 
proceeding.  The  original  classification  authority  (OCA)  reviews  are  simply  sworn 
statements  made  "under  penalty  of  perjury"  IAW  28  U.S.C.  1746.  Rather  than  Article 
131,  the  United  States  recommends  you  consider  Article  134,  False  Swearing,  and 
specifically  the  portion  under  the  explanation  which  states,  "[i]t  does  not  include 
such  statements  made  in  a  judicial  proceeding  or  course  of  justice,  as  these  are  under 
Article  131,  perjury...."  See  MCM,  part  IV,  paragraph  79c(l).  Under  the  defense’s 
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proposed  analysis,  the  only  sworn  statements  that  you  could  consider  during  this 
investigation,  are  previously  sworn  statements  given  under  oath  at  an  Article  32 
investigation  or  court-martial.  [Email  from  CPT  Fein,  8  December  2011]. 

35.  The  defense  asserts  that  the  language  of  R.C.M.  405(g)(4)(B)  is  crystal  clear  -  the 
Investigating  Officer  may  consider  only  “sworn  statements”  and  not  unsworn  statements  signed 
under  penalty  of  perjury.  In  an  effort  to  convince  the  Investigating  Officer  to  apply  the  plain 
meaning  of  the  statute,  the  defense  pointed  to  Article  131  in  order  to  show  that  the  drafters  of  the 
Manual  for  Courts  Martial  were  aware  of  28  U.S.C.  1746  and  chose  not  to  incorporate  that 
section  into  R.C.M.  405(g)(4)(B).  Had  the  drafters  intended  unsworn  statements  under  R.C.M. 
405(g)(4)(B)  to  be  admissible,  they  could  have  easily  enumerated  that  exception  under  the 
section. 

36.  On  12  December  2011,  the  Investigating  Officer,  the  government  and  the  defense  conducted 
a  telephonic  802  conference.  One  of  the  issues  discussed  was  whether  the  unsworn  statements 
could  be  admitted  in  lieu  of  sworn  statements.  The  Investigating  Officer  sua  sponte  provided  the 
parties  with  two  cases  that  he  believed  supported  the  proposition  the  government  was  advancing. 
In  other  words,  the  Investigating  Officer  did  the  government’s  work  for  it.  Notably,  the 
Investigating  Officer  was  investigating  how  to  adduce  the  government’s  evidence  before  ruling 
on  the  defense’s  motion  to  compel  production  of  witnesses.  The  Investigating  Officer  was 
looking  for  ways  to  admit  the  statements  because  he  had  already  predetermined  that  the  OCAs 
would  not  be  called  to  testify  in  person. 

37.  By  response  email  on  12  December  2011,  the  defense  objected  to  the  Investigating  Officer’s 
reading  of  the  two  cases  it  was  relying  on: 

In  response  to  your  request  for  us  to  look  at  2010  WL  2265833  and  2002  WL  243445,  the 
defense's  position  is  that  both  cases  are  inapplicable  to  the  situation  at  hand.  In  Faison, 
the  IO  found  that  TRD  was  unavailable  and  that  her  videotaped  statement  was  sworn. 
Such  a  determination  was  appropriate  given  the  fact  TRD  responded  to  questions 
indicating  that  she  knew  the  difference  between  the  truth  and  a  lie  and  promised  to  tell 
the  truth.  As  the  IO  and  the  AFCCA  correctly  concluded,  this  colloquy  more  than 
adequately  satisfied  the  oath/affirmation  requirement  so  as  to  make  TRD's  videotaped 
statement  a  sworn  statement  under  R.C.M.  405(g)(4)(B)(i).  In  the  instant  case,  unsworn 
statements  under  28  U.S.C.  §  1746  do  not  share  any  of  the  same  hallmarks  of  a  sworn 
statement.  The  statements  are  not  made  in  front  of  anyone  and  the  statements  are  not 
similar,  in  that  they  are  not  made  in  front  of  a  person  authorized  to  administer  oaths. 

Likewise,  Elsevier  dealt  with  a  videotaped  interview  that  was  done  without  a  formal 
swearing  or  oath.  However,  it  qualified  as  a  sworn  statement  in  accordance  with  R.C.M. 
405(g)(4)(B)(i)  since  on  a  later  date  the  unavailable  witness  did  swear  to  the  truth  of  the 
statements  contained  therein.  The  IO  correctly  found  this  to  be  a  sworn  adoption  of  the 
videotaped  interviews  that,  pursuant  to  United  States  v.  Wood,  36  M.J.  651  (A.C.M.R. 
1992),  rendered  it  admissible.  None  of  the  individuals  who  provided  the  unsworn 
statements  under  28  U.S.  C.  §  1746  have  subsequently  provided  a  sworn  adoption  of  their 
unsworn  statement  in  accordance  with  R.C.M.  405(g)(4)(B)(i). 
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An  unsworn  statement  provided  under  28  U.S.C.  §  1746  does  not  qualify  as  a  sworn 
statement.  In  order  for  an  unsworn  statement  provided  under  28  U.S.C.  §  1746  to  be 
admissible,  it  must  be  subscribed  and  signed  "in  a  judicial  proceeding  or  course  of 
justice"  at  the  Article  32  hearing.  A  plain  reading  of  28  U.S.C  Section  1746  and  R.C.M. 
405(h)(1)(A)  undercuts  any  argument  to  the  contrary.  [Email  from  defense  to 
Investigating  Officer,  12  December  2011]. 

38.  The  government’s  one  line  response  was,  “The  United  States  maintains  its  previously  stated 
position  on  ...  the  validity  of  the  sworn  statements.”  [Email  from  CPT  Fein  to  Investigating 
Officer,  12  December  2011],  The  Investigating  Officer  did  not  ask  the  government  to  respond 
specifically  to  the  defense’s  argument  or  to  advance  its  own  interpretation  of  the  cases. 

39.  On  14  December  2011,  the  Investigating  Officer  ruled  in  favor  of  the  prosecution,  but  not 
before  taking  it  upon  himself  again  to  do  the  government’s  research.  In  support  of  its  ruling,  the 
Investigating  Officer  produced  three  new  cases  that  he  believes  supports  the  proposition  the 
government  is  advancing.  Only  one  of  these  is  a  military  case;  two  are  federal  appellate  cases. 
The  defense  maintains  that  none  of  the  cases  offers  support  for  the  proposition  that  an  unsworn 
statement  under  28  U.S.  C.  §  1746  can  be  converted  into  a  sworn  statement  under  R.C.M. 
405(g)(4)(B).  In  fact,  the  only  military  case  cited  by  the  Investigating  Officer,  United  States  v. 
Gmderman,  67  M.J.  683  (C.A.A.F.  2009)  appears  to  lend  more  support  to  the  defense’s  position 
that  that  of  the  govemment/Investigating  Officer.  The  Army  Court  of  Criminal  Appeals  in 
Gunderman  emphasizes  that,  “To  be  admissible  before  this  court,  factual  assertions  must  be  . . . 
admitted  in  a  proper  form  ....  Indeed,  our  own  internal  rules  reflect  this  requirement  for  some 
form  of  solemnity.”  Id.  At  686-7.  The  court  continued,  “By  reaffirming  this  requirement,  we  do 
not  exalt  form  over  substance  . . .  However,  assertions  of fact . . .  must  either  be  contained  in  the 
record  or  be  offered  in  an  admissible  form.”  Id.  At  688.  In  short,  Gunderman  establishes  that 
form  is  important  and  evidence  proffered  by  either  party  must  be  “in  an  admissible  form.” 

40.  In  making  his  ruling,  the  Investigating  Officer  stated,  “I  also  note  that  the  classification 
review  statements  at  issue  all  indicate  that  they  are  in  the  “course  of  justice”  as  they  all  indicate 
the  persons  making  the  statements  knew  they  were  being  prepared  for  use  in  this  case.  As  such,  I 
consider  these  statements  to  have  the  same  indicia  of  reliability  as  sworn  statements.”  [Email 
from  Investigating  Officer,  14  December  201 1],  The  last  line  of  the  Investigating  Officer’s 
ruling  clearly  reveals  that  he  has  not  deemed  an  unsworn  statement  made  under  penalty  of 
perjury  to  be  equivalent  to  a  “sworn  statement”  under  405(g)(4)(B).  Rather,  he  has  determined 
that  an  unsworn  statement  should  be  admissible  because  it  carries  with  it  “the  same  indicia  of 
reliability  as  sworn  statements.”  Id.  The  Investigating  Officer  has  fabricated  a  new  ground  upon 
which  to  admit  statements  under  405(g)(4)(B)  -  that  the  statement  carries  “the  same  indicia  of 
reliability  as  sworn  statements.”  The  Investigating  Officer,  after  bending  over  backwards  to 
make  the  government’s  case  for  it,  has  now  read  into  405(g)(4)(B)  a  new  ground  for  the 
admissibility  of  unsworn  statements.  This  is  not  permitted  under  military  law.  See  United  States 
v.  Ware,  1  M.J.  282,  285  (CMA  1976)  (“(T)he  rule  is  well  settled  that  a  plain  and  unambiguous 
statute  is  to  be  applied,  not  interpreted.  Where  no  ambiguity  is  apparent  there  is  no  reason  to 
resort  to  rules  of  statutory  construction,  which  are  intended  solely  to  remove  not  create  doubt.”). 
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41.  In  short,  despite  a  clear  statement  in  R.C.M.  405(g)(4)(B)  that  the  Investigating  Officer 
admit  only  “sworn  statements,”  the  Investigating  Officer:  a)  did  extensive  research  on  the  issue 
on  behalf  of  the  government;  b)  provided  the  defense  with  five  cases  to  support  the  government’s 
position;  c)  read  in  a  new  ground  for  admissibility  into  R.C.M.  405(g)(4)(B);  and  d)  proceeded  to 
rule  in  favor  of  the  prosecution.  It  strains  credulity  to  believe  that  the  Investigating  Officer  was 
acting  as  an  impartial  neutral  when  he  actively  engaged  in  extensive  research  to  support  the 
government’s  position  (without  requiring  that  the  government  do  this  research  itself)  and 
proceeded  to  create  a  new  ground  for  the  admissibility  of  statements  at  the  Article  32  hearing. 
The  Investigating  Officer  has  never  once  produced  a  case  that  supported  the  defense. 

42.  The  Investigating  Officer’s  conduct  in  this  case  is  similar  to  that  of  the  military  judge  in 
United  States  v.  George,  40  M.J.  540  (A.C.M.R.  1994).  Like  the  Investigating  Officer  in  this 
case,  the  military  judge  in  George  was  “a  reserve  officer  who  was  normally  employed  as  a 
civilian  prosecutor.”  Id.  at  543.  The  Army  Court  of  Military  Review  noted  that  “[a]s  a  civilian 
prosecutor  who  was  on  active  duty  for  a  short  period  of  time  for  duty  as  a  military  judge,  it  was 
important  for  him  to  ensure  that  his  conduct  at  trial  enhanced  both  the  appearance  and  actuality 
of  impartiality  and  fairness  of  the  military  justice  system.”  Id.  In  particular,  the  court  in  George 
held  that  “[t]he  military  judge  improperly  limited  the  number  of  witnesses  [for  the  defense].”  Id. 
at  544.  The  court  also  expressed  concern  over  the  “military  judge  assisting  the  trial  counsel  to 
try  his  case,  and  aiding  him  in  making  the  foundation  for  these  evidentiary  issues.”  Id.  (internal 
citations  omitted).  Finally,  the  military  judge  “made  many  rulings  that  revealed  his  advocacy  for 
the  prosecution”  such  that  he  abandoned  his  role  as  an  impartial  arbiter  and  “became  an  advocate 
for  the  prosecution.”  Id.  In  the  instant  case,  it  similarly  appears  that  the  Investigating  Officer 
has  abandoned  his  role  as  a  third-party  neutral  and  instead  has  become  an  instrument  of  the 
prosecution. 

43.  Based  on: 

his  civilian  role  in  the  Department  of  Justice  and  the  ongoing  Department  of  Justice 
criminal  investigation; 

his  ruling  that  the  defense  could  only  examine  2  of  its  38  requested  witnesses; 
his  determination  that  the  public’s  “right  to  know”  supersedes  PFC  Manning’s  right  to  a 
fair  trial; 

his  extensive  research  for  the  government,  following  by  a  favorable  ruling  for  the 
prosecution; 

there  is  a  reasonable  question  about  the  Investigating  Officer’s  impartiality  in  the  instant  case.  A 
reasonable  observer,  familiar  with  the  facts  and  circumstances  surrounding  this  case,  would 
conclude  that  the  “decks  are  stacked”  against  the  defense  and  that  the  Investigating  Officer 
should  recuse  himself  in  order  to  preserve  the  integrity  of  the  military  justice  process. 


a) 

b) 

c) 

d) 
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CONCLUSION 


44.  Based  on  the  above,  the  defense  requests  that  the  Investigating  Officer  recuse  himself  in  the 
above-titled  matter  under  R.C.M.  902. 


Civilian  Defense  Counsel 
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on  the  front  lines  for  social  justice 


December  15,  2011 


Clerk  of  the  Court 

U.S.  Army  Court  of  Criminal  Appeals 

9275  Gunston  Road 

Fort  Belvoir,  VA  22060-5546 


Re:  United  States  v.  Manning,  Article  32  Hearing,  Ft.  Meade,  Maryland;  Julian 

Assange  &  Wikileaks  v.  United  States  &  Lt.  Col.  Paul  Almanza 


Dear  Clerk  of  the  Court: 

We  represent  represent  the  Wikileaks  media  organization  and  its  publisher  Mr.  Julian 
Assange  regarding  access  to  the  Article  32  proceedings  in  United  States  v.  Bradley  Manning, 
scheduled  to  begin  at  Fort  Meade,  Maryland,  on  December  16,  2011. 

We  are  filing  a  Petition  for  Extraordinary  Relief  in  Form  of  Writ  of  Mandamus  to 
ensure  counsel’s  access  to  the  Manning  Article  32  hearing.  Specifically,  Ms.  Jennifer  Robinson 
and  Center  for  Constitutional  Rights  attorney,  Ms.  Amanda  Jacobsen,  are  attempting  to  gain 
access  to  observe  the  proceedings.  This  Petition  seeks  counsel’s  access  to  the  actual  hearing 
room  in  which  the  Manning  proceedings  are  to  take  place. 

Consistent  with  the  rules  of  this  Court,  please  immediately  forward  this  Petition  to  the 
Judge  Advocate  General,  so  to  ensure  that  counsel’s  rightful  access  to  these  proceedings  is  not 
denied. 


If  you  have  any  questions  or  concerns,  please  do  not  hesitate  to  call  me  directly  at  212- 
614-6427  or  email  me  at  bazmy@ccrjustice.org. 

Respectfully  submitted, 

Baher  Azmy 


cc:  Mr.  Julian  Assange 

Ms.  Jennifer  Robinson 
Ms.  Amanda  Jacobsen 
Clerk  of  Court,  U.S.  Army  Judiciary 


666  broad  way,  7 11,  new  york,  ny  10012 
1212  614  6464  f  212  614  6499  www.CCRjustice.org 
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IN  THE  UNITED  STATES  ARMY 
COURT  OF  CRIMINAL  APPEALS 


JULIAN  ASSANGE  and  WIKILEAKS,  : 

Petitioners,  : 

v .  : 

UNITED  STATES  OF  AMERICA  and  : 

LIEUTENANT  COLONEL  PAUL  ALMANZA,  : 

Respondents.  : 

- x 


Docket  No.  ARMY  _ 

Article  32  Hearing  in 
United  States  v.  Manning, 
Ft.  Meade,  Maryland 

DATED:  15  December  2011 


PETITION  FOR  EXTRAORDINARY  RELIEF  IN  THE  NATURE  OF  WRITS 
OF  MANDAMUS  AND  PROHIBITION,  OR,  ALTERNATIVELY,  APPLICATION 
FOR  STAY  OF  PROCEEDINGS,  AND  SUPPORTING  MEMORANUM  OF  LAW 

Petitioners  Julian  Assange  and  Wikileaks,  by  and  through 

their  undersigned  counsel,  respectfully  submit  this  request  for 

extraordinary  relief,  pursuant  to  the  All  Writs  Act,  28  U.S.C. 

§  1651(a),  Rules  2(b)  and  20  of  the  Courts  of  Criminal  Appeals 

Rules  of  Practice  and  Procedure,  and  Rules  20.1  and  20.2  of  the 

U.S.  Army  Court  of  Criminal  Appeals  Rules. 

Statement  of  the  Case  and  Issues  Presented 
On  November  28,  2010,  the  Wikileaks  media  organization  and 
its  publisher  Julian  Assange  commenced  reporting  on  thousands  of 
allegedly  classified  and  unclassified  U.S.  State  Department 
diplomatic  cables.  The  cables  were  also  published  by  other 
national  and  international  media  organizations,  including  The 
New  York  Times,  The  Guardian,  Der  Spiegel,  Le  Monde,  and  El 
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Pais.  To  our  knowledge,  the  U.S.  government  has  never 
officially  confirmed  or  denied  whether  any  of  the  cables  are 
indeed  classified.  However,  the  government  has  targeted  and 
threatened  Mr.  Assange,  Wikileaks,  and  their  supporters, 
employees  and  contractors  around  the  world  with  criminal 
prosecution  arising  from  their  journalistic  activities. 

Although  the  U.S.  government  has  never  successfully 
prosecuted  anyone  accused  of  soliciting  or  receiving  allegedly 
classified  information,  federal  prosecutors  have  reportedly 
convened  a  grand  jury  in  the  Eastern  District  of  Virginia  to 
investigate  whether  Mr.  Assange  conspired  with  Army  Private 
Bradley  Manning  to  violate  the  Espionage  Act  of  1917,  18  U.S.C. 

§  793  et  seq. ,  and  other  federal  laws.  The  grand  jury 
investigation  —  conducted  entirely  in  secret,  without  any 
involvement  permitted  by  defense  counsel,  and  in  a  district  with 
the  highest  concentration  of  military  and  government  jurors  in 
the  United  States  —  so  far  has  included  the  issuance  of 
subpoenas  that  reportedly  name  Mr.  Assange,  Wikileaks  and 
Private  Manning.  These  production  orders  have  been  served  in 
relation  to  Wikileaks'  supporters  on  media  companies  such  as 
Google  and  Twitter . 

In  addition,  and  of  paramount  importance  here.  Private 
Manning  was  arrested  in  May  2010  in  Iraq  on  suspicion  that  he 
provided  the  diplomatic  cables  (and  possibly  other  allegedly 
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classified  information)  to  Mr.  Assange  and/or  Wikileaks. 

Private  Manning  now  faces  the  possibility  of  court-martial  for 
offenses  including  aiding  the  enemy  in  violation  of  Article  104 
of  the  Uniform  Code  of  Military  Justice.  These  offenses  are 
serious  but  wholly  unproven.  There  is  strong  evidence  that 
Private  Manning  has  nonetheless  suffered  serious  human  rights 
violations  as  a  result  of  these  unproven  claims,  including 
prolonged  isolation  and  sensory  deprivation,  and  other  torture 
or  cruel,  inhuman  and  degrading  treatment  reminiscent  of  the 
worst  abuses  at  Guantanamo  Bay.  The  U.S.  government  has  notably 
refused  to  allow  the  United  Nations  Special  Rapporteur  for 
Torture  to  adequately  assess  Private  Manning's  treatment  and 
conditions . 

It  is  in  this  context  that  Private  Manning's  Article  32 
hearing  is  scheduled  to  commence  at  Ft.  Meade,  Maryland,  on 
Friday,  December  16,  2011.  Notwithstanding  the  intense  public 
interest  in  this  case,  and  Petitioners'  obvious,  unique  interest 
in  these  proceedings,  as  described  below  the  limited  procedures 
established  to  allow  public  access  to  the  proceedings  are 
plainly  insufficient  to  ensure  that  Mr.  Assange  and  Wikileaks, 
by  and  through  their  counsel,  are  able  fully  and  adequately  to 
observe  the  proceedings  and  safeguard  their  rights  and 
interests,  as  well  as  Private  Manning's  legal  and  humanitarian 
rights  and  the  right  of  the  public  access  to  the  proceedings. 
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Indeed,  Respondents  have  failed  and  refused  to  guaranty  access 
to  Petitioners'  counsel  despite  repeated  communications  and 
requests  via  telephone,  email  and  letter  to  the  U.S.  Army 
District  of  Washington  Public  Affairs  Office  and  officials  at 
Ft.  Meade.  See,  e.g.,  Attachment  (letter  requesting  access). 

Accordingly,  the  failure  and  refusal  to  respond  to 
Petitioners'  request  for  guaranteed  access  to  the  Article  32 
hearing  in  this  case,  and  the  lack  of  adequate  capacity 
otherwise  to  accommodate  the  media  and  other  interested  parties 
such  as  Mr.  Assange  and  Wikileaks,  constitutes  a  constructive, 
blanket  denial  of  public  access  to  the  proceedings.  Petitioners 
thus  request  that  the  Court  grant  relief  as  follows. 

Specific  Relief  Sought 

1.  Petitioners  request  a  writ  of  mandamus  to  compel  the 
Investigating  Officer  assigned  to  preside  over  the  Article  32 
hearing  in  this  case  to  provide  and  guaranty  access  for  counsel 
for  Petitioners  to  the  proceedings  in  their  entirety. 

2.  Petitioners  request  a  writ  of  prohibition  to  reverse 
and  undo  the  current  procedures  affording  limited  access  to  the 
Article  32  hearing,  which  constitute  a  constructive,  blanket 
denial  of  the  right  of  public  access  to  the  proceedings. 

3.  Alternatively,  Petitioners  request  an  order  staying 
the  Article  32  hearing  in  order  to  allow  the  Court  to  consider 
this  Petition,  and  to  allow  Petitioners  to  seek  any  further 
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judicial  relief  which  may  be  necessary  to  protect  Petitioners' 
rights  and  interests  in  these  proceedings. 

Reasons  for  Granting  the  Writs 

The  Court  should  grant  the  requested  relief,  pursuant  to 
the  All  Writs  Act,  28  U.S.C.  §  1651(a),  to  open  the  proceedings 
and  ensure  access  for  the  public  generally  and  for  Mr.  Assange 
and  Wikileaks  specifically.  Relief  should  be  granted  because 
this  matter  involves  exceptional  circumstances  warranting  the 
Court's  intervention  at  this  time,  relief  has  been  requested  but 
cannot  be  obtained  in  any  other  form  or  in  any  other  court,  and 
issuance  of  the  writs  will  aid  the  Court's  jurisdiction. 
Respondents'  decision  effectively  to  close  the  proceedings  and 
deny  access  to  Petitioners,  particularly  given  their  unique 
interest,  is  clearly  erroneous  and  amounts  to  usurpation  of 
authority . 

A.  Right  of  Public  Access 

The  Court's  authority  to  act  on  the  merits  of  this  Petition 
and  grant  relief  is  clear  and  indisputable.  See  Denver  Post  Co. 
v.  United  States ,  Army  Misc.  20041215  (A.C.C.A.  2005),  available 
at  2005  CCA  LEXIS  550  (exercising  jurisdiction  and  granting  writ 
of  mandamus  to  allow  public  access  to  Article  32  proceedings) . 
Equally  established  and  uncontroversial  is  the  right  of  public 
access  to  judicial  proceedings,  including  Article  32  hearings, 
which  may  be  overcome  only  on  a  "case-by-case,  witness-by- 
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witness,  and  circumstance-by-circumstance  basis."  ABC,  Inc.  v. 
Powell,  47  M.J.  363,  365  (C.A.A.F.  1997),  available  at  1997  CAAF 
LEXIS  74.  The  right  of  public  access  is  rooted  in  the  common 
law  and  the  First  Amendment  to  the  United  States  Constitution. 
See,  e.g.,  Nixon  v.  Warner  Commc'ns,  Inc.,  435  U.S.  589,  597 
(1978);  In  re  Washington  Post  Co.,  807  F.2d  383,  390  (4th  Cir . 
1986);  Washington  Post  Co.  v.  Robinson,  935  F.2d  282,  287  (D.C. 
Cir.  1991). 

The  right  of  public  access  exists  to  ensure  that  courts 
have  a  "measure  of  accountability"  and  to  promote  "confidence  in 
the  administration  of  justice."  United  States  v.  Amodeo,  11 
F .  3d  1044,  1048  (2d  Cir.  1995).  Access  to  information  is 
especially  important  when  it  concerns  matters  relating  to 
national  defense  and  foreign  relations,  where  public  scrutiny  is 
the  only  effective  restraint  on  government.  See  New  York  Times 
v.  United  States,  403  U.S.  713,  728  (1971)  (Stewart,  J., 
concurring)  ("In  the  absence  of  the  governmental  checks  and 
balances  present  in  other  areas  of  our  national  life,  the  only 
effective  restraint  upon  executive  policy  and  power  in  the  areas 
of  national  defense  and  international  affairs  may  lie  in  an 
enlightened  citizenry  —  in  an  informed  and  critical  public 
opinion  which  alone  can  here  protect  the  values  of  democratic 
government . " ) . 
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The  Supreme  Court  has  repeatedly  stated  that  openness  has  a 
positive  effect  on  the  truth-determining  function  of 
proceedings.  See  Gannett  Co.  v.  DePasquale,  443  U.S.  368,  383 
(1979)  ("Openness  in  court  proceedings  may  improve  the  quality 
of  testimony,  induce  unknown  witnesses  to  come  forward  with 
relevant  testimony,  cause  all  trial  participants  to  perform 
their  duties  more  conscientiously");  Richmond  Newspapers ,  Inc. 
v.  Virginia ,  448  U.S.  555,  596  (1980)  (open  trials  promote  "true 
and  accurate  fact-finding")  (Brennan,  J.,  concurring);  Globe 
Newspaper  Co.  v.  Superior  Court ,  457  U.S.  596,  606  (1982) 
("[Pjublic  scrutiny  enhances  the  quality  and  safeguards  the 
integrity  of  the  factfinding  process.");  see  also  Brown  & 
Williamson  Tobacco  Corp.  v.  FTC ,  710  F.2d  1165,  1179  (6th  Cir. 
1983)  (Gannett' s  beneficial  "fact-finding  considerations" 
militate  in  favor  of  openness  "regardless  of  the  type  of 
proceeding") .  This  effect  is  tangible,  not  speculative:  the 
Court  has  held  that  openness  can  affect  outcome.  Accordingly, 
if  the  government  attempts  to  restrict  or  deny  the  right  of 
access,  it  bears  the  burden  of  by  showing  that  the  limitation  is 
necessary  to  protect  a  compelling  government  interest  and  is 
narrowly  tailored  to  serve  that  interest.  See,  e.g.,  Robinson, 
935  F . 2d  at  287. 

In  contravention  of  these  authorities.  Petitioners  are 
informed  and  believe  that  Respondents  in  this  case  have  set 
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aside  only  about  eight  seats  in  the  Article  32  hearing  room,  for 
members  of  the  media  selected  by  the  U.S.  Army  District  of 
Washington  Public  Affairs  Office,  based  on  undisclosed  criteria. 
They  also  understand  that  a  limited  number  of  other  members  of 
the  media  and  the  general  public  will  be  selected  by  lottery  to 
observe  the  proceedings  in  an  overflow  room  via  limited  video 
feed.  These  procedures  are  plainly  insufficient  to  ensure  that 
Wikileaks  and  Mr.  Assange,  by  and  through  their  counsel,  are 
able  fully  and  adequately  to  observe  the  proceedings  and 
safeguard  their  rights  and  interests. 

B.  Due  Process  Rights 

These  rights  and  interests  of  Mr.  Assange  and  Wikileaks  may 
include,  among  others,  their  Fifth  Amendment  due  process  rights 
and  their  Sixth  Amendment  interest  in  confronting  any 
allegations  against  them,  particularly  as  relates  to  the  grand 
jury  investigation  in  the  Eastern  District  of  Virginia,  which  is 
apparently  targeting  Mr.  Assange  in  connection  with  matters  that 
will  likely  be  addressed  at  Private  Manning's  Article  32 
hearing.  Access  is  also  important  to  protect  Private  Manning's 
legal  right  to  a  fair  and  impartial  hearing,  and  his 
humanitarian  right  to  be  free  of  torture  and  other  unlawful 
abuse,  as  well  as  the  general  right  of  public  access  to  the 
proceedings . 
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As  set  forth  above.  Petitioners'  unique  interest  in  these 
proceedings  is  obvious.  If  prior  official  statements  relating 
to  Private  Manning  -  both  on  and  off  the  record  -  are  to  be 
believed,  it  is  nearly  certain  that  allegations  regarding  Mr. 
Assange  and  Wikileaks  will  be  disclosed  in  these  proceedings. 

See,  e.g.,  Ellen  Nakashima  &  Jerry  Markon,  WikiLeaks  Founder 
Could  Be  Charged  Under  Espionage  Act,  Wash.  Post,  Nov.  30,  2010 
(quoting  Attorney  General  Eric  Holder  and  other  government 
sources);  Charlie  Savage,  U.S.  Tries  to  Build  Case  for 
Conspiracy  by  Wikileaks,  N.Y.  Times,  Dec.  15,  2010  (same). 

Mr.  Assange  and  Wikileaks  need  to  know  what  those 
allegations  may  include  in  order  to  ensure  the  proceedings  are 
as  open,  honest  and  transparent  as  possible.  Consistent  with 
the  fact-finding  purpose  of  open  trials,  which  the  Supreme  Court 
has  held  may  affect  their  outcome,  Petitioners'  counsel  must 
have  the  ability  to  observe  the  proceedings  in  their  entirety  in 
order  to  evaluate  live  witness  testimony  and  other  evidence  as 
it  is  presented.  Counsel  also  must  have  access  to  the  hearing 
room  (rather  than  the  overflow  room)  so  that  they  may  object  and 
request  permission  to  be  heard  if  the  Investigating  Officer 
determines  that  it  may  be  necessary  to  close  portions  of  the 
hearing.1  Factual  assertions  made  in  these  proceedings  may  well 

1  To  the  extent  that  portions  of  the  proceedings  may  be  closed  to 
protect  classified  information,  CCR  requests  that  its  attorneys 
who  already  hold  security  clearances  be  allowed  to  observe  the 
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be  erroneous,  and  counsel  for  Wikileaks  and  Mr.  Assange  are  in 
the  best  position  to  evaluate  them  and  promptly  correct  the 
record  as  may  be  necessary  to  prevent  further  substantial 
prejudice  to  Private  Manning,  and  to  protect  the  interests  of 
Mr.  Assange,  Wikileaks  and  their  supporters  in  connection  with 
these  proceedings  and  other  ongoing  or  possible  future 
proceedings  here  and  abroad,  including  the  grand  jury 
investigation  and  any  threatened  prosecution  of  Mr.  Assange,  as 
well  as  any  request  for  his  extradition  to  the  United  States. 
Transparency  and  accountability  are  especially  important  in 
military  proceedings  such  as  these  because  "military  trial 
courts  in  our  country  are  not  standing  or  permanent  courts,"  and 
may  be  convened  by  various  commanding  officers  without  any 
centralized  oversight  at  the  trial  stage.  See  Eugene  R.  Fidell, 
Accountability,  Transparency  &  Public  Confidence  in  the 
Administration  of  Military  Justice,  9  Green  Bag  2d  361  (2006). 


closed  sessions  on  the  ground  that  Wikileaks  and  Mr.  Assange 
plainly  have  a  "need  to  know"  all  information  concerning  them. 
For  example,  it  would  be  necessary  for  counsel  to  evaluate 
whether  information  was  improperly  deemed  classified  in  order  to 
conceal  evidence  of  illegality  or  prevent  embarrassment  to  the 
Executive  Branch.  At  a  minimum,  the  proceedings  should  be 
delayed  to  permit  a  "need  to  know"  determination  to  be  made  by 
the  relevant  agencies  and  reviewed  by  the  courts. 
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Conclusion 

For  these  reasons,  the  Petition  should  be  granted. 

Date:  New  York,  New  York 

December  15,  2011 

Respectfully  submitted. 


/s/  Baher  Azmy _ 

Vincent  Warren,  Executive  Director 
Baher  Azmy,  Legal  Director 
Michael  Ratner,  President  Emeritus 
CENTER  FOR  CONSTITUTIONAL  RIGHTS 
666  Broadway,  7th  Floor 
New  York,  New  York  10012 
Tel:  (212)  614-6464 
Fax:  (212)  614-6499 

Counsel  for  Julian  Assange 
and  Wikileaks2 


2  Petitioners'  counsel  are  not  admitted  to  practice  before  the 
Court  and  therefore  request  permission,  pursuant  to  Rule  8(c)  of 
the  Courts  of  Criminal  Appeals  Rules  of  Practice  and  Procedure, 
to  appear  pro  hac  vice  for  the  limited  purpose  of  litigating 
this  Petition.  Good  cause  exists  to  grant  this  request  given 
the  emergency  nature  of  the  relief  requested  and  the  serious 
nature  of  the  issues  at  stake  in  this  case.  Counsel  are  members 
in  good  standing  of  the  bar  in  New  York  State,  and  are  admitted 
to  practice  before  various  federal  courts. 
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Certificate  of  Service 

I  hereby  certify  on  this  15th  day  of  December  2011,  I 
caused  the  foregoing  Petition  for  Extraordinary  Relief  to  be 
filed  with  the  Court,  via  facsimile  and  overnight  mail,  and 
served  on  Respondents,  via  overnight  mail,  at  the  following 
addresses : 


U.S.  Army  Court  of  Criminal  Appeals 
Office  of  the  Clerk  of  Court 
9275  Gunston  Road 
Fort  Belvoir,  VA  22060-5546 
Fax:  703-806-0124 

-  and  - 

Clerk  of  Court 

U.S.  Army  Judiciary  (JALS-CC) 

901  North  Stuart  Street,  Suite  1200 
Arlington,  VA  22203-1837 
Fax:  703-696-8777 

-  and  - 

Lt.  Col.  Paul  Almanza 
U.S.  Army  Reserve  Judge 
150th  Legal  Support  Organization 
Ft.  Meade,  MD  20755 


/s/  Baher  Azmy 
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December  13,  201 1 


Via  Federal  Express 

Investigating  Officer 
c/o  Military  District  of  Washington 
Public  Affairs  Office 
1 03  Third  Avenue 
Washington,  D.C.  20319 

Re:  United  States  v.  Bradley  Manning 

Dear  Sir: 

The  Center  for  Constitutional  Rights  (CCR)  represents  the  Wikileaks  media  organization  and 
its  publisher  Julian  Assange  regarding  access  to  the  Article  32  proceedings  in  United  States  v.  Bradley 
Manning ,  scheduled  to  begin  at  Fort  Meade,  Maryland,  on  December  1 6,  201 1 .  We  request  that  you 
allocate  two  seats  in  the  hearing  room,  for  a  CCR  attorney  and  for  Mr.  Assange’s  non-U. S.  counsel 
Jennifer  Robinson,  so  that  they  may  observe  the  proceedings  on  behalf  of  our  clients. 

We  understand  from  telephone  calls  and  written  communications  with  the  U.S.  Army  District 
of  Washington  Public  Affairs  Office  and  officials  at  Fort  Meade  that  only  about  eight  seats  in  the 
hearing  room  will  be  set  aside  for  members  of  the  media  selected  by  the  Public  Affairs  Office.  We 
also  understand  that  a  limited  number  of  other  members  of  the  media  and  the  general  public  will  be 
selected  by  lottery  to  observe  the  proceedings  in  an  overflow  room  via  limited  video  feed.  These 
procedures  are  plainly  insufficient  to  ensure  that  Wikileaks  and  Mr.  Assange,  by  and  through  their 
counsel,  are  able  fully  and  adequately  to  observe  the  proceedings  and  safeguard  their  rights  and 
interests,  including  under  the  Fifth  and  Sixth  Amendments  to  the  Constitution,  as  well  as  Private 
Bradley  Manning’s  legal  and  humanitarian  rights  and  the  right  of  public  access  to  the  proceedings. 

Our  clients’  unique  interest  in  these  proceedings  is  obvious.  For  more  than  a  year,  there  has 
been  intense  worldwide  speculation  that  hundreds  of  thousands  of  allegedly  classified  diplomatic 
cables  published  by  Wikileaks  -  as  well  as  The  New  York  Times,  The  Guardian,  and  other  international 
media  organizations  -  were  provided  to  Wikileaks  and  Mr.  Assange  by  Private  Manning.  There  is 
strong  evidence  that  Private  Manning  has  suffered  serious  human  rights  violations  as  a  result  of  those 
unproven  claims,  including  prolonged  isolation  and  sensory  deprivation,  and  other  torture  or  cruel, 
inhuman  and  degrading  treatment  reminiscent  of  the  worst  abuses  at  Guantanamo  Bay.  (Throughout 
all  of  his  detention,  the  U.S.  government  has  refused  to  allow  the  United  Nations  Special  Rapporteur 
for  Torture  to  adequately  assess  Private  Manning’s  treatment  and  conditions.)  If  prior  official 
statements  relating  to  Private  Manning  are  to  be  believed,  it  is  nearly  certain  that  allegations  regarding 
Wikileaks  and  Mr.  Assange  will  be  disclosed  in  these  proceedings. 
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Mr.  Assange  and  Wikileaks  need  to  know  what  those  allegations  may  include  in  order  to  ensure 
the  proceedings  are  as  open,  honest  and  transparent  as  possible.  Their  counsel  must  have  the  ability  to 
observe  the  proceedings  in  their  entirety  in  order  to  evaluate  live  witness  testimony  and  other  evidence 
as  it  is  presented.*  Factual  assertions  made  in  these  proceedings  may  well  be  erroneous,  and  counsel 
for  Wikileaks  and  Mr.  Assange  are  in  the  best  position  to  evaluate  them  and  promptly  correct  the 
record  as  may  be  necessary  to  prevent  further  substantial  prejudice  to  Private  Manning,  and  to  protect 
the  interests  of  Mr.  Assange,  Wikileaks  and  their  supporters  in  connection  with  these  proceedings  and 
other  ongoing  or  possible  future  proceedings  here  and  abroad.  Transparency  and  accountability  are 
especially  important  in  military  proceedings  such  as  these  because  “military  trial  courts  in  our  country 
are  not  standing  or  permanent  courts,"  and  may  be  convened  by  various  commanding  officers  without 
any  centralized  oversight  at  the  trial  stage.  See  Eugene  R.  Fidell,  Accountability,  Transparency  & 
Public  Confidence  in  the  Administration  of  Military  Justice,  9  Green  Bag  2d  361  (2006). 

Mr.  Assange  also  notably  has  a  particular  personal  interest  in  the  Article  32  proceedings 
because  it  appears  that  federal  prosecutors  in  the  Eastern  District  of  Virginia  have  been  issuing 
subpoenas  to  supporters  of  Wikileaks  in  order  to  investigate  matters  that,  based  on  prior  official 
statements,  will  likely  be  addressed  in  Private  Manning's  Article  32  proceedings.  It  has  been  reported 
that  these  subpoenas  are  the  result  of  a  grand  jury  process  that  has,  as  is  the  norm  in  the  United  States, 
taken  place  entirely  in  secret  without  any  involvement  permitted  by  defense  counsel,  in  a  district  that 
has  the  highest  concentration  of  military  and  government  jurors  in  the  nation.  The  names  of  Mr. 
Assange,  Wikileaks.  and  Private  Manning  reportedly  appear  on  many  of  the  production  orders  coming 
out  of  this  grand  jury  process  that  have  been  served  in  relation  to  Wikileaks'  supporters  on  companies 
such  as  Google  and  Twitter. 

Moreover,  guaranteed  access  for  media  organization  such  as  Wikileaks  and  its  publisher  Mr. 
Assange  is  necessary  to  ensure  public  access  to  the  proceedings,  which  is  protected  at  common  law 
and  by  the  First  Amendment  to  the  Constitution.  Indeed,  given  the  intense  public  interest  in  this  case, 
we  are  concerned  that  the  lack  of  adequate  capacity  to  accommodate  the  media  and  other  interested 
parties  such  as  Wikileaks  and  Mr.  Assange  may  result  in  a  constructive,  blanket  denial  of  public  access 
to  the  proceedings.  See  Denver  Post  Co.  v.  United  States,  Army  Misc.  20041215  (A.C.C.A.  2005), 
available  at  2005  CCA  LEXIS  550  (granting  writ  of  mandamus  to  allow  public  access  to  Article  32 
proceedings). 

In  sum,  counsel  for  Mr.  Assange  and  Wikileaks  have  a  professional  duty  of  care  which  must  be 
exercised  not  only  for  the  benefit  of  our  clients  but  also  for  others  whose  life  or  liberty  is  at  risk, 
including  alleged  sources  such  as  Private  Manning  as  well  as  WikiLeaks  supporters,  employees  and 
contractors  who  have  been  subject  to  U.S.  government  surveillance  in  relation  to  their  constitutionally- 
protected  activities.  We  hope  that  you  will  approve  our  request  for  guaranteed  access  to  these  Article 
32  proceedings.  We  further  ask  for  your  response  by  no  later  than  the  close  of  business  on 


*  To  the  extent  that  portions  of  the  proceedings  may  be  closed  to  protect  classified  information,  CCR  requests  that 

its  attorneys  who  already  hold  security  clearances  be  allowed  to  observe  the  closed  sessions  on  the  ground  that  Wikileaks 
and  Mr.  Assange  plainly  have  a  “need  to  know”  all  information  concerning  them.  For  example,  it  would  be  necessary  for 
counsel  to  evaluate  whether  information  was  improperly  deemed  classified  in  order  to  conceal  evidence  of  illegality  or 
prevent  embarrassment  to  the  Executive  Branch.  At  a  minimum,  the  proceedings  should  be  delayed  to  permit  a  “need  to 
know”  determination  to  be  made  by  the  relevant  agencies  and  reviewed  by  the  courts. 


Wednesday,  December  14,  201 1,  so  that  we  may  seek  any  relief  which  may  be  necessary  in  court.  Mr. 
Azmy,  CCR’s  legal  director,  may  be  reached  by  phone  at  (212)  614-6427. 

Very  truly  yours. 


cc:  Jennifer  Robinson 

Convening  Authority 


Baher  Azmy 
Vince  Warren 
Michael  Ratner 


Exhibit  Offered  But  Not 
Considered 


Investigating  Officer  Exhibit  #4(D) 


IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

)  SEALED  DEFENSE  STIPULATION 

v.  )  OF  EXPECTED  TESTIMONY 

) 

MANNING,  Bradley  E.,  PFC  ) 

U.S.  Army,  xxx-xx-^^B  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED  17  December  2011 
FortMyer,  VA  22211  ) 


1 .  Pursuant  to  Rule  for  Courts-Martial  (R.C.M.)  1 103  A  the  defense  files  this  sealed  stipulation 
of  expected  testimony  under  R.C.M.  405(g)(4)(A)(v).  It  is  hereby  stipulated  by  the  Defense, 
with  the  express  consent  of  PFC  Bradley  E.  Manning,  the  Accused,  that  if  Ms.  Jihrleah  W. 
Showman  were  asked  at  this  Article  32  hearing,  she  would  testify  the  following: 

In  the  July  or  August  2009  timeframe,  I  was  verbally  counseling  PFC  Manning.  During  the 
counseling  session,  PFC  Manning  was  not  paying  attention  to  me.  I  could  tell  by  his  body 
language  that  he  seemed  disinterested.  I  then  raised  my  voice  to  get  his  attention.  I  asked  in 
why  did  he  join  the  United  States  Army.  He  told  me  that  he  joined  the  military  for  the 
educational  benefits.  I  then  tapped  the  flag  on  my  shoulder  and  then  said  what  does  this  flag 
mean  to  you.  PFC  Maiming  told  me  the  flag  meant  nothing  to  him  and  that  he  belonged  to  no 
people.  He  then  said  he  had  no  allegiance  to  this  country.  I  became  very  upset  at  this  point  with 
him.  I  told  SFC  Adkins  about  this  statements  by  PFC  Manning  and  said  that  PFC  Manning 
needed  to  be  taken  to  mental  health. 

2.  The  defense  offers  this  stipulation  in  order  to  avoid  having  to  elicit  this  testimony  from  Ms. 
Showman  or  from  any  other  individual  in  open  court.  The  defense  requests  that  the  Investigating 
Officer  direct  the  government  not  to  elicit  this  testimony  from  Ms.  Showman  or  any  other 
witnesses.  The  defense  further  requests  that  the  Investigating  Officer  direct  the  government  to 
refer  to  this  testimony  as  Testimony  “X”  during  its  argument. 


Accused 
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Closed  Hearing  Checklist 


All  spectators  have  been  cleared  out  of  the  courtroom. 

. 

All  remaining  personnel  possess  a  valid,  SJA  issued  security  badge. 

'ok 

Guards  are  posted  outside  courtroom  entrances. 

Classified  recording  equipment  is  in  place. 

tyn 

Audio  and  video  feed  to  the  MOC  and  the  theater  has  been  severed. 

Signed 


Time  t'TfS'  Date 
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UNCLASStt-vtED  (SECRET//NOFORN  w/  EN^OSURE) 


REPLY  TO 
ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


15  December  201 1 


MEMORANDUM  FOR  LTC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
VA  22310 

SUBJECT:  Request  for  a  Closed  Session  of  the  Article  32  Investigation  -  United  States  v.  PFC 
Bradley  Manning 

1.  The  United  States  requests  you  close  the  Article  32  investigation  so  that  you  may  hear 
testimony  relating  to  the  following  classified  evidence: 

a.  Specification  3  of  Charge  II  (BATES  #  00378084  -  00378086  &  00378087  -  00378090). 
The  existence  of  these  underlying  documents  is  classified  and  open  testimony  about  these 
documents  is  classified.  See  Enclosure. 

b.  Specific  Testimony  of  S  A  David  Shaver.  SA  Shaver  will  testify  to  the  manner  and 
method  the  accused  allegedly  used  to  access  BATES  00378084  -  00378086  &  00378087  — 
00378090  and  provide  them  to  a  person  or  persons  not  entitled  to  receive  them. 

2.  The  United  States  requests  this  closed  session,  and  deems  it  necessary  based  on  the  following 
facts: 

a.  The  documents  are  properly  classified; 

b.  Protecting  this  classified  information  from  public  disclosure  is  an  overriding  interest; 

c.  The  overriding  interest  of  protecting  this  classified  information  outweighs  the  value  of  an 
open  proceeding;  and 

d.  The  United  States  considered  other  methods  of  protecting  the  information,  but  no  lesser 
methods  short  of  closing  the  proceeding  can  be  used  to  protect  that  interest  and  adequately 
present  evidence  on  the  relevant  charge  and  specification. 


Enel 


CPT,  JA 
Trial  Counsel 


as 
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Open  Hearing  Checklist 


Classified  display  laptop  (if  used)  is  disconnected  and  secured.  ( 

Secured  all  classified  material  from  the  10  Support  Paralegal. 

'Wn 

Secured  all  classified  material  from  the  TC. 

Wn 

Secured  all  classified  material  from  the  DC. 

Secured  all  classified  material  from  the  10. 

The  courtroom  safe  is  locked. 

W/9  .. 

Unclassified  recording  equipment  is  in  place. 

QtL 

Signed 


Time  Date  /g  Pea  Jo'/ 


\Wb  -QFCR«  EXHIBIT 


o 


a 


Closed  Hearing  Checklist 


All  spectators  have  been  cleared  out  of  the  courtroom. 


All  remaining  personnel  possess  a  valid,  SJA  issued  security  badge. 


Guards  are  posted  outside  courtroom  entrances. 


Classified  recording  equipment  is  in  place. 


Audio  and  video  feed  to  the  MOC  and  the  theater  has  been  severed. 
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Open  Hearing  Checklist 


Classified  display  laptop  (if  used)  is  disconnected  and  secured. 

Secured  all  classified  material  from  the  10  Support  Paralegal. 

Secured  all  classified  material  from  the  TC. 

cS, 

Secured  all  classified  material  from  the  DC. 

. . 

Secured  all  classified  material  from  the  10. 

The  courtroom  safe  is  locked. 

<£L 

Unclassified  recording  equipment  is  in  place. 

w9 

Time  /& /pf  Date  / 
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H  f*  r'  Keychain  Access 

ifi'JSis 

Keychains 

S'  login 
li  Symantec 

0*  totfn 

&  System 

0  System  Roots  ^ 

Gate  Mod  h«i  Exsves 

SeycAain 

Q  l$ZA$$A.l 

internal  password 

Feb  6,  2010  1214:36  PM 

login 

t$2,l«8.1.1 

internet  password 

Feb  T,  2010  iI:S3:0GPM  • 

?*>§!« 

^  Adi  am. 

Internet  password 

myi$JU&l&Z7'$7M  — 

login 

1  &  MmX27.MA 

Internet  password 

Apr  2. 2010  10:20:03- AM  w  ; 

login 

0  AIM.breart«a,*.n?armmg 

Internet  password 

May  25.  2010 30:28:33  AM  - 

iogm 

Q  AtM.breaasa.«.maoni«g^gHt^co«t 

Internet  password 

May  25,  2010  10:22:5?  AM  -- 

login 

jA;  AppsolD 

application  password 

iaa  25,  2050  11:0*11  AM  • 

login 

Calory  1  A 

Airport  network  pa. 

|ao  28.  2010  10.06:02  m  •• 

login  ;; 

•  Ail  Items  O  j*bw.da^etwOf5i®fabber.«c<l* 

Internet  password 

Apr  2, 2010  ID  2Q  08  AM  ~ 

login 

"'  Passwords  &  |»^4atoerxcc.<hgjrt«w.«9 

^  jabber.ftithapJ 

Internet  password 

Mar  2, 2010 11:42:4?  AM  ■■■• 

login 

internet  password 

janls,  2310  1:54,4 1PM 

login 

Secure  fetes  ^ 

internet  password 

Feb  20s  2010  S:2?:32fM  V  ;  . 

login 

My  Certificates  ^  jj^cej.prcssassociadcrr^abfeer.osg 

internet  password 

Feb  20, 2010  6:25:45  PM  ~~ 

login 

^  K**S  0  M$N4«aotPSsrtto<^#^tmaa.<i>m 

internet  password 

Mar  24,20104  16:02  W  :  . .  : 

login 

p  Certificates  ^  safari  Forms  AutoRil 

application  password 

Jan  25.  2010  1 1:32  23  AM  '«► 

login 

^  vsdeo.dmg 

I 

I 

a. 

Feb  24, 20 10  ?;31.$6  AM  - 

login 

Q  Aww/dteam5iry,cem 

internet  password 

May  0,20108:42:48  PM  - 

login 

:  '0  www.tacsbooii.cotn 

internet  password 

Apr  23,  2020  5:03.33  PM  ">■•- 

login 

0  wwanfaw bosk.com 

internet  password 

May  24,  2020  5: 2141  AM  — 

login 

^  wwwgeogle.cotr! 

:.  internet  password 

May  20, 2010  6:03:31  PM  •>  - 

'  login 

0  www.pegte.com 

internet  password 

May  20. 2020  6:03 :3i  M  ** 

login 
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M  fO fw*f«  afthhflS  junk 

•  YouW  . . ■  . 

,  of  ordinal  Xeliaterai  Murder*  Video  I2:M  AH. 

%  >  new*  ep^nytwetoom  m  ether  setton*  * 

Jm%  a  tipi 

Mo-nymlty  very  much  preferred  ploaseu 

the  following  unit©  have  original  copies  of  the  video  spreading  around 
the  Internet? 

4i.h  Brigade  C embat  team,  10th  Mountain  Division  (Fort  Folk*  Loeiaiana? 

3rd  Brigade  Combat  Tea»r  ©2nd  Airborne  Division  (Fort  Bragg,  South  Caroliaa) 

2nd  Brigade  Combat  Team*  I 0th  Mountain  Division  (FOB  Hammer*  Iraq) 

The  complete  videos  (38  minutes  in  length  at  Windows  Media.  Video* 

%wmv*%  format),  ere  used  by  JM  officers  in  those  unite  for  training 
purposes-.  The  *ba»f  Modified'’  date  for  those  video*  is  iOslIFM  on  12 
July*  2007. 

The  video  has  frequently  been  watched  and  spread  around,  by  various 
military  personnel  on  classified  networks  at  entertainment  for  at  leant 
a.  year. 

Anonymity  very  much  preferred  please. 


v/r 

Manning*  Bradley  1. 


£ 


C 


o 


i/ 


You  can  currently  contact  our  investigations  editor  directly  in  Iceland  +354  862  3481  ;  24  hour 
service;  ask  for  "Julian  Assange". 
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1  Criminal  Event 

1  Kidnapping 

2  Looting 

3  Murder 

4  Smuggling 

2  Enemy  Action 

1  Ambush 

2  Assassination 

3  Direct  Fire 

4  Indirect  Fire 

5  Raid 

6  SAFIRE 

7  Sniper  Ops 

3  Explosive  Hazard 

1  IED  Explosion 

2  IED  Found  /  Cleared 

3  IED  Hoax 

4  IED  Suspected 

5  Interdiction 

6  Unexploded  Ordnance 

4  Friendly  Action 

1  Cache  Found  /  Cleared 

2  Close  Air  Support 

3  Cordon  Search 

4  Escalation  of  Force 

5  Other 

6  Raid 

5  Friendly  Fire 

1  Blue-Blue 

2  Blue-Green 

3  Green-Blue 

4  Green-Green 

6  Non-Combat  Event 
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TASK: 


4s?  Q 

Acquire  and  exfiltrate  Global  Address  List  from  United  states 
Forces  -  Iraq  (USF-I)  Microsoft  outlook  /  Sharepoint  Exchange 
server 

PURPOSE:  To  e-mail  classified  messages  from  USF-I 's  cidne  event  log 

from  2004  to  2009. 

METHOD:  Acquire  document 

ENDSTATE: 

TARGET:  United  States  Forces  -  Iraq  (USF-I)  outlook  /  Sharepoint  Exchange  Server 

OB3ECTIVE: 
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ACTIONABLE-  INTELLIGENCE  TO  THE  WARFIGHTER 


US  DEPARTMENT  OF  DEFENSE  WARNING  STATEMENT 


You  are  accessing  a  U  S.  Government  (USG)  Information  System  (IS)  that  is 
j  provided  for  USG -authorized  use  only.  By  using  this  IS  (which  includes  any 
I  device  attached  to  this  IS,  you  consent  to  the  following  conditions:  The  USG 
routinely  intercepts  and  monitors  communications  on  this  IS  for  purposes 
I  including,  but  not  limited  to,  penetration  testing,  COMSEC,  monitoring,  network 
|  operations  and  defense,  personnel  misconduct  (PM),  law  enforcement  (LE),  and 
I  counterintelligence  (Cl)  investigations.  At  any  time,  the  USG  may  inspect  and 
seize  data  stored  on  this  IS.  Communications  using,  or  data  stored  on,  this  IS  are 
I  not  private,  are  subject  to  routine  monitoring,  interception  and  search,  and  may  be;; 
j  disclosed  or  used  for  any  USG  authorized  purpose.  This  IS  includes  security 
I  measures  (e.g.,  authentication  and  access  controls)  to  protect  USG  interests-not 
i  for  your  personal  benefit  or  privacy.  Notwithstanding  the  above,  using  this  IS  does 
i  not  constitute  consent  to  PM,  LE,  or  O  investigative  searching  or  monitoring  of 
I  the  contect  of  priviledged  communications,  or  work  product,  related  to  personal 
I  representation  or  services  by  attorneys,  psychotherapists,  or  clergy,  and  their 
assistants.  Such  communications  and  work  product  are  private  and  confidential. 
See  User  Agreement  or  details. 
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CURRENT  NEWS 


EARLY  BIRD 

March  18,  2010 

Use  of  these  news  items  does  not  reflect  official  endorsement. 
Reproduction  for  private  use  or  gain  is  subject  to  original  copyright  restrictions. 
Item  numbers  indicate  order  of  appearance  only. 


AFGHANISTAN 

1.  Taliban  Hit  Back  In  Maria  With  A  Campaign  Of  Intimidation 

(New  York  Times). ...Rod  Nordland 

The  Taliban  have  begun  waging  a  campaign  of  intimidation  in  Maija  that  some  local  Afghan  leaders  worry  has 
jeopardized  the  success  of  an  American-led  offensive  there  meant  as  an  early  test  of  a  revised  military  approach  in 
Afghanistan. 

2.  Taliban  Using  Fear  In  The  Battle  For  Marjah 

(Philadelphia  Inquirer).... Heidi  Vogt,  Associated  Press 

A  month  after  losing  control  of  its  southern  base  in  Marjah,  the  Taliban  has  begun  to  fight  back,  launching  a 
campaign  of  assassination  and  intimidation  to  frighten  people  from  supporting  the  United  States  and  its  Afghan 
allies. 

3.  Prone  Strike  Said  To  Kill  A  Leader  Of  A1  Qaeda 

(New  York  Times).... David  E.  Sanger 

A  strike  by  an  unmanned  drone  last  week  killed  a  senior  commander  of  A1  Qaeda  who  had  played  a  significant  role 
in  planning  the  killing  of  Central  Intelligence  Agency  operatives  in  late  December  at  a  base  in  Afghanistan, 
according  to  American  officials. 

4.  IED  Attacks  Soaring  In  Afghanistan 

( Washington  Post). ...Craig  Whitlock 

Taliban  fighters  more  than  doubled  the  number  of  homemade  bombs  they  used  against  U.S.  and  NATO  forces  in 
Afghanistan  last  year,  relying  on  explosives  that  are  often  far  more  primitive  than  the  ones  used  in  Iraq. 

5.  MeChrystal  Lays  <M  Campaign  For  Kandahar 

(ArmyTimes.com).... William  H.  McMichael 

Efforts  to  lay  political  and  security  groundwork  in  the  Taliban  stronghold  of  Kandahar  have  already  begun,  even  as 
the  U.S.-led  coalition  continues  efforts  to  pacify  Marjah,  the  U.S.  general  leading  the  effort  said  Wednesday. 

6.  US  Troons  Leave  Border  To  Afghan  Boss  Accused  Of  Graft 

(Reuters.com).... Peter  Graff,  Reuters 

One  of  the  most  important  trade  routes  in  Asia  was  closed  last  week  while  a  boyish-looking  man  everyone  calls  "the 
general"  showed  around  the  commander  of  U.S.  and  NATO  forces  in  Afghanistan. 


(Philadelphia  Inquirer).... Associated  Press 

The  United  States  has  reached  an  agreement  with  other  countries  to  cancel  $1.6  billion  in  debt  owed  by  Afghanistan 
to  creditor  nations  and  international  lending  organizations. 


TERRORISM 
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8.  (,iA  l)irgc«Qr  $ay§  AMacks.Havg  HohhleJ  Al-Qaeda 

(Washington  Post}...  Joby  Warrick  and  Peter  Finn 

Aggressive  attacks  against  al-Qaeda  in  Pakistan’s  tribal  region  have  driven  Osama  bin  Laden  and  his  top  deputies 
deeper  into  hiding  and  disrupted  their  ability  to  plan  sophisticated  operations,  CIA  Director  Leon  Panetta  said 
Wednesday. 

9.  IIS  Military:  Goal  Still  To  Capture  gin  Laden  Alive 

(Washingtonpost.com)... .Anne  Flaherty,  Associated  Press 

The  top  U.S.  commander  in  Afghanistan  said  Wednesday  that  it  remains  the  goal  of  U.S.  troops  to  capture  Osama 
bin  Laden  alive  and  "bring  him  to  justice." 

10.  At  Qaeda  Websites  Present  Growing  Threat.  FBI’s  Mueller  Warns 

(Christian  Science  Monitor  (csmonitor.com))....  Warren  Richey 

The  United  States  faces  an  expanding  array  of  Al  Qaeda-related  threats  that  extend  far  beyond  the  lawless  regions  of 
southwest  Asia  and  into  the  US  itself  via  radical  Islamist  websites,  FBI  Director  Robert  Mueller  told  a  House 
Appropriations  subcommittee  on  Wednesday. 

IRAQ 

1L  Iraqi  Vote  Strips  Away  Unity 

(Los  Angeles  Times).... Ned  Parker 

With  more  than  80%  of  the  votes  tallied  in  Iraq's  parliamentary  elections  and  the  race  still  neck  and  neck,  hopes  that 
the  country  might  move  beyond  its  deep  Shiite-Sunni  divide  appear  to  be  fading  in  a  stew  of  sectarian  politics. 

12.  Vote  Accentuates  Iraq’s  Deep  Splits 

(Washington  Post). ...Leih  Fadel 

The  emerging  results  from  last  week's  parliamentary  elections  have  made  clear  that  Iraq  remains  a  dangerously 
polarized  nation,  with  deep  regional  and  sectarian  schisms  that  could  widen  as  the  U.S.  military  draws  down. 

CONGRESS 

13.  McCaskill  Turns  Up  Heat  On  Earmarks,  Pentagon 

(St.  Louis  Post-Dispatch). ...Bill  Lambrecht 

Sen.  Claire  McCaskill  is  pressing  the  Pentagon  to  release  records  on  billions  of  dollars  in  defense  projects  awarded 
through  congressional  earmarks,  part  of  a  growing  move  to  restrict  lawmakers'  practice  of  directing  expensive 
projects  back  home  to  their  districts  and  states. 

14.  Navv  Stands  By  LCS  Due  Date  As  Hill  Backers  Of  Each  Bidder  Swan  Barbs 

(Defense  Daily).... EmeWe  Rutherford 

Navy  Secretary  Ray  Mabus  said  yesterday  the  service  is  keeping  a  mid- April  deadline  for  industry  bids  on  the 
Littoral  Combat  Ship  (LCS),  amid  concerns  about  the  losing  shipbuilder  protesting  the  contract  award  and  a  call 
from  one  side  to  delay  the  schedule. 

15.  Both  Sides  To  Testify  At  Qay  Ban  Hearing 

(ArmyTimes.com)....  William  H.  McMichael 

Thursday’s  Senate  Armed  Services  Committee  hearing  on  the  “don’t  ask,  don’t  tell”  policy  that  bars  open  service  by 
gays  —  the  second  in  six  weeks  —  will  feature  three  outside  witnesses  who  are  all  former  commissioned  officers. 

16.  Challenges  Remain  In  Battlefield  Contracting 

(DefenseNews.com)..  ..Antonie  Boessenkool 

The  Pentagon  has  made  major  improvements  in  how  it  contracts  for  "contingency"  operations  in  Iraq  and 
Afghanistan  for  jobs  such  as  food  service,  laundry,  construction,  security,  translators  and  logistics,  but  challenges 
remain.  Pentagon  and  Government  Accountability  Office  (GAO)  officials  told  Congress  members  March  1 7. 

17.  Senator  Savs  Solid  Rocket  Motor  Costs  Will  Double,  Navy  Disagrees 

(DefenseNews.  com).. ..  Wi  lliam  Matthews 

Okay,  everyone  agrees  -  the  cost  of  solid  rocket  motors  is  going  up.  The  question  is  how  much.  Sen.  David  Vitter, 
R-La.,  insisted  again  March  1 7  that  the  cost  of  solid  rocket  motors  that  the  U.S.  military  needs  for  its  intercontinental 
ballistic  missiles  will  double  if  President  Barack  Obama  gets  his  way. 
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18.  Personnel  Chiefs  Warn  Against  Cuts  To  Bonuses 

(ArmyTimes.  com) ....  Rick  Maze 

Despite  meeting  all  recruiting  and  retention  goals,  the  service  personnel  chiefs  pleaded  with  a  House  panel 
Wednesday  to  keep  paying  enlistment  and  selective  re-enlistment  bonuses. 


DEFENSE  DEPARTMENT 

19.  Pentagon  Sees  A  Threat  From  QnlineMuckrakers 

(New  York  Times).... Stephanie  Strom 

To  the  list  of  the  enemies  threatening  the  security  of  the  United  States,  the  Pentagon  has  added  WilciLeaks.org,  a  tiny 
online  source  of  information  and  documents  that  governments  and  coiporations  around  the  world  would  prefer  to 
keep  secret. 

20.  Info-Cjathering  Office  Defatted 

(San  Antonio  Express-News) . . . .  Gu i llermo  Contreras 

As  he  bats  down  allegations  that  he  ran  an  off-thc-books  spy  operation  in  Afghanistan  and  Pakistan,  a  civilian 
Defense  Department  official  has  been  locked  out  of  his  office  at  Lackland  AFB  and  remains  cautious  about  who 
visits  him  at  his  San  Antonio  apartment. 

21.  No  Gambling  In  The  POD?  Wanna  Bet? 

(European  Stars  and  Stripes)... Mark  Patton 

As  millions  of  Americans  scramble  to  make  last-minute  adjustments  to  their  NCAA  tournament  brackets,  the 
Defense  Department  is  playing  the  role  of  bracket  buster  before  the  tournament  even  tips  off  Thursday. 

22.  To  Battle  Computer  Hackers.  The  Pentagon  Trains  Its  Own 

(Time.com). ...Mark  Thompson 

After  years  of  building  firewalls  and  other  defenses  against  relentless  hacker  attacks,  the  Pentagon  is  going  oyer  to 
the  dark  side  of  computer  warfare.  Only  ethically,  of  course.  The  Defense  Department,  like  most  large  organizations, 
has  recognized  that  no  wall  is  high  enough  to  keep  out  skilled  and  determined  hackers  for  keeps.  Instead,  it  has 
decided  that  in  order  to  anticipate  and  thwart  those  attacks,  it  needs  to  know  what  the  hackers  know. 


PAKISTAN 

23.  5  Americans  Held  In  Pakistan  Plead  Not  Guilty  To  Terrorism  Charges 

(New  York  Times),...  Waqar  Gillani  and  Jack  Healy 

Five  young  American  Muslims  detained  in  Pakistan  in  December  on  suspicion  of  seeking  to  join  jihadists  in 
Afghanistan  were  formally  charged  Wednesday,  in  a  case  that  added  to  fears  that  Westerners  might  increasingly  be 
turning  to  Islamist-inspired  terrorism. 

24.  Americans  Have  Direct  Access  To  Taliban  No.  2 

(Reuters.com) ....  Adam  Entous,  Reuters 

U.S.  investigators  have  recently  been  given  more  regular  direct  access  to  Pakistani-led  interrogations  of  the  Afghan 
Taliban’s  No.  2  leader,  U.S.  officials  said  on  Wednesday,  one  month  after  his  arrest  was  announced. 


ASIA/PACIFIC 

25.  Kyrgyzstan  Discloses  U.S,  Base  Plan 

(Washington  Post).... News  services 

Officials  in  the  impoverished  Central  Asian  nation  of  Kyrgyzstan  said  the  United  States  plans  to  build  a  $5  million 
military  base  for  training  local  troops.  Kyrgyzstan  already  hosts  a  U.S.  base  in  Manas,  outside  the  capital,  Bishkek, 
which  is  used  as  a  regional  hub  for  the  U.S.-led  war  in  nearby  Afghanistan.  The  Kyrgyz  government  last  year  backed 
off  a  threat  to  evict  U.S.  forces  from  Manas  after  Washington  offered  to  triple  its  rent 

26.  U.S.  Savs  Okinawa  Base  Needed  To  Defend  •Japan 

(DefenseNews.com)... .  Shaun  Tandon,  Agence  France-Presse 

The  United  States  said  March  1 7  that  it  needs  to  maintain  a  base  on  the  Japanese  island  of  Okinawa  to  defend  the 
region,  as  the  new  government  in  Tokyo  considers  scrapping  a  previous  plan. 

27.  North  Korea  Has  LOOP  Missiles.  South  Says 


I  MV. 


OFCR.  EXKISiT  l  ' 


IC4 


ManningB_00409688 


pg 


page  4 


©  0 


(Reuters.com). ...Jack  Kim,  Reuters 

North  Korea  has  increased  its  missile  arsenal  by  25  percent  in  the  past  two  years  to  about  1 ,000,  expanding  the  threat 
the  state  poses  to  the  region,  the  South's  defense  chief  said  Wednesday. 

28.  'Kim  Jong-il  Has  Three  Years  Left' 

(Korea  Herald). ...Kim  So-hyun 

North  Korean  leader  Kim  Jong-il,  whose  questionable  health  has  received  international  attention,  appears  to  have 
three  years  left  to  live,  a  senior  U.S.  official  was  quoted  as  saying. 


EUROPE 

29.  Clinton  To  Meet  With  Russian  Leaders  On  Arms  Control  Talks 

(New  York  Times).... Mark  Landlcr 

With  the  United  States  and  Russia  still  haggling  over  the  fine  print  of  a  long-delay  ed  arms  control  pact.  Secretary  of 
State  Hillary  Rodham  Clinton  left  Washington  on  Wednesday  for  high-level  meetings  in  Moscow,  as  the  Obama 
administration  tried  to  push  the  talks  across  the  finish  line, 

30.  Ukraine:  Venue  Offered  For  Arms  Talks 

(New  York  Times)... .Andrew  E.  Kramer 

Ukraine’s  new  president,  Viktor  F.  Yanukovich,  has  offered  Kiev  as  a  location  for  the  United  States  and  Russia  to 
sign  a  revamped  nuclear  arms  reduction  treaty,  once  it  has  been  agreed  to. 


MIDEAST 

31.  Obama  Says  U.S.  To  Pursue  Aggressive  Iran  Sanctions 

(Reuters. com)...  Jeff  Mason  and  Deborah  Charles,  Reuters 

President  Barack  Obama  said  on  Wednesday  the  United  States  would  pursue  "aggressive  sanctions"  to  prevent  Iran 
from  getting  a  nuclear  weapon  that  could  potentially  spark  a  nuclear  arms  race  in  the  Middle  East. 


AMERICAS 

32.  Clinton,  Gates  To  Mexico  To  Talk  About  Drug  Fight 

(Reuters. com).... Deborah  Charles,  Reuters 

U.S.  Secretary  of  State  Hillary  Clinton  will  lead  a  top-level  delegation  to  Mexico  on  March  23  to  discuss  efforts  to 
fight  drug  cartels,  1 0  days  after  three  people  linked  to  a  U.S.  consulate  were  killed  in  a  border  city. 


AIR  FORCE 

33.  Cops  Out  Lesbian  Staff  Set, 

(CNN)....Kkan  Chetry,  John  Roberts 

For  nine  years,  she  kept  a  secret  Jene  Newsome  didn't  tell  anyone  in  the  Air  Force  she  was  a  lesbian.  Then  just  as 
momentum  was  building  to  repeal  the  military's  "Don’t  Ask,  Don’t  Tell"  policy,  Jene  was  outed  by  a  third  party.  It 
was  actually  her  local  police  department  in  South  Dakota  after  they  saw  an  Iowa  marriage  certificate  in  her  home. 


NATIONAL  SECURITY 

34.  Inside  The  Ring 

(Washington  Times). ...Bill  Gertz 

Cyberwarfare  coming;  Conventional  vs.  nuke;  Anti-military  fatwa. 


PIRACY 

35.  Somali  Pirates  Captured  After  Til-Advised'  Attack  Qn  Dutch  Warshig 

(London  Times).... Foreign  Staff 

Dutch  Marines  fought  off  an  ill-advised  attempt  by  pirates  to  hijack  the  warship  Tromp  off  the  coast  of  Somalia 
yesterday. 
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36.  Making  A  Difference 
(NBC).... Roger  O’Neil 

We’re  back  with  our  “Making  A  Difference”  report  tonight.  It’s  about  a  military  tradition  in  this  country  dating  back 
to  the  time  of  the  cavalry,  using  a  horse-drawn  hearse  -  a  caisson  -  at  military  funerals. 

37.  He  Asked.  They  Told, 

(New  York  Times).... Laurie  Winer 

...Mr.  Sheng,  a  photographer,  had  finished  the  first  phase  of  “Don’t  Ask,  Don’t  Tell,”  a  series  of  portraits  of  gay  men 
and  lesbians  serving  in  the  military,  all  of  them  in  uniform  and  with  their  faces  obscured  in  some  way  —  by  a  hand,  a 
door  frame  or  by  darkness. 

VETERANS 

38.  Compensation  Exams  Need  To  Be  Expedited 

(Washington  Post)....  Associated  Press 

VA  medical  centers  need  to  speed  up  compensation  and  pension  medical  exams  to  veterans  so  that  it  can  expedite 
disability  claims,  the  department's  inspector  general  reported  Wednesday. 

39.  In  Biathlon,  War  Veteran  Revels  In  Latest  Challenge 

(New  York  Times).... Katie  Thomas 

...Soule's  journey  to  the  Paralympics  began  in  2005.  Two  months  after  he  was  deployed  to  Afghanistan  with  the 
Army,  an  explosive  device  went  off  under  the  truck  in  which  he  was  riding.  Both  of  his  legs  were  later  amputated 
above  the  knee.  White  recovering  at  Brooke  Army  Medical  Center  in  San  Antonio,  Soule  threw  himself  into 
athletics,  sampling  sports  like  fencing  and  sitting  volleyball. 


BUSINESS 

40.  Air  Force  Proceeds  With  Lockheed  Deal 
( Washington  Post).... Bloomberg  News 

The  Air  Force  said  it  will  request  $6.5  billion,  or  four  years  of  funding,  for  a  Lockheed  Martin  military 
communications  program  that  plans  to  launch  its  first  satellite  in  September  after  six  years  of  delays.  The  funding 
request  for  fiscal  years  2012-2015,  part  of  a  $9.9  billion  program,  suggests  that  delays  and  technical  problems  have 
been  worked  out. 


41.  Northrop  Draws  A  Line  in  Sand  Qn  Tanker  Price 

(The  /////)....  Roxana  Tiron  , 

Northrop  Grumman’ s  announcement  backing  out  of  the  competition  for  the  Air  Force’s  $35  billion  refueling  aircraft 
contract  included  a  final  parting  shot  at  main  rival  Boeing. 

42.  Boeing  Pledges  Tanker  Cost  Transparency  Amid  Sole-Source  Concerns 

(Defense  Daily). ...Maxim.  Malenic 

A  top  Boeing  official  said  yesterday  that  the  company  will  provide  the  Defense  Department  thorough  pricing  data 
should  it  be  chosen  to  provide  the  Air  Force  with  a  replacement  fleet  for  its  aging  KC-135  tanker  aircraft. 

43.  Hovering 

(Aerospace  Daily  &  Defense  Report).. . .Unattributed 

Lockheed  Martin's  first  F-35B  short-takeoff-and-vertical-landing  (Stovl)  aircraft  demonstrated  the  capability  to 
hover  freely  March  1 7  during  a  test  flight  at  Naval  Air  Station  Patuxent  River,  Md. 


OPINION 

44.  Outsourcing  The  Spies 

(Washington  Post).... David  Ignatius 

The  headline  read  like  something  you  might  see  in  the  conspiracy-minded  Pakistani  press:  "Contractors  Tied  to 
Effort  to  Track  and  Kill  Militants."  But  the  story  appeared  in  Monday's  New  York  Times,  and  it  highlighted  some 
big  problems  that  have  developed  in  the  murky  area  between  military  and  intelligence  activities. 
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45.  A  Politically  Feasibly Jgt 

(New  York  Times).... Editorial 

There  has  been  yet  another  setback  in  the  Air  Force’s  long,  agonizing  process  to  replace  its  fleet  of  Eisenhower-era 
aerial  refiieling  planes.  Northrop  Grumman  and  its  European  partner,  the  European  Aeronautic  Defense  and  Space 
Company,  dropped  out  of  the  competition  this  month,  charging  that  the  new  contract  specifications  are  tilted  against 
their  much  larger  Airbus  A330  in  favor  of  Boeing’s  767. 

CORRECTIONS 

46.  Correction 

(Washington  Post).... The  Washington  Post 

A  March  17  Economy  &  Business  article,  about  accusations  in  Europe  that  the  Pentagon  altered  specifications  for  a 
new  refueling  tanker  plane  to  favor  Boeing  in  its  competition  for  the  contract  against  a  consortium  that  includes 
Europe's  Airbus,  incorrectly  referred  to  the  Boeing  767  as  new'.  The  jetliner,  a  military  version  of  which  is  a 
contender  for  the  contract,  has  been  in  service  since  1982. 
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1.  Taliban  Hit  Back  In 
Marja  With  A 
Campaign  Of 
Intimidation 

By  Rod  Nordland 

KABUL,  Afghanistan  — 
The  Taliban  have  begun 
waging  a  campaign  of 
intimidation  in  Marja  that  some 
local  Afghan  leaders  worry  has 
jeopardized  the  success  of  an 
American-led  offensive  there 
meant  as  an  early  test  of  a 
revised  military  approach  in 
Afghanistan, 

The  Taliban  tactics  have 
included  at  least  one  beheading 
in  a  broader  effort  to  terrorize 
residents  and  undermine  what 
military  officials  have  said  is 
the  most  important  aim  of  the 
offensive:  the  attempt  to 
establish  a  strong  local 
government  that  can  restore 
services.  The  offensive  ousted 
the  Taliban  from  control  of 
their  last  population  center  in 
southern  Helmand  Province, 
but  maintaining  control  over 
such  territory  has  proved 
elusive  in  the  past. 

Though  Marja  has  an 
occupation  force  numbering 
more  than  one  coalition  soldier 
or  police  officer  for  every  eight 
residents,  Taliban  agitators 
have  been  able  to  wage  an 
underground  campaign  of 
subversion,  which  residents  say 
has  intensified  in  the  past  two 
weeks. 

“After  dark  the  city  is  like 
the  kingdom  of  the  Taliban,” 
said  a  tribal  elder  living  in 
Marja,  who  spoke  on  the 
condition  of  anonymity  out  of 
fear  of  the  Taliban.  “The 
government  and  international 
forces  cannot  defend  anyone 
even  one  kilometer  from  their 
bases.” 

The  new  governor  of 
Marja,  Haji  Abdul  Zahir,  said 
the  militants  were  now  holding 
meetings  in  randomly  selected 
homes  roughly  every  other 
night,  gathering  residents 
together  and  demanding  that 
they  turn  over  the  names  of 
anyone  cooperating  with  the 


authorities. 

Mr.  Zahir  said  the  Taliban 
also  regularly  issued  “night 
letters,”  posted  at  mosques  or 
on  utility  poles,  warning 
against  such  collaboration,  and 
often  intimidated  residents  into 
providing  them  with  shelter 
and  food,  even  in  densely 
populated  neighborhoods  of 
the  city,  which  has  a 
population  of  80,000. 

“They  are  threatening  and 
intimidating  these  people  who 
are  cooperating,”  he  said  in  a 
telephone  interview.  “They 
have  been  involved  in  the  area 
for  a  long  time  and  they  know 
how  to  intimidate  people.  They 
threaten  them  with  beheadings, 
cutting  off  hands  and  feet,  all 
the  things  they  did  when  they 
were  the  government.” 

More  than  6,000  American 
soldiers,  Marines  and  British 
soldiers  fought  their  way  into 
Marja  beginning  Feb.  13,  along 
with  thousands  of  Afghan 
troops  and  police  officers. 
Many  others  have  reinforced 
the  occupation  since  to  protect 
an  influx  of  Afghan  officials 
and  Western  experts  to  build 
an  effective  government  in 
Maija.  That  effort  to  win  over 
the  local  populace  is  at  the 
heart  of  the  American  and 
Afghan  government  strategy, 
and  NATO  officials  have  said 
it  is  proceeding  well. 

Journalists  have  still  not 
been  allowed  to  visit  Marja 
independently,  however;  they 
must  be  embedded  with  the 
American  military.  Marja  is 
meant  to  be  a  template  for  a 
similar  campaign  aimed  for 
spring  in  neighboring 
Kandahar  Province,  the 
Taliban’s  heartland. 

NATO  and  Marine  Corps 
spokesmen  did  not 
immediately  respond  to 
requests  for  comment  on  the 
situation  in  Marja. 

Mr.  Zahir  said  it  was 
difficult  for  the  authorities  to 
counter  the  Taliban’s  campaign 
because  the  militants  were 
mostly  moving  around  without 
guns,  relying  on  fear  rather 
than  threats.  “If  they  are 
detained,  they  claim  they  are 
just  ordinary  citizens,”  he  said. 


“At  the  same  time,  they  still 
have  a  lot  of  sympathy  among 
the  people." 

He  said  it  was  impossible 
to  estimate  how  many  Taliban 
fighters  remained  in  the  city. 
“It’s  like  an  ant  hole,”  he  said. 
“When  you  look  into  an  ant 
hole,  who  knows  how  many 
ants  there  are?” 

The  tribal  elder  declared 
that  in  his  area,  called  Block  5, 
the  Taliban  had  complete 
freedom  of  movement  after 
dark.  He  said  he  believed  that 
was  true  in  many  other  parts  of 
the  city  as  well.  He  and  the 
governor  were  among  five 
community  leaders  in  Marja 
who  expressed  similar 
concerns  about  the  Taliban 
intimidation  campaign. 

On  March  10,  the  elder 
said,  a  resident  of  the  same 
area  named  Nissar  Ahmad,  25, 
was  abducted  from  his  home 
and  beheaded,  and  his  body 
was  dumped  at  night  next  to 
the  main  local  school,  where 
residents  would  be  certain  to 
see  it  in  the  morning. 

“I  saw  his  body  myself,” 
the  elder  said,  adding  that  he 
had  heard  of  other  beheadings. 
Mr.  Ahmad  had  previously 
been  a  Taliban  supporter  but 
had  switched  allegiance  after 
the  city  fell,  the  elder  said. 

Mr.  Zahir  dismissed 
reports  of  beheadings  as 
rumors.  Mr.  Ahmad,  he 
maintained,  was  killed  as  the 
result  of  a  personal  dispute. 
However,  he  said  there  had 
been  Taliban  beatings, 
including  that  of  a  teacher  at  a 
new  school  who  was  severely 
beaten  on  Tuesday. 

Walid  Jan  Sabir,  the 
Afghan  member  of  Parliament 
for  Marja  and  the  surrounding 
Nad  Ali  District,  said  he  had 
heard  reports  from  Marja 
elders  visiting  his  office  in 
Kabul  this  week  of  two 
beheadings  of  pro-govemment 
elders,  both  members  of  the 
government’s  Community 
Development  Council. 

Mr.  Sabir  scoffed  at  Mr. 
Zahir’s  denial  of  beheadings, 
saying,  “He  is  not  from  the 
area  and  he  is  only  staying  in 
his  office  so  he  doesn’t  know 
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what  is  happening.”  Mr.  Zahir 
lived  for  many  years  in 
Germany,  where  court  officials 
said  he  was  jailed  for  stabbing 
a  stepson.  Mr.  Zahir  has  denied 
that. 

A  spokesman  for  the 
Interior  Ministry,  Zcmarai 
Bashary,  said  the  police  in 
Marja  had  been  told  to 
investigate  the  beheading 
reports. 

“We  don’t  know  if  it’s  one 
person  or  many  cases  and 
many  persons,  but  we  are 
investigating  and  we  will  soon 
have  an  answer,”  he  said. 

The  Marja  elder  also  said 
there  were  many  accounts  of 
the  Taliban’s  forcing  residents 
to  attend  night  meetings  where 
they  threatened  retaliation 
against  anyone  cooperating 
with  the  government  or  NATO 
and  warned  that  anyone  who 
took  even  a  low-paying 
government  job  would  have  his 
earnings  confiscated.  Mr.  Zahir 
said  there  were  many  accounts 
of  such  confiscations  from  new 
employees  in  government  work 
programs. 

The  elder  said  most  people 
in  Marja  supported  the 
government’s  efforts  to  restore 
control,  but  most  were  also 
afraid  to  challenge  the  Taliban. 

“I’m  not  saying  the 
Taliban  will  win  this  war,”  he 
said.  “If  the  government 
strengthens  their  positions  and 
creates  small  bases  all  over 
town  close  to  one  another  and 
then  permanently  patrols 
between  these  bases,  they  can 
get  rid  of  the  Taliban.” 

Mr.  Sabir  was  critical  of 
American  and  Afghan  forces 
for  surrendering  the  night.  “At 
night  the  local  people  are  the 
hostages  of  the  Taliban,”  he 
said.  Since  many  tribal  leaders 
have  fled  out  of  fear,  and  many 
of  the  Afghan  officials  coming 
in  now  are  not  from  Marja,  it  is 
difficult  for  them  to  know  who 
the  Taliban  activists  are, 

“The  Taliban  and  the 
Marja  residents  all  have  beards 
and  turbans  so  it’s  impossible 
to  distinguish  them,”  he  said. 

“If  it  goes  on  like  this  I’m  sure 
the  situation  will  deteriorate 
and  we’ll  find  it’s  chaos  there 
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again.” 

Sangar  Rahimi  contributed 
reporting  from  Kabul,  and  an 
employee  of  The  New  York 
Times  from  Helmand  Province. 


Philadelphia  Inquirer 
March  18, 2010 
2.  Taliban  Using  Fear  In 
The  Battle  For  Marjah 

U.S.  troops  counter  with 
diplomacy  and  development, 
but  say  quick  action  is  key. 

By  Heidi  Vogt,  Associated 
Press 

MARJAH,  Afghanistan  - 
A  month  after  losing  control  of 
its  southern  base  in  Maijah,  the 
Taliban  has  begun  to  fight 
back,  launching  a  campaign  of 
assassination  and  intimidation 
to  frighten  people  from 
supporting  the  United  States 
and  its  Afghan  allies. 

At  least  one  alleged 
government  sympathizer  has 
been  beheaded.  There  are 
rumors  that  others  have  been 
killed.  Afghans  in  the  town  that 
U.S.,  Afghan,  and  NATO 
troops  captured  in  a  three-week 
assault  that  began  Feb.  13 
awake  to  letters  posted  on  their 
doors  warning  against  helping 
the  troops. 

The  new  governor  of 
Maijah,  Abdul  Zahir,  said  the 
Taliban  was  now  holding 
meetings  in  randomly  selected 
homes  roughly  every  other 
night,  gathering  residents  and 
demanding  they  turn  over  the 
names  of  anyone  cooperating 
with  the  authorities. 

Winning  public  support  in 
this  former  Taliban  stronghold 
in  Helmand  province  360  miles 
southwest  of  Kabul  is 
considered  essential  to 
preventing  insurgents  from 
returning. 

Military  commanders 
believe  the  Taliban  campaign 
is  achieving  some  success 
because  of  questions  raised  at 
town  meetings:  Do  the  U.S. 
forces  want  to  shut  down  the 
mosques  and  ban  prayer?  Will 
they  use  lookout  posts  on  their 
bases  to  ogle  women?  Are  they 
going  to  take  farmers’  land 
away? 

"Dislocating  the  insurgents 
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physically  was  easy,"  said  Lt 
Col.  Jeff  Rule,  head  of 
operations  for  Marines  in 
Helmand.  "Dislocating  them 
socially  -  proving  that  we're 
here  to  stay  and  to  help  -  is  a 
lot  harder." 

There  are  no  firm  figures 
on  how  many  Taliban  fighters 
are  left  in  Maijah.  Marine  and 
Afghan  officials  say  they 
believe  that  most  of  those  still 
here  are  from  the  area  and  that 
the  foreign  fighters  have  fled. 

Regardless  of  Taliban 
numbers,  their  influence  is  still 
felt.  New  cell-phone  towers 
brought  phone  service  to 
Maijah  a  little  more  than  a 
week  ago.  But  the  service 
doesn't  work  at  night  because 
the  Taliban  threatens  or  bribes 
tower  operators  to  shut  off  the 
network,  presumably  to 
prevent  people  from  alerting 
troops  as  extremists  plant 
bombs  after  dark. 

Some  of  the  workers  on 
canal-clearing  projects  have 
been  threatened  or  have  been 
beaten  up  by  insurgents. 

At  least  one  canal  worker 
who  received  threats  returned 
and  said  he  would  keep 
working  despite  the  risk,  said 
Maj.  David  Fennell,  who 
oversees  about  15  civil  affairs 
troops.  "That's  when  you  know 
that  you  fought  the  Taliban  and 
you  won,"  Fennell  said. 

This  is  the  struggle  for 
Maijah  now:  winning  people 
over  with  a  job  or  a  vaccination 
for  a  child.  The  victories  are 
small  because  the  Taliban 
already  proved  it  can  make 
good  on  its  promises  by 
enforcing  harsh  justice  while  in 
power. 

"My  sense  is  that  the 
Taliban  will  reinfiltrate  in  due 
course  as  the  Afghan 
government  fails  to  live  up  to 
the  modest  expectations  NATO 
has  of  it,"  said  Mervyn 
Patterson,  a  former  U.N. 
political-affairs  expert  in 
Afghanistan.  "I  do  not  think 
that  the  Taliban  have  been 
weakened  in  Helmand  by  the 
loss  of  Maijah." 

Many  of  the  estimated 
80,000  people  here  share  the 
same  fears,  even  though  there 
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are  about  4,000  NATO  and 
Afghan  troops  in  and  around 
Marjah.  Some  say  they  are 
afraid  to  take  money  from  the 
military  because  if  the  Taliban 
find  them  with  the  cash,  they 
will  be  punished. 

The  Marines  are  trying  to 
win  partly  through  diplomacy 
and  partly  through  getting 
development  and  infrastructure 
projects  running  as  quickly  as 
possible.  U.S.  troops  are 
having  success  with  offering  to 
repair  mosques  or  install 
loudspeakers  to  try  to  win  over 
mullahs  while  creating  an 
unattractive  target  for  Taliban 
extremists  who  won't  want  to 
attack  mosques. 

This  may  overestimate  the 
Taliban’s  restraint.  The 
beheaded  man  was  a  mosque 
leader. 

Even  so,  projects  of  all 
types  push  ahead.  Three 
medical  clinics  are  open  and 
two  interim  schools  have 
started  with  more  than  100 
students. 

Zahir  said  he  and  his 
advisers  believe  they  need  to 
show  they  have  the  upper  hand 
by  the  end  of  the  month.  "We 
have  about  two  weeks  to  prove 
ourselves,"  he  said. 

The  Marines  refuse  to  give 
precise  time  frames  but 
acknowledge  they  have  only  a 
short  time.  "If  this  takes  six  to 
seven  months,  that  gives  a  big 
enough  window  to  the 
Taliban,"  Marine  Lt.  Col. 
Calvert  Worth  Jr.  said. 

This  article  contains 
information  from  the  New  York 


New  York  Times 
March  18,  2010 

3.  Drone  Strike  Said  To 
Kill  A  Leader  Of  A1 
Qaeda 

By  David  E.  Sanger 

WASHINGTON  —  A 
strike  by  an  unmanned  drone 
last  week  killed  a  senior 
commander  of  Al  Qaeda  who 
had  played  a  significant  role  in 
planning  the  killing  of  Central 
Intelligence  Agency  operatives 
in  late  December  at  a  base  in 
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Afghanistan,  according  to 
American  officials. 

The  March  8  strike  was 
one  of  a  series  aimed  at 
suspected  participants  in  the 
deadly  attack  in  Khost 
Province,  which  took  place  just 
before  a  meeting  with  a 
militant  who  the  Americans 
believed  could  provide 
information  on  Al  Qaeda’s 
operations.  Seven  Americans 
and  a  Jordanian  intelligence 
officer  died  in  that  attack. 

According  to  a  United 
States  counterterrorism 

official,  the  Qaeda  operative 
killed  last  week  was  Hussein 
al-Yemeni,  The  drone  missile 
struck  in  Miram  Shah  in  North 
Waziristan,  a  part  of  Pakistan 
where  Al  Qaeda  is  considered 
well  dug  in 

The  official,  who  spoke  on 
the  condition  of  anonymity, 
described  Mr.  Yemeni  as  an 
“Al  Qaeda  planner  and 
facilitator”  in  his  late  20s  or 
early  30s,  who  had  established 
ties  with  the  Haqqani  networic, 
which  has  planned  many 
Taliban  attacks  in  Afghanistan, 
and  with  Al  Qaeda  in  the 
Arabian  Peninsula.  His  role 
was  described  by  one 
American  official  as  a  “conduit 
in  Pakistan  for  funds,  messages 
and  recruits,  but  his  real 
specialty  was  bombs  and 
suicide  operations.” 

It  was  unclear  exactly 
what  role  Mr.  Yemeni  might 
have  played  in  preparing  the 
Jordanian  double-agent, 

Humam  Khalil  Abu  Mulal 
al-Balawi,  also  known  as 
Humam  Khalil  Mohammed, 
for  his  meeting  in  Khost  on 
Dec.  30.  Mr.  Balawi  was  not 
searched  when  entering  the 
compound,  and  detonated  his 
suicide  vest  just  before  he  was 
to  be  patted  down  ahead  of  his 
meeting  with  a  number  of 
C.I.A.  officials.  In  an  unusual 
statement,  a  senior  intelligence 
official  told  reporters  the 
deaths  would  be  “avenged 
through  successful,  aggressive 
counterterrorism  operations.” 

The  drone  attacks  are  part 
of  a  covert  program  that 
American  officials  officially 
refuse  to  talk  about,  but  whose 
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existence  is  an  open  secret. 
Last  year  there  were  roughly 
55  drone  attacks  in  Pakistan 
against  A1  Qaeda  and  the 
Taliban,  based  on  news 
reporting  about  the  damage 
they  caused.  The  attacks  are  a 
key  element  of  an  effort  to  put 
pressure  on  A1  Qaeda  and  its 
leadership,  but  in  recent  weeks 
they  appear  to  have  been  used 
to  kill  those  believed 
responsible  for  the  Khost 
attack. 

In  a  speech  last  week  in 
Oklahoma,  the  C.I.A.  director, 
Leon  Panetta,  said  he  believed 
that  the  pressure  on  Al  Qaeda 
had  grown  so  much  in  recent 
months  that  the  leadership  of 
its  traditional  hierarchy, 
including  Osama  bin  Laden, 
had  been  greatly  diminished. 
He  said  recent  communications 
intercepts  had  overheard 
younger  militants  complaining 
about  the  absence  of 
leadership. 

At  the  end  of  the  Bush 
administration,  intelligence 
officials  made  similar  claims. 
At  the  same  time,  some 
officials  concede,  an  operation 
as  complex  as  that  in  Khost 
demonstrates  that  Al  Qaeda 
and  the  Taliban  can  still  carry 
out  sophisticated  terror  actions. 


Washington  Post 
March  18,  2010 
Pg.  10 

4.  IED  Attacks  Soaring 
In  Afghanistan 

Taliban  fighters’  low-tech  but 
deadly  tactic  hinders  U.S. 

By  Craig  Whitlock 

Taliban  fighters  more  than 
doubled  the  number  of 
homemade  bombs  they  used 
against  U.S.  and  NATO  forces 
in  Afghanistan  last  year, 
relying  on  explosives  that  are 
often  far  more  primitive  than 
the  ones  used  in  Iraq. 

The  embrace  of  a  low-tech 
approach  by  Taliban-trained 
bombmakers  —  they  are 
building  improvised  explosive 
devices,  or  IEDs,  out  of 
fertilizer  and  diesel  fuel  —  has 
stymied  a  $17  billion  U.S. 
counteroffensive  against  the 
devices  in  Iraq  and 


Afghanistan,  military  officials 
say.  Electronic  scanners  or 
jammers,  which  were 
commonly  deployed  in  Iraq, 
can  detect  only  bombs  with 
metal  parts  or  circuitry. 

"Technology  is  not  going 
to  solve  this  problem,"  said 
Army  Lt.  Gen.  Michael  Oates, 
director  of  the  military's  Joint 
IED  Defeat  Organization,  or 
JIEDDO.  "I  don't  think  you  can 
defeat  the  IED  as  a  weapon 
system.  It  is  too  easy  to  use." 

U.S.  military  officials  said 
they  expected  die  number  of 
IED  attacks  to  climb  further 
this  year  as  40,000  U.S.  and 
NATO  reinforcements  pour 
into  Afghanistan. 

Oates  said  technological 
advances  have  enabled  the 
military  to  save  lives  by 
providing  better  armor  and 
other  forms  of  protection  for 
troops.  But  he  said  the 
high-tech  approach  —  despite 
billions  of  dollars  in  research  — 
has  failed  to  produce  an 
effective  way  to  detect  IEDs  in 
the  field.  About  four-fifths  of 
the  devices  that  are  found 
before  they  explode  are 
detected  the  old-fashioned 
way:  by  troops  who  notice 
telltale  signs,  such  as  a  recently 
disturbed  patch  of  dirt  that 
might  be  covering  up  a  bomb. 

Despite  the  insurgents' 
crude  approach,  the  explosive 
power  of  their  IEDs  is 
growing.  Each  bombing  in 
Afghanistan,  on  average, 
causes  50  percent  more 
casualties  than  it  did  three 
years  ago,  Oates  said 
Wednesday  at  a  House 
committee  hearing.  U.S. 
officials  say  even  armored 
troop-transport  vehicles  that 
were  designed  to  protect 
against  roadside  bombs  are 
now  vulnerable. 

All  told,  the  U.S.  military 
recorded  8,159  IED  incidents 
in  Afghanistan  in  2009, 
compared  with  3,867  in  2008 
and  2,677  die  year  before. 

Last  month,  721  IEDs 
blew  up  or  were  defused  in 
Afghanistan,  slowing  a  major 
Marine-led  offensive  in 
Helmand  province  and  killing 
28  U.S.  and  allied  troops. 


These  bombs  are  the  leading 
cause  of  U.S.  casualties  by  a 
large  margin. 

The  number  of  IED  attacks 
in  Iraq,  meanwhile,  has 
plummeted,  mirroring  the 
overall  decrease  in  violence  in 
that  country.  At  their  peak,  in 
2007,  Iraqi  insurgents 
employed  23,000  IEDs.  Last 
year,  that  number  fell  to  about 
3,000,  according  to  U.S. 
military  figures. 

Oates  credited  U.S. 
countermeasures  —  such  as 
interrupting  the  flow  of 
military-grade  explosives  and 
detonators  from  Iran  -  for 
some  of  the  decrease.  Other 
military  officials  said  a  bigger 
factor  was  the  overall  reduction 
in  the  intensity  of  the 
insurgency;  as  sectarian 
fighting  faded,  people  simply 
stopped  planting  bombs. 

Maj.  Gen.  Michael  T. 
Flynn,  the  head  of  U.S. 
military  intelligence  in 
Afghanistan,  has  said  that  the 
most  effective  way  to  combat 
the  flood  of  IEDs  is  to  embrace 
an  overall  counterinsurgency 
strategy.  If  U.S.  and  NATO 
forces  can  win  the  support  of 
the  local  population,  the 
thinking  goes,  the  bombings 
will  stop. 

But  with  the  number  of 
IED  attacks  soaring  in 
Afghanistan,  Defense  Secretary 
Robert  M.  Gates  created  a  task 
force  in  November  to  devise 
more  short-term  solutions  for 
responding  to  the  threat  He 
gave  the  group  six  months  to 
come  up  with 

recommendations. 

"There's  no  doubt  the 
urgency  has  picked  up,"  said 
Oates,  who  took  over  as 
director  of  JIEDDO  in  January 
and  sits  on  die  task  force.  "We 
don't  have  years  to  wait  to  start 
changing  the  momentum  in 
Afghanistan." 

JIEDDO,  which  has  a  staff 
of  about  3,500,  was  created  in 
2006  after  U.S.  commanders  in 
Iraq  said  they  needed  a  major 
research  effort  to  come  up  with 
ways  to  fight  IEDs.  Some 
military  officials  likened  the 
campaign  to  a  modem-day 
Manhattan  Project,  the  code 
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name  for  the  secret  program 
that  developed  the  first  atomic 
bomb. 

Congress  has  spent  nearly 
$17  billion  on  IED  research 
and  training  programs,  not 
including  money  allocated  for 
armored  vehicles  and  other 
equipment  to  protect  troops. 

In  Iraq,  in  addition  to 
using  electronic  jammers,  the 
U.S.  military  employed  a  range 
of  tactics  to  detect  IEDs. 
Unmanned  aircraft  and  blimps 
armed  with  cameras  roamed 
the  skies  to  look  for  insurgents 
as  they  placed  bombs  along 
roadsides  and  under  bridges. 

But  experts  said  those 
tactics  are  only  marginally 
useful  in  Afghanistan.  Because 
of  the  country's  mountainous 
terrain,  surveillance  drones 
have  a  harder  time  spotting 
bombers  at  work.  Unlike  in 
Iraq,  most  of  the  roads  are 
unpaved,  making  it  more 
difficult  to  detect  bombs  buried 
in  the  dirt. 

"It's  just  a  tough 
environment,"  said  Command 
Sgt.  Maj.  Todd  M.  Burnett, 
who  oversees  training 
programs  for  JIEDDO.  "It's  the 
harshest  conditions  imaginable 
for  a  soldier." 

Kenneth  Comer, 

JIEDDO's  deputy  director  of" 
intelligence,  said  insurgents  in 
Afghanistan  and  Iraq  were 
constantly  adapting  their 
bombmaking  tactics  to  stay  a 
step  ahead  of  U.S. 
technological  advances.  He 
said  that  it  was  unlikely  that 
the  U.S.  military  would  ever 
catch  up  but  that  it  needed  to 
keep  trying  until  broader 
counterinsurgency  efforts  take 
root.  The  alternative,  he  said, 
would  result  in  higher  U.S. 
casualties  and  more 
momentum  for  enemy  forces. 

"We  will  never  win  in  that 
space,"  he  said.  "But  we  can 
lose  in  that  space." 


ArmyTimes.com 
March  17, 2010 

5.  McChrystal  Lays  Out 
Campaign  For 
Kandahar 
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By  William  H.  McMichacl, 
Staff  writer 

Efforts  to  lay  political  and 
security  groundwork  in  the 
Taliban  stronghold  of 
Kandahar  have  already  begun, 
even  as  the  U.S.-led  coalition 
continues  efforts  to  pacify 
Marjah,  the  U.S.  general 
leading  the  effort  said 
Wednesday. 

Both  goals  are  key  to  the 
Obama  administration’s 

campaign  to  secure 
Afghanistan  and  establish 
credible  governance. 

The  campaign  to  remove 
the  Taliban  from  Kandahar 
won’t  take  the  form  of  last 
month’s  D-day-style  military 
movement  into  Marjah,  to  the 
east  in  neighboring  Helmand 
province,  but  will  be  a  gradual 
buildup  that  employs  both 
military  force  and  political 
maneuvers,  said  Army  Gen. 
Stanley  McChrystal, 

commander  of  U.S.  and  NATO 
troops  in  Afghanistan,  during  a 
satellite-linked  meeting  with 
Pentagon  reporters. 

“What  you  are  going  to 
see  in  tire  months  ahead  — 
without  giving  too  much  detail 
—  is  a  number  of  activities  to 
shape  the  political  relationships 
in  and  around  Kandahar,” 
McChrystal  said.  “As  you 
know,  it’s  a  complex  grouping 
of  tribes  and  other  relationships 
that  define  how  power  is 
shared  in  Kandahar.” 

This  process  has  become 
“very  damaged”  in  the  past  few 
years,  McChrystal  said.  “So 
one  of  the  things  we’ll  be 
doing  ...  is  working  with 
political  leaders  to  try  to  get  an 
outcome  that  makes  sense. 
That  will  then  be  supported  by 
security  operations  —  and  that 
will,  in  some  cases,  be 
increased  partnering  inside  the 
city  with  the  Afghan  National 
Police.  We  intend  to  put  more 
forces  in  there  to  give  better 
presence  and  better  support  to 
their  internal  security.” 

McChrystal  said  he  has 
already  increased  coalition 
forces  around  Kandahar,  and 
will  “continue  to  increase 
Afghan  National  Security 
Forces  and  coalition  forces  in 


the  months  ahead.” 

The  provincial  capital  has 
recently  been  struck  by  Taliban 
bomb  attacks  described  as  a 
“warning”  to  McChrystal, 
killing  or  wounding  more  than 
90  civilians,  the  Associated 
Press  reported. 

In  congressional  testimony 
this  week,  McChrystal 
acknowledged,  as  did  Army 
Gen.  David  Petraeus,  chief  of 
U.S.  Central  Command,  that 
more  trainers  are  needed  to 
help  increase  Afghan  National 
Security  Forces  capabilities. 

“We  have  been  very 
unequivocal  back  both  to 
Washington,  D.C.,  and  of 
course,  more  appropriately,  to 
NATO,”  McChrystal  said. 

The  number  of  trainers  in 
country  has  been  increased 
“significantly,”  he  said,  as  have 
moves  linking  coalition  and 
Afghan  forces,  all  efforts  to 
develop  the  Afghan  force.  But 
to  produce  quality  trainees  at 
the  desired  rate,  he  said,  “we 
need  additional  trainers.” 

McChrystal  said  he  was 
“pleased”  with  the  progress 
made  to  date  in  Marjah.  “But  I 
would  also  say  that  we  are  just 
really  still  in  the  back  end  of 
the  military  phase  of  this,  and 
that  the  longer-term  phases  ... 
where  we’ve  got  to  establish 
credible  Afghan  governance  ... 
is  a  significant  task  in  front  of 

McCrystal  acknowledged 
full  awareness  of  the  July  11, 
2011,  date  Obama  has  set  for 
the  beginning  of  the 
withdrawal  of  U.S.  forces  from 
Afghanistan,  but  said,  as  have 
several  U.S.  officials,  that  “the 
scope  and  the  rate”  of 
withdrawal  “will  be  based 
upon  conditions.” 

He  added  his  belief  that 
enough  trained  and  capable 
Afghan  National  Security 
Forces  will  be  in  place  at  that 
point  to  provide  increasing 
security  where  they  are 
stationed  around  the  country. 


Reuters.com 
March  18,2010 

6.  US  Troops  Leave 
Border  To  Afghan  Boss 


Accused  Of  Graft 

By  Peter  Graff,  Reuters 

SPIN  BOLDAK, 

Afghanistan  —  One  of  the  most 
important  trade  routes  in  Asia 
was  closed  last  week  while  a 
boyish-looking  man  everyone 
calls  "the  general"  showed 
around  tire  commander  of  U.S. 
and  NATO  forces  in 
Afghanistan. 

General  Stanley 

McChrystal  clambered  to  the 
top  of  a  roof,  where  "the 
general"  —  officially  a  colonel 
in  the  Afghan  Border  Police  — 
pointed  out  the  area  where 
NATO  forces  plan  to  build  a 
new  $20  million  border  station. 

U.S.  forces  are  not  allowed 
near  the  teeming  border  when 
it  is  open,  so  they  have  never 
seen  quite  how  Colonel  Abdul 
Razziq,  the  30-something 
Afghan  border  police  boss  in 
Spin  Boldak,  single-handedly 
rules  over  billions  in 
international  trade. 

They  say  he  has  done  a 
good  job  keeping  the  border 
moving  and  secure.  They  also 
believe  he  is,  as  one  senior 
military  official  put  it,  "a 
crook". 

Or,  as  Lieutenant-Colonel 
Pat  Keane,  head  of  a  NATO 
unit  trying  to  improve 
Afghanistan's  border  controls, 
put  it  more  delicately:  "He 
keeps  the  peace  down  here. 
Trucks  flow,  commerce  flows. 
At  the  same  time,  he  is  getting 
additional  incomes." 

McChrystal's  visit  to 
Razziq  --  at  least  his  second  so 
far  this  year  --  shows  the  tough 
choices  U.S.  officials  face 
trying  to  fight  corruption  in 
Afghanistan,  while  relying  on 
officials  they  believe  are 
themselves  comipt. 

For  now  Razziq  is  the 
Americans'  man  in  Spin 
Boldak,  where  U.S.  forces 
expect  him  to  help  them 
dramatically  increase  their  own 
shipments  of  supplies  for  their 
growing  military  presence. 

Razziq,  a  leader  of  one  of 
the  two  main  tribes  in  the 
border  area  of  Kandahar 
province,  commands  a  few 
thousand  local  policemen  in 
blue-grey  uniforms  at  the 
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frontier,  one  of  only  two  legal 
highway  crossing  points 
between  Afghanistan  and 
Pakistan. 

A  man  with  an  easy  smile 
and  a  friendly  air  who  denies 
illegal  activity,  Razziq  beamed 
beside  the  U.S.  commander  as 
McChrystal  praised  him  in 
front  of  local  television 
cameras. 

"Colonel  Razziq  is  trying 
to  make  some  changes  that 
allow  traffic  to  move  more 
smoothly,"  McChrystal  said.  "I 
am  very  optimistic  that  with 
the  plans  that  I’ve  heard,  we 
can  increase  efficiency  and 
decrease  corruption." 

Just  how  much  profit 
Razziq  makes  from  his  total 
control  of  the  border  is 
impossible  to  gauge.  About 
700  trucks  cross  the  frontier 
each  day,  linking  Pakistan  with 
southern  Afghanistan,  Iran  and 
central  Asia  beyond. 

During  a  briefing  with 
McChrystal  and  his  top  aides 
before  the  trip  to  meet  Razziq, 
the  head  of  Afghan  customs, 
Bismullah  Kammawie,  told  the 
American  officers  that 
corruption  at  Razziq's  border 
post  was  "total". 

The  Afghan  government 
collects  about  $40  million  in 
customs  revenue  in  Kandahar 
Province  per  year,  about  a  fifth 
of  what  it  should  collect, 
Kammawie  told  Reuters, 
adding  that  the  target  was  just 
an  estimate  since  nobody  really 
knows  what  comes  in. 

Razziq  and  his  men 
control  one  of  the  main 
outgoing  routes  from  the 
southern  Afghan  agricultural 
heartland  that  produces  nearly 
all  the  world's  illegal  opium. 

A  7,500  word  investigative 
story  in  Harper's  Magazine  last 
year,  which  included 
interviews  with  Pash  tun  drug 
traders  and  smugglers  on  both 
sides  of  the  frontier,  described 
Razziq  as  controlling  an 
empire  worth  millions  in 
annual  kickbacks. 

It  described  his  own  lavish 
compound,  filled  with 
armoured  vehicles,  and  said  he 
runs  a  network  of  private 
prisons  for  those  who  cross 
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him.  According  to  the 
Washington  Post,  the  Harper's 
story  is  being  used  to  teach 
U.S.  intelligence  agents  about 
the  reality  on  the  ground  in 
Afghanistan. 

Yet  despite  their  clear 
suspicions,  U.S.  forces  have  so 
far  agreed  essentially  to  give 
Razziq  a  free  hand.  Under  a 
deal  reached  on  the  ground, 
U.S.  troops  in  the  area  have 
pledged  not  to  visit  the  border 
when  it  is  open. 

One  of  the  aims  of 
McChrystal's  visit  was  to  sign 
a  document  that  would  allow 
his  troops  unfettered  access. 
No  luck. 

After  a  two-hour  meeting 
lull  of  speeches  on  the 
importance  of  cooperation, 
Razziq  and  his  boss  from 
Kabul,  border  police 
commander  Mohammad 
Younus  Noorzai,  politely 
declined  to  sign  in  the  absence 
of  two  cabinet  ministers. 

With  30,000  additional 
U.S.  troops  arriving  as  part  of 
President  Barack  Obama's 
escalation  strategy  this  year  — 
most  to  Kandahar  and 
neighbouring  areas  —  NATO 
will  need  to  double  its  own 
supply  traffic  through  Spin 
Boldak  in  coming  months. 
They  need  Razziq  to  keep  the 
border  open  longer  so  more 
traffic  can  pass. 

They  will  also  have  to  deal 
with  other  officials  they  say 
they  have  questions  about, 
above  all  the  head  of 
Kandahar's  provincial  council, 
President  Hamid  Karzai's 
half-brother  Ahmad  Wali 
Karzai,  considered  the  most 
powerful  man  in  the  province. 

Ahmad  Wali  Karzai  has 
long  denied  Western  media 
reports  that  he  is  involved  in 
the  drug  trade.  The  New  York 
Times  also  reported  last  year 
that  he  was  on  the  CIA's 
payroll. 

Being  so  closely  allied  to 
officials  they  suspect  of  graft 
makes  military  commanders 
uncomfortable,  but  they  are 
wary  of  disrespecting  the 
Afghan  authorities  they  are 
there  to  protect 

Last  week,  NATO  officials 


made  clear  they  would  not 
intervene  despite  learning  that 
the  man  chosen  to  run  Maijah, 
a  town  U.S.  Marines  fought  for 
last  month,  may  have  spent 
four  years  in  a  German  prison 
for  attempting  to  stab  his 
step-son  to  death. 

In  an  interview  after 
meeting  Razziq,  McChrystal 
said  fighting  corruption  is 
crucial  because  it  is  what 
drives  Afghans  into  the  arms  of 
insurgents.  But  he  declined  to 
address  specific  accusations 
against  Razziq  and  Ahmad 
Wali  Karzai. 

"To  the  degree  that 
(corruption)  is  one  of  the 
causes  of  the  insurgency,  it 
worries  me  more  than  the 
insurgency  itself,"  McChrystal 
said.  "We  can  fight  the 
insurgency  we  can  defeat  the 
forces  of  the  insurgency,  the 
ground  forces  and  whatnot  But 
if  we  don't  have  effective 
governance,  credible 

governance,  than  you  don't 
defeat  the  cause  of  the 
insurgency." 

Before  his  trip  to  see 
Razziq,  McChrystal  listened  as 
staff  described  plans  for  the 
new  $20  million  customs 
depot. 

"This  is  what  we're  good 
at:  building  stuff  and  projects," 
McChrystal  said.  "We’re  not  so 
good  at  the  cultural  stuff." 


Philadelphia  Inquirer 
March  18,2010 

7.  U.S.  Cancels  Afghan 
Debt 

The  United  States  has 
reached  an  agreement  with 
other  countries  to  cancel  $1.6 
billion  in  debt  owed  by 
Afghanistan  to  creditor  nations 
and  international  lending 
organizations. 

Deputy  U.S.  Treasury 
Secretary  Neal  Wolin  said 
yesterday  that  the  decision  to 
cancel  the  debt  was  a 
recognition  of  the  progress 
Afghanistan  had  made  in 
strengthening  its  economy. 

"Lifting  the  debt  burden 
inherited  by  the  Afghan 
government  marks  a  crucial 
step  on  Afghanistan's  road  to 


economic  sustainability," 
Wolin  said. 

The  Treasury  said  that 
since  2002,  technical  advisers 
worked  with  the  Afghan 
Ministry  of  Finance  to  help 
restructure  the  debt. 

The  accord  covers  not  only 
debt  owed  by  Afghanistan  to 
the  United  States  and  other 
individual  countries  but  also 
loans  extended  by  the 
International  Monetary  Fund 
and  World  Bank. 

Treasury  officials  said  that 
about  $108  million  of  the  debt 
was  owed  to  the  United  States. 

-  Associated  Press 
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8.  CIA  Director  Says 
Attacks  Have  Hobbled 
Al-Qaeda 

Leaders  deep  in  hiding; 

Panetta  credits  efforts  with 
Pakistan 

By  Joby  Warrick  and  Peter 
Finn 

Aggressive  attacks  against 
al-Qaeda  in  Pakistan's  tribal 
region  have  driven  Osama  bin 
Laden  and  his  top  deputies 
deeper  into  hiding  and 
disrupted  their  ability  to  plan 
sophisticated  operations,  CIA 
Director  Leon  Panetta  said 
Wednesday. 

So  profound  is  al-Qaeda's 
disarray  that  one  of  its 
lieutenants,  in  a  recently 
intercepted  message,  pleaded 
with  bin  Laden  to  come  to  the 
group's  rescue  and  provide 
some  leadership,  Panetta  said. 
He  credited  improved 
coordination  with  Pakistan's 
government  and  what  he  called 
"the  most  aggressive  operation 
that  CIA  has  been  involved  in 
in  our  history,"  offering  a 
near-acknowledgment  of  what 
is  officially  a  secret  war. 

"Those  operations  are 
seriously  disrupting  al-Qaeda," 
Panetta  said.  "It's  pretty  clear 
from  all  the  intelligence  we  are 
getting  that  they  are  having  a 
very  difficult  time  putting 
together  any  kind  of  command 
and  control,  that  they  are 
scrambling.  And  that  we  really 
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do  have  them  on  the  run." 

Panetta  is  one  of  several 
senior  officials  who  have 
stepped  forward  to  argue  that 
the  administration  is  making 
gains  against  extremists,  in  part 
to  rebut  Republican  criticism 
that  President  Obama  has 
weakened  national  security.  He 
is  not  the  first  CIA  director  to 
point  to  progress  in  the  war 
against  al-Qaeda,  claims  that 
sometimes  prove  too 
ambitious.  "I  have  an  excellent 
idea  of  where  [bin  Laden]  is," 
then-CIA  Director  Porter  J. 
Goss  told  an  interviewer  in 
2005. 

Senior  Obama 

administration  officials  this 
week  have  given  sharply 
different  views  on  how  bin 
Laden  would  be  dealt  with  if 
he  fell  into  U.S.  hands.  Gen. 
Stanley  A.  McChrystal,  the 
commander  of  U.S.  and  NATO 
forces  in  Afghanistan,  said 
Wednesday  that  the  military 
would  "certainly"  try  to  capture 
bin  Laden  alive  and  "bring  him 
to  justice." 

A  day  earlier,  Attorney 

General  Eric  H.  Holder  Jr.  told 
a  congressional  panel  that  bin 
Laden  would  never  go  on  trial 
in  the  United  States  because 
the  chances  of  him  being 
caught  alive  are 

"infinitesimal."  He  predicted 
flatly  that  bin  Laden  will  be 
killed  —  either  by  U.S.  forces 
or  by  al-Qaeda  operatives 
determined  to  prevent  him 
from  being  captured. 

Panetta  said  the  agency 
has  a  plan  in  die  event  that  a 
top  al-Qaeda  leader  is  captured. 
"The  most  likely  scenario  is 
you  bring  them  to  a  military 
facility,  and  we  would  then  do 
the  questioning"  there,  he  said. 

A  steady  toll  on  al-Qaeda 

Reflecting  on  his  13 
months  at  the  helm  of  the  CIA, 
Panetta  made  no  prediction 
about  the  fate  of  the  man  who 
has  eluded  a  worldwide 
manhunt  for  nine  years.  But  he 
said  the  combined 
U.S.-Pakistani  campaign  is 
taking  a  steady  toll  in  terms  of 
al-Qaeda  leaders  killed  and 
captured,  and  is  undercutting 
the  group's  ability  to  coordinate 
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attacks  outside  its  base  along 
the  Afghanistan-Pakistan 
border. 

To  illustrate  that  progress, 
U.S.  intelligence  officials 
revealed  new  details  of  a 
March  8  killing  of  a  top 
al-Qaeda  commander  in  the 
militant  stronghold  of  Miram 
Shah  in  North  Waziristan,  in 
Pakistan's  autonomous  tribal 
region.  The  al-Qaeda  official 
died  in  what  local  news  reports 
described  as  a  missile  strike  by 
an  unmanned  aerial  vehicle.  In 
keeping  with  long-standing 
practice,  the  officials  spoke  on 
the  condition  of  anonymity 
because  the  CIA  formally 
declines  to  acknowledge  U.S. 
participation  in  attacks  inside 
Pakistani  territory. 

Hussein  al- Yemeni,  the 
man  killed  in  the  attack,  was 
identified  by  one  intelligence 
official  as  among  al-Qaeda's 
top  20  leaders  and  a  participant 
in  the  planning  for  a  Dec.  30 
suicide  bombing  at  a  CLA  base 
in  the  province  of  Khost  in 
eastern  Afghanistan.  The 
bombing,  in  which  a  Jordanian 
double  agent  gained  access  to 
the  CIA  base  and  killed  seven 
officers  and  contractors,  was 
the  deadliest  single  blow 
against  the  agency  in  a 
quarter-century. 

Panetta’s  upbeat  remarks 
contrasted  with  recent 
intelligence  assessments  of 
continuing  terrorist  threats 
against  the  U.S.  homeland.  But 
he  also  said  al-Qaeda  will 
continue  to  look  for  ways  to 
strike  inside  the  United  States, 
and  he  noted  that  the 
organization  is  seeking  to 
recruit  people  who  lack 
criminal  records  or  known  ties 
to  terrorist  groups. 

He  cited  the  recent 
examples  of  Najibullah  Zazi, 
an  Afghan  immigrant  who 
targeted  the  New  York  subway 
system  and  pleaded  guilty  to 
terrorism  charges,  and  Umar 
Farouk  Abdulmutallab,  a 
Nigerian  charged  with 
attempting  to  detonate 
explosives  on  a  commercial 
flight  about  to  land  in  Detroit. 

"How  many  other  Zazis 
are  there  —  the  people  who 


have  a  clean  record  who 
suddenly,  for  some  crazy 
reason,  decide  to  get  involved 
with  jihad?"  Panetta  said.  "The 
bomber  in  Detroit  —  this 
person  suddenly  goes  off,  has  a 
U.S.  visa,  and  within  30  days 
he's  recruited  to  strap  a  bomb 
on  and  come  to  this  country. 
What  we  are  seeing  is  that  they 
are  now  looking  for  those  kind 
of  clean  credentials." 

Such  threats  make  it  all  the 
more  necessary  to  strike 
al-Qaeda  in  its  home  base, 
Panetta  said.  "The  president 
gave  us  the  mission  to  disrupt, 
dismantle  and  defeat  al-Qaeda 
and  their  military  allies,  and  I 
think  that's  what  we  are  trying 
to  do." 

Secret  strikes 

Counting  the  March  8 
operation,  the  CIA  is  believed 
to  have  mounted  22  such 
strikes  this  year,  putting  the 
agency  on  course  to  exceed  last 
year's  roughly  53  strikes,  a 
record.  The  March  8  event  is 
believed  to  have  been  the  first 
to  occur  in  an  urban  area;  a 
U.S.  intelligence  official 
familiar  with  the  operation  said 
the  building  that  was  targeted 
housed  "a  large  number  of 
al-Qaeda"  fighters  who  were 
developing  explosives.  There 
were  no  other  casualties,  the 
official  said. 

Panetta,  while  declining  to 
comment  on  the  strike  itself, 
said  the  death  of  the  al-Qaeda 
commander  sent  a  "very 
important  signal  that  they  are 
not  going  to  be  able  to  hide  in 
urban  areas." 

He  also  cited  recent  arrests 
of  top  Taliban  figures  -  most 
notably  Mullah  Abdul  Ghani 
Baradar,  captured  in  Karachi  in 
early  February  -  as  tangible 
evidence  of  improving  ties 
with  Pakistan's  intelligence 
service.  He  said  that  Pakistan 
has  given  the  CIA  access  to 
Baradar  since  his  capture  and 
added  that  "we're  getting 
intelligence"  from  the 
interrogation. 

A  senior  intelligence 
official  revealed  that  Baradar 
was  tracked  down  as  part  of  a 
joint  operation  with  Pakistan 
that  targeted  members  of  a 


Taliban  leadership  council 
known  as  the  Quetta  Shura.  A 
breakthrough  came  when  the 
intelligence  agencies  obtained 
a  list  of  Taliban  phone 
numbers,  one  of  which  led 
them  directly  to  Baradar,  the 
official  said. 

Panetta  said  coordination 
between  the  CIA  and  its 
Pakistani  counterparts  had 
improved  over  the  past  year, 
despite  occasional  "friction 
based  on  past  history.” 

"Generally  we've  had 
much  better  relationships,"  he 
said.  "We  do  a  lot  more 
operations  together.  That's  how 
Baradar  was  captured  as  well 
as  others...  .  They  have  been 
much  more  tolerant  of  the 
operations  we  have  there." 

Where  is  bin  Laden? 

Panetta  said  the  agency 
does  not  know  precisely  where 
bin  Laden  and  his  top  deputy, 
Ayman  al-Zawahiri,  are  hiding, 
but  he  said  agency  officials 
believe  the  two  are  inside 
Pakistan,  "either  in  the 
northern  tribal  areas  or  in 
North  Waziristan,  or 
somewhere  in  that  vicinity." 

While  there  have  been  no 
confirmed  sightings  of  either 
man  since  2003,  the  continued 
pressure  increases  the 
opportunities  for  catching  one 
or  both,  Panetta  said.  "We 
thought  that  the  increased 
pressure  would  do  one  of  two 
things:  that  it  would  either 
bring  them  out  to  try  to  exert 
some  leadership  in  what  is  an 
organization  in  real  trouble,  or 
that  they  would  go  deeper  into 
hiding,"  he  said.  "And  so  far 
we  think  they  are  going  deeper 
into  hiding." 

Inside  the  door  of  Panetta's 
office  is  a  color-coded  map  of 
the  tribal  areas  in  Pakistan,  the 
only  map  on  a  wall  decorated 
with  photographs  of  Panetta's 
long  career  in  Washington. 

"You  can  bet  there  is 
going  to  be  a  conversation  in 
this  office  during  the  day  that 
involves  something  on  that 
map,”  he  said. 

Staff  writer  Craig 
Whitlock  and  staff  researcher 
Julie  Tate  contributed  to  this 
report. 
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9.  US  Military:  Goal 
Still  To  Capture  Bin 
Laden  Alive 

By  Anne  Flaherty,  Associated 
Press 

WASHINGTON  -  The 
top  U.S.  commander  in 
Afghanistan  said  Wednesday 
that  it  remains  the  goal  of  U.S. 
troops  to  capture  Osama  bin 
Laden  alive  and  "bring  him  to 
justice." 

The  comment  by  Gen. 
Stanley  McChrystal  to 
reporters  was  in  contrast  to 
remarks  made  a  day  earlier  by 
Attorney  General  Eric  Holder. 
Holder  told  Congress  that  the 
chances  of  capturing  bin  Laden 
alive  were  "infinitesimal" 
because  he  would  probably  be 
killed  by  U.S.  forces  or  by  one 
of  his  own  fighters. 

Bin  Laden's  whereabouts 
have  longed  vexed  U.S. 
officials.  But  his  elusive  status 
has  recently  taken  on  new 
meaning  as  President  Barack 
Obama  pushes  to  try  suspected 
terrorists  in  civilian  courts 
instead  of  more  secretive 
military  tribunals. 

Congressional 

Republicans  are  pushing  back 
by  saying  that  bin  Laden  and 
others  like  him  shouldn't  be 
given  the  same  rights  as  U.S. 
citizens. 

Holder  said  in  House 
testimony  that  terrorists 
wouldn't  be  given  any  more 
rights  than  serial  killers  like 
Charles  Manson.  He  also 
dismissed  the  example  of  bin 
Laden  being  given  access  to 
U.S.  courts  as  a  red  herring  in 
the  debate. 

"Let's  deal  with  reality," 
Holder  said.  "The  reality  is  that 
we  will  be  reading  Miranda 
rights  to  the  corpse  of  Osama 
bin  Laden.  He  will  never 
appear  in  an  American 
courtroom." 

When  McChrystal  was 
asked  whether  the  U.S.  had 
given  up  on  capturing  bin 
Laden  alive,  he  said,  "Wow, 
no." 
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If  bin  Laden  enters 
Afghanistan,  ”we  would 
certainly  go  after  trying  to 
capture  him  alive  and  bring 
him  to  justice,"  McChrystal 
told  Pentagon  reporters  from 
Kabul. 

"I  think  that  is  something 
that  is  understood  by 
everyone,"  he  said. 


Christian  Science  Monitor 
(csmonitor.com) 

March  17,  2010 

10.  A1  Qaeda  Websites 
Present  Growing 
Threat,  FBI's  Mueller 
Warns 

By  Warren  Richey,  Staff  writer 

The  United  States  faces  an 
expanding  array  of  A1 
Qaeda-related  threats  that 
extend  far  beyond  the  lawless 
regions  of  southwest  Asia  and 
into  the  US  itself  via  radical 
Islamist  websites,  FBI  Director 
Robert  Mueller  told  a  House 
Appropriations  subcommittee 
on  Wednesday. 

“For  those  in  the 
intelligence  community  there 
has  been  a  shift  in  the  degree 
of  concern  about  affiliates  of 
A1  Qaeda  growing  in  strength 
and  presenting  a  much 
enhanced  threat  to  the  United 
States,”  the  Federal  Bureau  of 
Investigation  director  said. 

Prior  to  the  9/11  attacks, 
he  said,  the  Al  Qaeda  threat 
largely  resided  in  or  near 
Afghanistan.  Now,  however, 
US  intelligence  officials  are 
monitoring  the  growth  of 
groups  based  in  Somalia  and 
Yemen,  among  others. 

Some  3,000  naturalized 
US  citizens  currently  reside  in 
Yemen,  Mr.  Mueller  said,  and 
intelligence  officers  are 
attempting  to  identify  if  any 
have  been  radicalized,  trained, 
and  tasked  to  return  to  the  US 
to  conduct  attacks. 

In  addition,  Mueller 
warned  of  the  threat  of  Al 
Qaeda  supporters  emerging 
within  the  US  domestic 
population  who  have  grown 
sympathetic  to  Al  Qaeda 
through  contact  with  militant 
websites. 
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FBI  agents  are  attempting 
to  head  off  traditional  means  of 
radicalization  within  American 
prisons  or  in  small  pockets  in 
certain  US  communities.  But 
Mueller  said  the  hardest  to 
counter  is  the  militant 
international  dialogue 

underway  on  pro-Al  Qaeda 
websites. 

“The  one  that  is  most 
worrisome  is  the  Internet”  Mr. 
Mueller  testified. 

In  nearly  2.5  hours  of 
testimony,  Mueller  also 

defended  the  FBI’s 
interrogation  of  alleged 
Christmas  bomber  Umar 
Abdulmutallab,  and  he 
revealed  the  Obama 

administration’s  plans  to 
deploy  a  high-value  terrorist 
interrogation  team  within  the 
domestic  US. 

On  Tuesday,  Attorney 
General  Eric  Holder  was 
grilled  by  Republican  members 
of  the  same  House 
subcommittee  for  failing  to 
treat  Mr.  Abdulmutallab  as  an 
enemy  combatant. 

Administraiior  critics  say  that 
rather  than  giving  him  Miranda 
warnings  about  his  right  to 
remain  silent  and  obtain  a 
lawyer,  the  alleged  terrorist 
should  have  been  turned  over 
for  indefinite  military  detention 
and  interrogation  by  members 
of  the  newly  formed  high-value 
terrorist  interrogation  team. 

Mueller  disagreed.  “I 
believe  that  the  special  agent  in 
charge  and  the  agents  on  the 
ground  [in  Detroit]  did  an 
admirable  job,”  he  said.  “We 
could  have  brought  in  more 
subject-matter  experts  but  they 
were  not  readily  available  on 
the  ground  at  that  time.” 

The  FBI  director  said  that 
sometimes  the  best  opportunity 
to  obtain  statements  from  a 
suspect  is  immediately 
following  the  arrest.  “You  have 
to  act  relatively  quickly,”  he 
said. 

Mueller  said  officials  on 
the  scene  turned  to  an 
experienced  FBI  interrogator 
who  had  served  in  the  Middle 
East.  They  also  brought  in  an 
explosives  expert  to  participate 
in  the  questioning. 
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Abdulmutallab  was 

initially  talkative,  providing 
important  details,  officials  have 
said.  But  later,  after  he  was 
read  his  Miranda  rights,  he 
stopped  talking. 

Rep.  Frank  Wolf  (R)  of 
Virginia  said  Abdulmutallab 
should  have  been  placed  in 
military  detention  long  enough 
to  allow  interrogation 
specialists  to  fly  to  Detroit  to 
question  him. 

“We  are  not  saying  the 
[FBI  agent]  who  drew  the  short 
straw  to  work  in  Detroit  on 
Christmas  Day  was  a  bad 
person,”  he  said.  He  just 
wasn’t  the  best  qualified  in  the 
country  to  perform  the  job  at 
hand.  Representative  Wolf 
said. 

The  FBI  director  said  the 
agents  used  their  skills  and 
expertise  to  good  effect.  “I 
could  not  get  an  expert  on 
Nigerian  radicalism  there  that 
fast,”  he  said.  In  such  cases,  it 
is  necessary  to  rely  on  the 
judgment  and  ability  of 
officials  on  the  scene,  he  said. 

Mueller  said  he  would 
have  liked  having  the 
high-value  interrogation  team 
in  Detroit,  and  he  said  the 
administration  is  currently 
developing  guidelines  to  cover 
US-based  interrogation 

sessions  by  the  group. 

Wolf  complained  that  the 
administration  had  announced 
the  creation  of  the  interrogation 
team  seven  months  ago,  but 
that  it  won’t  be  operational  at 
the  national  counterterrorism 
center  until  August. 
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11.  Iraqi  Vote  Strips 
Away  Unity 

The  still-tight  race  dashes 
hopes  that  the  nation  might 
conquer  its  sectarian  divide. 

By  Ned  Parker 

BAGHDAD  -  With  more 
than  80%  of  the  votes  tallied  in 
Iraq's  parliamentary  elections 
and  the  race  still  neck  and 
neck,  hopes  that  the  country 
might  move  beyond  its  deep 
Shiite-Sunni  divide  appear  to 
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be  fading  in  a  stew  of  sectarian 
politics. 

Prime  Minister  Nouri 
Maliki,  who  once  campaigned 
as  a  nationalist  leader 
responsible  for  restoring 
security  to  all  Iraqis,  is  now 
falling  back  on  his  Shiite 
Muslim  religious  identity  to 
position  himself  against 
challenger  Iyad  Allawi,  a 
secular  Shiite  popular  with  the 
minority  Sunni  Arab 
population. 

Maliki's  allies  contend  that 
he  is  the  only  acceptable 
choice  for  the  country's  Shiite 
majority,  which  suffered  under 
the  rule  of  Saddam  Hussein 
and  members  of  his 
Sunni-dominated  Baath  Party. 

If  Allawi  is  defeated  in 
coming  negotiations  to  form  a 
government,  it  would  be  seen 
as  a  major  setback  for  Sunnis, 
who  have  viewed  the  national 
elections  as  a  chance  to  regain 
some  of  the  privileges  lost 
when  Hussein  was  toppled  in 
the  2003  U.S.-led  invasion  of 
Iraq. 

With  most  of  the  March  7 
vote  results  in,  Maliki's  slate 
leads  in  six  provinces  in  the 
Shiite-dominated  south  and 
remains  narrowly  ahead  in 
religiously  mixed  Baghdad. 
Allawi's  slate  appears  to  have 
won  in  five  northern  provinces 
with  large  Sunni  populations 
that  were  onee  hotbeds  of  the 
Sunni-led  insurgency. 

A  stable  government  is 
seen  as  vital  to  the  future  of 
Iraq  as  the  nation  prepares  for 
the  departure  of  American 
combat  troops  by  the  end  of 
August  and  all  U.S.  forces  by 
the  end  of  2011.  Its  last 
national  elections,  in  January 
2005,  which  Sunnis  largely 
boycotted,  helped  ignite  a  civil 
war  in  which  Sunni  Arab 
insurgents  fought  against 
militias  backed  by  the 
Shiite-dominated  government. 

Some  analysts  say  the 
current  election  fight  could 
push  the  sides  back  to  that  era 
if  Sunnis  again  feel 
marginalized  and  take  up  arms. 

Last  fall  when  Maliki, 
seeking  a  second  term  as  prime 
minister,  announced  his  State 
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of  Law  coalition,  he  boasted  a 
collection  of  prominent  Shiite 
and  Sunni  figures.  The  alliance 
sought  to  build  upon  his 
success  in  January  2009 
provincial  elections,  when 
Maliki  campaigned  as  a 
nationalist  figure  who  had 
restored  public  safety  for  all 
sects. 

But  an  increase  in  deadly 
bombings  since  August,  and  a 
round  of  disqualifications  of 
election  candidates  because  of 
their  alleged  ties  to  the  Baath 
Party,  has  returned  him  to  his 
earlier  role  as  a  conservative 
Shiite. 

The  Sunni  population 
voted  in  droves  for  Ailawi's 
Iraqiya  slate,  which  included 
well-known  Sunni  lawmakers 
Usama  Najafi  and  Vice 
President  Tariq  Hashimi,  both 
of  whom  are  seen  as  protectors 
of  the  Sunni  community  and 
the  professional  and  business 
class  under  Hussein. 

Now,  with  Maliki's  slate 
leading  in  more  provinces  and 
swapping  leads  with  Allawi  in 
the  popular  vote,  die  prime 
minister's  associates  have  been 
playing  the  sectarian  card, 
labeling  Ailawi's  coalition  as 
anti-Shiite  and  closing  ranks 
based  on  sect.  Maliki  has  also 
accused  the  other  side  of  fraud, 
a  charge  Western  officials  say 
is  unsubstantiated.  In  doing  so, 
Maliki's  coalition  is  following 
the  example  of  Allawi,  who 
voiced  similar  concerns  even 
before  the  vote. 

"Most  people  understand 
the  Iraqiya  list  has  many 
Baathists,"  Sami  Askari,  a 
senior  advisor  to  Maliki,  said 
Monday,  predicting  that  the 
country's  influential  Shiite 
clergy  would  never  endorse  a 
government  headed  by  those 
with  perceived  links  to  the 
Hussein  era.  Askari  also 
claimed  that  Iraqis  saw 
Ailawi's  list  as  backed  by 
Saudi  Arabia,  a  largely  Sunni 
country  that  many  Iraqi  Shiites 
view  as  irrevocably  hostile. 
Those  in  Maliki's  circle  insist 
that  the  prime  minister  post 
must  go  to  a  Shiite  with  proper 
religious  credentials. 

"Iyad  [Allawi]  is  Shiite  but 


he  is  representing  the  Sunnis. 
This  will  rule  him  out,"  said 
Maliki  ally  Ezzat  Shabandar,  a 
onetime  lawmaker  who  left 
Ailawi's  parliamentary  bloc 
last  year,  disillusioned  with  die 
former  prime  minister's 
autocratic  decision-making 
style. 

Already,  pressure  is 
building  for  Shiite  foes  of 
Maliki  to  support  him  for  a 
second  term  for  sectarian 
reasons,  according  to 
Shabandar. 

Leaders  of  the  Islamic 
Supreme  Council  of  Iraq  and 
Shiite  cleric  Muqtada  Sadr's 
political  movement  loathe 
Maliki  and  would  like  to 
unseat  him,  but  they  know  they 
can  never  back  Allawi, 
Shabandar  said. 

"1  am  sure  the  marjatyah 
[Shiite  clergy]  will  support 
Maliki,"  he  said,  adding  that 
Shiite  politicians  have  been 
visiting  Shiite  clerical  leaders 
in  Najaf,  who  are  seen  as  the 
protectors  of  Iraq's  Shiite 
faithful. 

He  said  the  clerics  have 

started  to  let  it  be  known  that 
the  Islamic  Supreme  Council 
should  avoid  opposing  Maliki 
so  as  not  to  endanger  the 
majority  sect 

"If  there  is  a  possibility  for 
Baath  to  infiltrate  power,  it  is 
through  Allawi,"  Shabandar 
said. 

Maliki  also  now  appears 
likely  to  receive  the  backing  of 
neighboring  Iran,  a  Shiite 
nation  with  close  ties  to  the 
prime  minister's  Shiite 
opponents,  Shabandar  said. 
Iran,  loathed  by  Iraq's  Sunni 
Arabs,  had  opposed  Maliki’s 
earlier  efforts  to  break  away 
from  the  other  Shiite  religious 
parties,  but  it  sees  him  as  a 
lesser  evil  than  Allawi, 
Shabandar  said. 

Maliki  appears  to  have  no 
qualms  about  crafting  a  less 
inclusive  governing  coalition 
than  in  2006,  when  Sunnis, 
Shiites  and  Kurds  were  all 
awarded  ministries  under  the 
supervision  of  the  U.S.  Even 
hopes  for  a  variety  of  Kurdish 
voices  in  Baghdad  has 
diminished,  as  a  rival  Kurdish 


page  14 

faction,  called  Change,  fared  once-oppressed  Shiite 

poorly  against  the  main  majority. 

Kurdish  bloc  for  seats  in  No  matter  which  man’s 
parliament.  slate  wins  more  seats, 

"The  government  of  diplomats  and  Iraqi  officials 
compromise  and  quota  is  say  the  post-election  jockeying 
finished.  We  are  going  toward  to  build  a  governing  coalition 
parliamentary  majority,"  could  give  rise  to  new  conflicts 


Shabandar  said.  "There  i 


Iraq's  Shiite-dominated 


difference  between  the  state  south  and  the  Sunni-dominated 
and  the  government.  The  west,  with  the  potential  to 
Sunnis  will  get  what  they  unravel  hard-won  security 
deserve  in  the  parliament..  .  gains. 

When  there  is  a  Kurdish-Shiite  With  U.S.  troop  levels  set 
coalition,  it  doesn't  mean  there  to  dip  to  about  50,000  by  the 
are  no  Sunnis  in  it."  end  of  the  summer,  the 

Iraq's  Sunnis  view  the  elections  appear  likely  to  give 
possibility  of  Ailawi's  defeat  rise  to  an  Iraq  even  more 
with  fear.  sharply  divided  than  in  the 

"The  future  will  be  very  recent  past,  with  Islamist 
black  for  the  Sunnis,"  said  a  Shiites  trying  to  maintain  their 


former  insurgent 
identified  himself 
Ahmed. 

He  worries  that  a 
government  with  minimal 


who  control  in  the  government  and 
Abu  Sunni  Arabs  hoping  to  assert  a 
louder  voice,  albeit  with  a 
Shiite  at  the  helm. 

"Already  the  smell  of 


Sunni  participation  will  lead  to  sectarianism  is  flowing  around 


again,"  Allawi  said  in  an 
interview  last  week  with  The 


security  crackdowns. 

"Maliki  has  this  path 

come  with  me  or  I'll  exclude  Washington  Post, 
you,"  the  former  insurgent  said.  Many  Sunnis  view  Allawi, 
a  former  prime  minister,  as  a 
potential  benevolent  dictator 
who  could  repair  Iraq's  tenuous 
relationship  with  Arab 
neighbors.  Among  ordinary 
Shiites,  Maliki's  popularity  is 
such  that  he  attracted  more 
votes  than  any  other 
parliamentary  candidate. 

But  as  a  politician,  Maliki 
has  many  enemies  and  few 
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12.  Vote  Accentuates 
Iraq’s  Deep  Splits 

Maliki,  Allawi  In  Tight  Battle; 

'  Smell  of  sectarianism  is 
flowing  around  again ' 

By  Leila  Fadel 

BAGHDAD  -  The  loyal  friends,  which  could 
emerging  results  from  last  complicate  the  task  of  forming 
week's  parliamentary  elections  the  new  governing  coalition  he 
have  made  clear  that  Iraq  needs  to  stay  on  as  prime 
remains  a  dangerously  minister.  He  broke  with  Iraq's 
polarized  nation,  with  deep  largest  Shiite  political  grouping 
regional  and  sectarian  schisms  to  reinvent  himself  as  a 


that  could  widen  as  the  U.S. 
military  draws  down. 

The  race  to  become  Iraq's 


nationalist  and  now  faces 
mistrust  among  many  Shiites. 
Maliki's  biggest  Shiite 


next  prime  minister  is  so  tight  rivals  are  the  followers  of  fiery 
that  it  remains  unclear  who  cleric  Moqtada  al-Sadr,  who 
will  come  out  ahead.  The  have  long  walked  a  fine  line 
country  is  caught  between  two  between  politics  and  violence, 
men:  Ayad  Allawi,  a  secular  The  Sadrists  could  become  the 
Shiite  who  became  the  dominant  voice  in  the 
candidate  of  choice  for  Sunni  second-largest  Shiite  bloc  in 
Arabs,  and  incumbent  Nouri  the  parliament.  This  could 
al-Maliki,  an  Islamist  Shiite  make  Maliki's  attempt  to  form 
who  has  recast  himself  as  a  a  new  government  painful  both 
nationalist  while  still  politically  and  possibly 
promising  to  serve  the  through  violence  in  the  streets. 
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With  more  than  80  percent 
of  votes  counted  in  Iraq,  the 
regional  and  sectarian  split  has 
been  stark. 

Allawi  holds  leads  in  the 
four  mostly  Sunni  provinces  in 
the  west  and  north,  including  a 
decisive  lead  in  Anbar 
province,  once  the  bastion  of 
the  Sunni  insurgency.  In  those 
Sunni  areas,  Maliki  has 
attracted  little  support.  Allawi 
also  is  slightly  ahead  in  the 
battleground  province  of 
Tamim,  where  Kurds,  Arabs 
and  Turkmens  all  claim  the 
capital,  Kirkuk. 

But  in  Baghdad,  the 
capital,  Maliki  is  still  leading, 
and  he  continues  to  lead  in  six 
of  the  nine  southern  provinces 
where  Shiites  hold  a  large 
majority,  and  where  Allawi's 
slate  is  doing  poorly. 

Both  Maliki  and  Allawi 
are  trying  to  woo  the  Kurds 
and  form  a  coalition  that  will 
ultimately  appoint  the 
president,  who  will  then  give 
the  largest  bloc  in  parliament 
the  first  chance  to  form  a 
government  and  choose  the 
prime  minister.  But  for  both 
men,  the  path  is  filled  with 
obstacles. 

If  Maliki,  a  divisive  figure 
whom  many  former  allies 
describe  as  authoritarian  and  in 
some  cases  duplicitous,  wins 
the  plurality  in  parliament  but 
proves  unacceptable  to  most 
rival  blocs,  it  would  mean 
months  of  political 
maneuvering  that  could  spill 
into  the  streets  and  spark 
bloodshed.  In  Iraq,  violence 
has  historically  been  the 
ultimate  card  in  politics. 

"Remember,  the  south 
challenged  Saddam  [Hussein] 
with  all  of  his  powers,"  Sadiq 
al-Rikabi,  a  top  adviser  to 
Maliki,  said  Wednesday, 
referring  to  the  1991  Shiite 
uprising.  He  spoke  about 
concerns  of  fraud  by  rivals  as 
the  votes  were  being  counted. 
"Our  people  are  still  suffering 
in  the  south,  and  they  arc 
patient  for  one  reason:  Their 
rights  in  Baghdad  will  be 
protected." 

It  is  unclear  whether 
Maliki  would  accept  a  defeat 


quietly  and  walk  away.  Top 
officials  in  his  State  of  Law 
bloc  warn  that  there  will  be 
"chaos"  if  election  results  are 
not  transparent  and  that  Maliki 
will  stay  in  his  position  until 
every  vote  is  manually 
recounted. 

While  Maliki  has  a 
cohesive  political  bloc,  the 
resistance  to  him  among  other 
Shiite  groups  means  that  many 
may  find  it  difficult  to  strike  a 
deal  that  would  leave  him  as 
prime  minister.  For  now, 
Maliki's  bloc  has  closed  ranks 
around  him,  but  its  members 
may  ultimately  have  to  decide 
whether  to  stick  with  him  if  it 
means  risking  control  of  the 
government. 

The  Sadrists,  projected  to 
win  35  to  40  seats  in  the 
325-seat  parliament,  have  said 
in  the  past  that  they  considered 
Maliki  treacherous  for  his 
strike  against  them  in  2008, 
when  he  went  after  their  militia 
and  arrested  tens  of  men  in  the 
southern  city  of  Basra.  The 
militia  was  seen  as  a  major 
player  in  much  of  the  sectarian 
violence  that  paralyzed  Iraq. 
Maliki  is  leading  in  oil-rich 
Basra  province. 

A  Sadr  movement  official 
who  spoke  on  the  condition  of 
anonymity  said  the  group's 
resurgent  power  meant  that 
Maliki  and  his  party  could  no 
longer  act  alone.  "They  are  not 
the  majority,”  the  official  said. 
"If  they  want  to  have  the  title 
of  prime  minister,  they  have  to 
listen  to  others,  not  put  their 
conditions  on  others." 

But  an  alliance  between 
Sadrists  and  Allawi  may  prove 
just  as  difficult.  The  former 
prime  minister  has  allied 
himself  with  Sunni  Arabs 
whom  most  Shiites  and  Kurds 
would  consider  unacceptable. 
His  party  has  also  been  the 
focus  of  a  controversial 
commission,  run  by  Shiite 
candidates,  that  purged  tens  of 
candidates  belonging  to  his  list 
for  alleged  loyalties  to 
Hussein's  outlawed  Baath 
Party.  The  move  galvanized 
Sunni  voters,  but  it  alienated 
some  of  Allawi's  smaller, 
Shiite  constituency. 


Ultimately,  Allawi's 
popularity  as  the  man  for  Sunni 
Arabs  in  Iraq  could  be  his 
undoing. 

"It's  more  or  less  an 
unwritten  dictum  that  this  post 
for  prime  minister  should  be 
for  the  Shiites,”  said  Ezzat 
Shahbandar,  a  Shiite  lawmaker 
and  member  of  Maliki's 
political  bloc.  "Although 
Allawi  is  a  Shiite,  he  is  a 
candidate  from  a  Sunni 
electorate. 

Correspondent  Ernesto 
Landoho  contributed  to  this 
report. 
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13.  MeCaskill  Turns  Up 
Heat  On  Earmarks, 
Pentagon 

Request  for  data  is  part  of 
drive  by  Congress  to  curb 
special  projects. 

By  Bill  Lambrccht 

WASHINGTON  -  Sen. 
Claire  MeCaskill  is  pressing 
the  Pentagon  to  release  records 
on  billions  of  dollars  in  defense 
projects  awarded  through 
congressional  earmarks,  part  of 
a  growing  move  to  restrict 
lawmakers'  practice  of 
directing  expensive  projects 
back  home  to  their  districts  and 
states. 

A  year  to  the  day  after  her 
first  demand  for  Pentagon 
documents,  MeCaskill,  D-Mo., 
said  Tuesday  that  she  had 
grown  increasingly  frustrated 
with  the  agency's  refusal  to 
comply.  Pentagon  officials 
have  provided  sketchy 
information  on  a  fraction  of 
recent  congressional-directed 
awards  for  military  spending, 
and  MeCaskill  has  received 
nothing  from  military  officials 
in  more  than  six  months,  she 
said. 

MeCaskill,  who  chairs  a 
Senate  subcommittee  on 
contracting  oversight,  said  one 
of  her  aims  was  tabulating  the 
number  of  no-bid  contracts 
awarded  to  companies  at  the 
behest  of  powerful  members  of 
Congress. 

"I'm  trying  to  be  patient. 
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but  I'm  not  giving  up,"  she 
said.  "I  feel  a  little  like  the  dog 
that  caught  its  tail." 

MeCaskill  said  she 
intended  to  telephone  Pentagon 
officials  shortly  and  also  was 
considering  holding  a  public 
hearing.  Another  option  would 
be  for  her  committee  to 
subpoena  the  documents. 

Steve  Ellis,  vice  president 
of  the  watchdog  group 
Taxpayers  for  Common  Sense, 
said  the  Pentagon  budget 
directed  more  earmarks  to 
for-profit  companies  than  any 
other  federal  agency.  But 
taxpayers  rarely  know  which 
companies  get  the  awards  and 
have  no  input  in  evaluating 
companies'  performances,  he 
said.  Pentagon  officials  did  not 
immediately  respond  to 
requests  for  comment. 

McCaskill's  efforts  are  part 
of  a  renewed  drive  in  Congress 
to  curb  the  use  of  earmarks, 
which  added  more  than  $30 
billion  to  the  federal  budget 
over  the  past  two  years. 

Last  week.  House 
Democrats  banned  the  use  of 
earmarks  that  would  be 
directed  to  for-profit  entities  in 
the  new  budget.  A  day  later, 
House  Republicans  went  a  step 
further  by  committing  the  GOP 
to  a  one-year  ban  on  all 
earmarks.  And  MeCaskill 
co-sponsored  an  amendment 
that  would  in  effect  ban 
earmarks  for  two  years  by 
requiring  an  extraordinary 
two-thirds  majority  to  pass  any 
legislation  containing  pet 
projects.  But  Tuesday  evening, 
the  Senate  demonstrated  its 
fondness  for  earmarks  by 
voting  more  than  2-1  to  kill  the 
proposed  two-year  ban. 

However,  the  Senate  did 
approve  an  amendment 
co-sponsored  by  MeCaskill  to 
cancel  funding  for  an  estimated 
$600  million  for  highway 
projects  obtained  by  earmarks 
a  decade  or  more  ago  but  not 
yet  built. 

By  all  accounts,  the 
question  of  earmarks  is  shaping 
up  as  a  political  issue  this 
election  year.  Missouri 
Secretary  of  State  Robin 
Carnahan,  the  Democrats’ 
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likely  candidate  for  Missouri's 
opening  Senate  seat,  responded 
last  week  to  die  new’  earmarks 
prohibitions  by  saying 
Congress  should  "ban  them 
all."  Previously,  she  had 
committed  only  to  reforming 
the  earmarks  process. 

"There's  no  accountability 
about  how  money  is  being 
spent,"  she  added  later  in  an 
interview.  "The  only  people 
who  like  earmarks  are  the 
politicians  who  give  them  out 
and  the  lobbyists  who  help  get 
them." 

The  issue  lends  itself  to 
Carnahan's  drive  to  paint 
herself  as  the  outsider  in  the 
Senate  election.  Like  many  in 
Congress,  Rep.  Roy  Blunt, 
R-Springfield,  her  likely 
opponent  in  November,  has 
made  use  of  earmarks.  He 
helped  secure  more  than  $20 
million  for  several  Missouri 
projects  last  year,  among  them 
defense-related  awards  for 
companies  in  his  southwestern 
Missouri  district 

After  the  GOP  caucus 
adopted  its  one-year  ban,  Blunt 
said  he  would  sponsor  a 
spending  reduction  in  Congress 
roughly  equivalent  to  the  last 
two  years  of  local-project 
awards.  A  spokeswoman  said 
last  week  that  he  would  abide 
by  the  House  GOP  ban;  he  was 
unavailable  Tuesday  for 
comment. 

Carnahan  and  Blunt  are 
competing  to  replace  Sen. 
Christopher  "Kit"  Bond,  who  is 
retiring.  Bond,  a  Republican, 
has  relied  heavily  on  earmarks 
during  his  four  terms  in  office. 
Bond  staunchly  defends 
earmarks  as  a  means  by  which 
Congress,  rather  than  the 
government,  can  oversee 
taxpayers'  money.  His  office 
said  Tuesday;  "AH 
discretionary  money  gets 
earmarked  by  someone  -  either 
by  an  elected  official  in 
Congress  or  an  unelected  one 
within  the  bureaucracy.  Right 
now,  about  98  percent  of  the 
money  is  earmarked  by 
bureaucrats." 
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14.  Navy  Stands  By  LCS 

Due  Date  As  Hill 

Backers  Of  Each  Bidder 

Swap  Barbs 

By  Emelie  Rutherford 

Navy  Secretary  Ray 
Mabus  said  yesterday  the 
service  is  keeping  a  mid-April 
deadline  for  industry  bids  on 
the  Littoral  Combat  Ship 
(LCS),  amid  concerns  about 
the  losing  shipbuilder 
protesting  the  contract  award 
and  a  call  from  one  side  to 
delay  the  schedule. 

Some  observers  predict  the 
loser  of  the  two-way  contest 
between  Lockheed  Martin  and 
General  Dynamics  teams, 
which  have  each  built  early 
LCSs,  will  protest  the  Navy's 
contract  award  to  government 
auditors.  The  service  has  set  an 
April  1 2  date  for  the  two 
industry  teams  in  the  contest  to 
build  the  next  10  littoral  ships. 
The  Navy  also  plans  to  allow 
additional  shipbuilders  to 
compete  to  build  future 
versions  of  the  selected  ship 
design. 

Sen.  Richard  Shelby 
(R-Ala.)  made  an  unsuccessful 
request  to  the  Navy  during  a 
budget  hearing  yesterday  to 
delay  the  April  12  due  date  for 
LCS  proposals  until  the 
Congressional  Budget  Office 
(CBO)  provides  a  requested 
assessment.  He  supports 
General  Dynamics'  bid  to  build 
1 0  all-aluminum  trimaran 
LCSs  at  Mobile,  Ala.-based 
Austal  USA. 

Shelby  joined  other 
Alabama  lawmakers  March  1 1 
in  requesting  the  CBO 
investigate  the  total  lifecycle 
costs  of  the  LCSs.  They  argue 
the  LCS  request  for  proposals 
(RFP)  does  not  address 
"critical  factors"  related  to  the 
total -ownership  costs  and 
technical  capabilities  of  the 
two  competing  designs,  and 
claim  Lockheed  Martin's  steel 
ship  would  have  higher 
lifecycle  operating  costs  than 
General  Dynamics'  aluminum 
version. 

"I'm  concerned,  Mr. 
Secretary  about  fuel  efficiency, 


which  is  a  big  cost,"  Shelby 
said  yesterday  during  a  Senate 
Appropriations  Defense 

subcommittee  (SAC-D) 

hearing  on  the  Navy  and 
Marine  Corps'  fiscal  year  201 1 
budget  requests. 

Shelby  charged  if  the  RFP 
is  not  amended,  to  include  an 
evaluation  factor  that  considers 
energy-consumption  costs,  the 
ship  acquisition  would  not  jibe 
with  Mabus'  statements 
regarding  considering  energy 
costs  in  contracting. 

Mabus  said  the  LCS  w’as 
designed  with  total-ownership 
costs  in  mind. 

Fuel  savings  are  shown 
when  the  littoral  ships  are  used 
at  very  high  speeds,  and  the 
Navy  "very  infrequently"  plans 
to  use  the  vessels  at  such  high 
speeds,  the  Navy  secretary 
said.  Chief  of  Naval 
Operations  Adm.  Gary 
Roughead  reiterated  this  point 
to  reporters  after  the  hearing, 
saying  there  is  not  a  huge 
divergence  in  fuel  consumption 
between  the  two  LCS  classes. 

Mabus  told  the  panel  he 
stands  by  "the  current  RFP, 
which  stresses  the  cost  to 
purchase  the  ship,  so  that  we 
can  get  enough  of  these  ships." 

"Both  variants,  we  believe, 
meet  every  requirement  that  we 
have,  not  only  operationally 
but  also  in  terms  of  life-cycle 
costs  going  forward,"  he  added. 

Shelby  asked  the  Navy  to 
delay  the  April  12  due  date  for 
LCS  bids  until  the  CBO 
responds  to  the  Alabama 
lawmakers'  request  for  a  LCS 
review.  Mabus  after  the 

hearing  told  reporters  the 

current  RFP  schedule  stands. 

SAC-D  member  Sen  Herb 
Kohl  (D-Wis.)  during  the 
hearing  countered  Shelby's 

claims  that  the  Lockheed 
Martin-Marinette  Marine 
semi-planing  monohull  LCS, 
built  in  his  state,  would  cost 
the  Navy  more  to  operate. 

Kohl  charged  the  General 
Dynamics  LCS  has  a  "radical" 
design,  rendering  its  operating 
costs  difficult  to  estimate.  He 
also  raised  concerns  about  the 
aluminum  LCS,  saying  the 
Navy  does  not  traditionally  use 
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the  metal  he  implied  would  not 
be  as  stable  as  steel. 

"It  seems  in  very  real 
sense  that  we're  comparing 
apples  and  oranges,"  Kohl  said 
about  the  competing  LCS 
designs. 

Mabus  responded  that  the 
Navy  does  not  "foresee  any 
significant  issues  for  either 
variant"  and  is  focused  on 
keeping  down  LCS  costs  down 
so  the  service  can  buy  55  of 
them. 

Kohl  asked  if  aluminum 
ships  are  more  expensive  to  fix 
than  steel  vessels,  because  of  a 
shortage  of  aluminum-trained 
welders  at  shipyards.  Mabus, 
though,  said  welding  for  the 
two  metals  is  similar  and  thus 
training  for  aluminum  can  be 
arranged. 

Navy  leaders  after  the 
hearing  told  reporters  they 
have  high  confidence  in  the 
LCS  RFP.  Mabus  said 
modifying  the  RFP  would  lead 
to  delays  that  would  raise  "real 
concerns"  regarding  building 
and  fielding  the  LCSs  when 
needed.  He  noted  the  Navy 
already  extended  the  due  date 
for  proposal  by  two  weeks  to 
answer  contractors'  questions. 

"We  think  both  sets  of 
builders  have  had  adequate 
time  to  look  at  this  and  to  get 
their  proposals  in  in  time," 
Mabus  said. 

Roughead  said  a  protest  of 
the  contract  decision  "would  be 
extraordinarily  disruptive  to 
[the]  ability  of  the  fleet  to 
accomplish  it  missions  in  the 
future." 


ArmyTimes.com 
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15.  Both  Sides  To 
Testify  At  Gay  Ban 
Hearing 

By  William  H.  McMichael, 

Staff  writer 

Thursday’s  Senate  Armed 
Services  Committee  hearing  on 
the  “don’t  ask,  don’t  tell” 
policy  that  bars  open  service 
by  gays  —  the  second  in  six 
weeks  —  will  feature  three 
outside  witnesses  who  are  all 
former  commissioned  officers. 
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Two  were  booted  out  for 
being  gay,  and  a  retired  Marine 
Corps  four-star  general  will 
testify  in  favor  of  keeping  the 
law  that  bans  openly  gay 
service  members. 

At  the  first  hearing,  on 
Feb.  2,  Defense  Secretary 
Robert  Gates  and  Joint  Chiefs 
Chairman  Adm.  Mike  Mullen 
told  the  committee  that  they 
back  President  Obama's  call 
for  repeal  of  the  current  law. 

Their  testimony  opened 
the  door  for  congressional 
Democrats  to  begin  holding 
hearings  on  the  effect  of  repeal. 

Meanwhile,  two 

Gates-directed  studies  —  one 
due  in  December,  another  due 
to  Gates  at  the  end  of  this  week 
—  will  look  at  the  effect  of 
change  across  the  military  and, 
separately,  how  the  Pentagon 
can  “enforce  this  law  in  a  fairer 
manner,”  in  Gates’  words, 
while  the  longer-term  review 
plays  out. 

Thursday’s  hearing  will 
give  those  who  attend  a  chance 
to  hear  the  view  from  both 
sides  of  the  fence. 

Retired  Marine  Corps  Gen. 
John  “Jack”  Sheehan, 
appearing  at  the  invitation  of 
the  committee’s  Republican 
staff,  has  never  publicly 
addressed  the  issue  of  gays  in 
the  military;  by  expressing 
opposition  to  repeal  of  the  ban, 
he  will  join  forces  with  Marine 
Corps  Commandant  Gen. 
James  Conway,  who  told  the 
committee  Feb.  25  hearing  that 
he  wants  to  “keep  the  law  such 
that  it  is.” 

The  other  service  chiefs 
have  not  expressed  outright 
opposition  to  repeal,  but  the 
top  Army  and  Air  Force 
generals  agreed  with  Conway 
that  making  a  change  during 
wartime  would  be  disruptive. 

Former  Air  Force  Maj. 
Mike  Almy  and  former  Navy 
Lt.  j.g.  Jenny  Kopfstein  both 
lost  their  careers  over  the  ban 
on  gays  and  will  testify  in 
favor  of  repeal. 

Almy’s  story  is 
particularly  compelling 

because  he  says  he  was  “outed” 
by  an  improper  search  of  his 
belongings  after  rotating  out  of 


4> 


Iraq. 

“The  search  was 
conducted  without  ever  once 
consulting  with  a  lawyer,” 
Almy  told  MSNBC  talk  show 
host  Rachel  Maddow  on  March 
3.  “My  private  e-mails  were 
forwarded  to  my  commander, 
who  called  me  into  his  office 
and  demanded  that  I  give  him 
an  explanation.  I  refused. 

“  ‘Don’t  ask,  don't  tell’ 
failed  me  despite  the  fact  that  1 
lived  up  to  the  premises  of  this 
law  and  never  disclosed  my 
private  life,”  Almy  said. 
“Never  once  in  my  13 -year 
career  did  I  make  a  statement 
to  the  military  that  violated 
‘don’t  ask,  don’t  tell.’  ” 

Almy  earlier  appeared  on 
Capitol  Hill  on  March  3  at  the 
invitation  of  Sen.  Joe 
Lieberman,  I-Conn.,  and  four 
other  senators  who  have 
introduced  a  bill  to  repeal  the 
ban. 

Kopfstein,  in  contrast,  was 
openly  gay  yet  deployed  twice 
on  a  Navy  cruiser  before  her 
discharge,  according  to  a 
biography  supplied  by  the 
Servicemembers  Legal 

Defense  Fund,  a  Washington, 
D.C.,  legal  group  representing 
both  of  the  gay  veterans  and 
devoted  to  repeal  of  the  law. 

Kopfstein  graduated  from 
the  U.S.  Naval  Academy  in 
1999  and,  during  her  first 
deployment  as  a  surface 
warfare  officer  aboard  the 
Japan-based  cruiser  Shiloh, 
told  her  commanding  officer 
that  she  was  a  lesbian.  It  was 
not  an  effort  to  get  out  of  the 
military;  as  she  told  the 
Washington  Post  in  2005,  “I 
didn’t  want  to  have  to  lie  about 
myself.” 

Her  commanding  officer 
requested  an  investigation  but 
nothing  happened  for  a  year, 
and  Kopfstein  underwent  a 
second  six-month  deployment 
on  Shiloh  in  support  of  the  war 
in  Afghanistan. 

According  to  SLDN, 
Kopfstcin’s  discharge  board 
was  convened  19  months  after 
her  initial  admission.  Both  her 
former  and  current 
commanding  officers  testified 
on  her  behalf,  but  she  lost  her 


commission. 

Sheehan  reached  the  top 
rungs  of  the  military  during  his 
35  years  of  service. 
Commissioned  in  1962,  he  is  a 
combat  veteran  of  the  Vietnam 
War  and  199 l’s  Desert  Storm 
and  a  recipient  of  the  Silver 
Star  and  two  Purple  Hearts.  He 
capped  his  career  as  Supreme 
Allied  Commander  Atlantic 
and  commander  of  U.S. 
Atlantic  Command  —  now 
U.S.  Joint  Forces  Command. 

Following  his  1 997 
retirement,  Sheehan  joined 
Bechtel  International,  an 
international  engineering, 
construction  and  project 
management  company,  as  a 
senior  vice  president. 

He  served  as  special 
adviser  for  central  Asia  for  two 
U.S.  defense  secretaries,  and 
also  sat  on  former  Defense 
Secretary  Donald  Rumfeld’s 
Defense  Policy  Board  from 
2001  to  2003. 

Sheehan  is  affiliated  with 
an  international  leadership 
group.  Global  Zero,  which  is 
dedicated  to  the  elimination  of 
nuclear  weapons  over  the  next 
quarter-century. 
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16.  Challenges  Remain 

In  Battlefield 

Contracting 

By  Antonie  Boessenkoo! 

The  Pentagon  has  made 
major  improvements  in  how  it 
contracts  for  "contingency" 
operations  in  Iraq  and 
Afghanistan  for  jobs  such  as 
food  service,  laundry, 
construction,  security, 

translators  and  logistics,  but 
challenges  remain,  Pentagon 

and  Government 

Accountability  Office  (GAO) 
officials  told  Congress 
members  March  17. 

The  GAO,  the  auditing 
arm  of  Congress,  said  it 
recommended  how  the 
Pentagon  could  improve 

wartime  contracting  in  areas 
such  as  providing  enough 

personnel  to  oversee 

contractors,  screening 


host-country  and  third-country 
nationals  hired  by  contractors, 
and  training  military  personnel 
on  how  to  work  with 
contractors  in  the  field. 

"GAO  has  made  many 
recommendations  starting  in 
the  mid-'90s  at  addressing  each 
of  these  challenges,”  William 
Solis,  director  of  defense 
capabilities  and  management 
for  GAO,  told  members  of  the 
U.S.  House  Appropriations 
defense  subcommittee.  While 
the  department  has 
implemented  some  of  those 
recommendations,  "it's  been 
slow  to  implement  others." 

Those  shortcomings 
include  a  lack  of  sufficient  and 
sufficiently  trained  military 
personnel  and  civilian 
employees  to  oversee 
contractors  day-to-day  during 
wartime  operations.  For 
example,  in  Afghanistan,  there 
was  concern  the  military  didn't 
have  people  with  enough 
knowledge  of  trades  such  as 
plumbing  and  electrical  wiring 
to  oversee  contractors  doing 
those  jobs. 

But,  said  Shay  Assad, 
Pentagon  director  of  defense 
procurement  and  acquisition 
policy,  improvements  have 
been  made  in  wartime 
contracting.  For  example, 
Assad  said,  the  Pentagon  has 
improved  on  filling  its 
requirements  for  trained 
contracting  officer 

representatives  to  oversee 
contractors  in  Iraq  and 
Afghanistan.  In  the  last  year, 
the  Pentagon  went  from  filling 
59  percent  of  those  slots  in  Iraq 
to  94  percent.  In  Afghanistan, 
the  fill  rate  went  from  38 
percent  in  January  2009  to  84 
percent  in  January  2010,  he 
said. 

One  concern  raised  at  the 
hearing  was  whether  U.S. 
contractors  and  the  U.S. 
military  adequately  screen 
host-country  nationals  and 
third-country  nationals  who 
work  for  U.S.  contractors. 

A  high  proportion  of  those 
working  for  contracting 
companies  hired  by  the  U.S. 
military  fall  into  those  two 
categories.  According  to  data 
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prepared  by  DoD  and 
presented  at  the  hearing,  only  9 
percent  of  contractors  in 
Afghanistan  and  28  percent  of 
contractors  in  Iraq  are  U.S. 
citizens.  The  rest  are 
categorized  as  third-country 
nationals  or  host-country 
nationals.  In  Afghanistan, 
host-country  nationals  are  75 
percent  of  all  contractors, 
according  to  DoD. 

While  some  members  of 
the  committee  pointed  to  hiring 
host-country  nationals  as  a  way 
to  stimulate  local  economies  in 
the  field,  Rep.  Marcy  Kaptur, 
D-Ohio,  said  that  practice  risks 
security  breaches,  especially 
when  such  hires  aren't 
adequately  screened. 

"I'm  very  concerned  about 
the  security  of  our  forces," 
Kaptur  said.  Although  hiring 
locals  may  help  foster  good 
relationships  with  local 
communities,  "each  one  is  also 
a  potential  for  infiltration  and  a 
breach." 

"It  is  a  concern,  and  it  is  a 
risk,"  Assad  responded.  "We 
are  doing  what  we  can  do  to 
screen  local  nationals,  but  it  is 
a  challenge." 


DefcnseNews.com 
March  17,  2010 

17.  Senator  Says  Solid 
Rocket  Motor  Costs 
Will  Double,  Navy 
Disagrees 

By  William  Matthews 

Okay,  everyone  agrees  - 
the  cost  of  solid  rocket  motors 
is  going  up.  The  question  is 
how  much. 

Sen.  David  Vitter,  R-La., 
insisted  again  March  17  that 
the  cost  of  solid  rocket  motors 
that  the  U.S.  military  needs  for 
its  intercontinental  ballistic 
missiles  will  double  if 
President  Barack  Obama  gets 
his  way. 

Vitter  blames  Obama's 
space  strategy,  as  spelled  out  in 
the  2011  budget,  which  would 
cancel  NASA’s  Constellation 
program. 

Constellation  is 

developing  the  next  rocket  and 
crew  capsule  to  take  humans 


into  space.  The  current  launch 
vehicle,  the  space  shuttle,  is  to 
retire  this  year. 

With  Constellation  over 
budget  and  behind  schedule, 
the  Obama  administration 
favors  encouraging  private 
space  companies  to  develop  the 
next  generation  of  launch 
vehicles. 

While  others  praise 
Obama's  plan  to  invest  in 
commercial  space  companies, 
Vitter  worries  that  one  of  the 
real  losers  in  all  this  will  be  the 
U.S.  military. 

His  logic:  NASA  is  the 
nation's  biggest  customer  for 
solid  rocket  motors,  so  if 
NASA  drops  out  of  the  market 
prices  for  everyone  else  will 
double.  The  military  needs 
solid  rocket  motors  for 
Minuteman  ballistic  missiles, 
submarine-based  Trident 
ballistic  missiles,  missile 
interceptors  and  all  sorts  of 
tactical  missiles. 

The  Navy,  which  has 
studied  the  matter,  says  prices 
will  probably  rise,  but  they 
won’t  double. 

During  a  Senate  Armed 
Services  strategic  forces 
subcommittee  hearing,  Rear 
Adm.  Stephen  Johnson,  said  he 
expects  solid  rocket  motor 
prices  to  rise  10  to  20  percent. 
He  assured  Vitter  that  100 
percent  price  growth  is  not 
likely.  Johnson  heads  Navy 
strategic  systems  programs. 

Vitter,  who  has  been 
sounding  this  alarm  since  the 
201 1  budget  was  unveiled  Feb. 

1 ,  seemed  unconvinced. 

NASA  provides  70  percent 
of  the  business  that  sustains  the 
solid  rocket  motor  industry,  he 
said.  If  that  vanishes,  costs  for 
other  customers  must  increase 
more  than  20  percent. 

Not  so,  said  Johnson. 
NASA's  requirements  are  so 
different  from  the  military's  - 
think  size  and  weight  -  that 
eliminating  NASA's  demand 
will  not  cause  military  rocket 
costs  to  double. 

"It's  a  valid  concern," 
Johnson  told  Vitter.  And  costs 
may  rise,  possibly  20  percent. 
But  they  won't  double. 

In  other  testimony,  senior 


Air  Force  officials  said  they 
plan  to  spend  $5.5  billion  over 
the  next  six  years  to  modernize 
U.S.  bombers.  Those  are  the 
B-52,  the  newest  of  which  is 
48  years  old;  the  B-l,  which 
has  been  flying  since  1986;  and 
the  B-2,  which  dates  to  1 993. 

While  upgrading  data 
links,  targeting  pods  and 
avionics,  die  Air  Force  will 
also  begin  designing  a  new 
bomber  that  could  be  manned 
or  unmanned,  supersonic  or 
subsonic.  It  didn't  come  up  in 
the  subcommittee  hearing,  but 
the  Air  Force  has  said  that  the 
study  alone  will  cost  $2  billion 
to  $4  billion  a  year,  with  the 
aim  of  developing  a  new 
bomber  by  2020. 


ArmyTimes.com 
March  17,  2010 

18.  Personnel  Chiefs 
Warn  Against  Cuts  To 
Bonuses 

By  Rick  Maze,  Staff  writer 

Despite  meeting  all 
recruiting  and  retention  goals, 
the  service  personnel  chiefs 
pleaded  with  a  House  panel 
Wednesday  to  keep  paying 
enlistment  and  selective 
re-enlistment  bonuses. 

Clifford  Stanley, 

undersecretary  of  defense  for 
personnel  and  readiness,  said 
military  pay  and  benefits 
generally  are  competitive  with 
the  private  sector,  and  that 
large  across-the-board 

increases  are  not  wanted  or 
needed. 

‘The  state  of  military 
compensation  is  healthy,” 
Stanley  told  the  House  Armed 
Serfices  Committee’s  military 
personnel  panel.  “For  the  first 
time,  we  truly  have  the  ability 
to  target  pay  with  pinpoint 
accuracy  to  achieve  desired 
aims  and  maximize  effects  of 
dollars  spent.” 

Service  officials  said  they 
may  be  recruiting  and  keeping 
enough  people  to  meet 
numerical  goals  —  and  they 
noted  that  they  are  reducing 
bonus  budgets  —  but  they 
worry  about  Congress  cutting 
too  deeply. 


The  Air  Force,  for 
example,  wants  $645  million 
for  bonuses  in  fiscal  2011,  said 
Lt.  Gen.  Richard  Newton,  that 
service’s  deputy  chief  of  staff 
for  manpower  and  personnel. 

“These  pays  are  critical  as 
we  shape  the  force  to  meet  new 
and  emerging  missions  and 
support  the  combatant 
commanders  in  today’s  fight,” 
Newton  said. 

Lt.  Gen.  Richard  Zilmer, 
the  deputy  Marine  Corps 
commandant  for  manpower 
and  reserve  affairs,  said  the 
Corps  also  is  cutting  bonuses 
but  continues  to  expect  to  need 
significant  entry  bonuses  to 
meet  goals  for  recruits  in  some 
critically  needed  skills. 

The  Army  budget  for 
bonuses  was  $4.9  billion  in 
fiscal  2009  and  was  reduced  to 
$4.4  billion  this  year.  For  2011, 
the  Army  wants  $4.6  billion, 
an  amount  that  reflects  the  cost 
of  anniversary  payments  for 
bonuses  already  signed,  said 
Maj.  Gen.  Thomas  Bostick,  the 
Army’s  deputy  chief  of  staff 
for  personnel. 


New  York  Times 
March  18,2010 
19.  Pentagon  Sees  A 
Threat  From  Online 
Muckrakers 
By  Stephanie  Strom 

To  the  list  of  the  enemies 
threatening  the  security  of  the 
United  States,  the  Pentagon  has 
added  WikiLeaks.org,  a  tiny 
online  source  of  information 
and  documents  that 
governments  and  corporations 
around  the  world  would  prefer 
to  keep  secret. 

The  Pentagon  assessed  the 
danger  WikiLeaks.org  posed  to 
the  Army  in  a  report  marked 
“unauthorized  disclosure 
subject  to  criminal  sanctions.” 
It  concluded  that 

“WikiLeaks.org  represents  a 
potential  force  protection, 
counterintelligence,  OPSEC 
and  INFOSEC  threat  to  the 
U.S.  Army”  —  or,  in  plain 
English,  a  threat  to  Army 
operations  and  information. 

WikiLeaks,  true  to  its 
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mission  to  publish  materials 
that  expose  secrets  of  all  kinds, 
published  the  2008  Pentagon 
report  about  itself  on  Monday. 

Lt.  Col.  Lee  Packnett,  an 
Army  spokesman,  confirmed 
that  the  report  was  real.  Julian 
Assange,  the  editor  of 
WikiLeaks,  said  the  concerns 
the  report  raised  were 
hypothetical. 

“It  did  not  point  to 
anything  that  has  actually 
happened  as  a  result  of  the 
release,”  Mr.  Assange  said.  “It 
contains  the  analyst's  best 
guesses  as  to  how  the 
information  could  be  used  to 
harm  the  Army  but  no  concrete 
examples  of  any  real  harm 
being  done.” 

WikiLeaks,  a  nonprofit 
organization,  has  rankled 
governments  and  companies 
around  die  world  with  its 
publication  of  materials 
intended  to  be  kept  secret  For 
instance,  the  Army’s  report 
says  that  in  2008,  access  to  the 
Web  site  in  the  United  States 
was  cut  off  by  court  order  after 
Bank  Julius  Baer,  a  Swiss 
financial  institution,  sued  it  for 
publishing  documents 

implicating  Baer  in  money 
laundering,  grand  larceny  and 
tax  evasion.  Access  was 
restored  after  two  weeks,  when 
the  bank  dropped  its  case. 

Governments,  including 
those  of  North  Korea  and 
Thailand,  also  have  tried  to 
prevent  access  to  the  site  and 
complained  about  its  release  of 
materials  critical  of  their 
governments  and  policies. 

The  Army’s  interest  in 
WikiLeaks  appears  to  have 
been  spurred  by,  among  other 
things,  its  publication  and 
analysis  of  classified  and 
unclassified  Army  documents 
containing  information  about 
military  equipment,  units, 
operations  and  “nearly  the 
entire  order  of  battle”  for 
American  forces  in  Iraq  and 
Afghanistan  in  April  2007. 

WikiLeaks  also  published 
an  outdated,  unclassified  copy 
of  the  “standard  operating 
procedures”  at  the  military 
prison  in  Guantanamo  Bay, 
Cuba.  WikiLeaks  said  the 


document  revealed  methods  by 
which  the  military  prevented 
prisoners  from  meeting  with 
the  International  Red  Cross  and 
the  use  of  “extreme 
psychological  stress”  as  a 
means  of  torture. 

The  Army’s  report  on 
WikiLeaks  docs  not  say 
whether  WikiLeaks’  analysis 
of  that  document  was  accurate. 
It  does  charge  that  some  of 
WikiLeaks’s  other 

interpretation  of  information  is 
flawed  but  does  not  say 
specifically  in  what  way. 

The  report  also  airs  the 
Pentagon’s  concern  over  some 
2,000  pages  of  documents 
WikiLeaks  released  on 
equipment  used  by  coalition 
forces  in  Iraq  and  Afghanistan. 
The  Pentagon  concluded  that 
such  information  could  be  used 
by  foreign  intelligence 
services,  terrorist  groups  and 
others  to  identify 
vulnerabilities,  plan  attacks  and 
build  new  devices. 

WikiLeaks,  which  won 
Amnesty  International’s  new 
media  award  in  2009,  almost 
closed  this  year  because  it  was 
broke  and  still  operates  at  less 
than  its  full  capacity.  It  relies 
on  donations  from  humans 
rights  groups,  journalists, 
technology  buffs  and 
individuals,  and  Mr.  Assange 
said  it  had  raised  just 
two-thirds  of  the  $600,000 
needed  for  its  budget  this  year 
and  thus  was  not  publishing 
everything  it  had. 

Perhaps  the  most  amusing 
aspect  of  the  Army’s  report,  to 
Mr.  Assange,  was  its 
speculation  that  WikiLeaks  is 
supported  by  the  Central 
Intelligence  Agency.  “I  only 
wish  they  would  step  forward 
with  a  check  if  that’s  the  case,” 
he  said. 


San  Antonio  Express-News 
March  18,  2010 
20.  Info-Gathering 
Office  Defended 
By  Guillermo  Contreras, 
Express-News 

As  he  bats  down 
allegations  that  he  ran  an 
off-the-books  spy  operation  in 


Afghanistan  and  Pakistan,  a 
civilian  Defense  Department 
official  has  been  locked  out  of 
his  office  at  Lackland  AFB  and 
remains  cautious  about  who 
visits  him  at  his  San  Antonio 
apartment. 

In  interviews  Tuesday  and 
Wednesday  with  the  San 
Antonio  Express-News, 

Michael  D.  Furlong,  56,  said  a 
report  earlier  this  week  in  the 
New  York  Times  incorrectly 
portrayed  the  now-suspended 
program  he  ran. 

He  denied  allegations  that 
he  inappropriately  diverted 
millions  of  dollars  for  the 
operation  and  said  his  military 
superiors  approved  the 
program,  which  at  one  point 
was  supervised  by  U.S. 
commanders  and  a  separate 
NATO  command. 

Furlong  is  accused  of 
using  civilian  subcontractors  to 
secretly  collect  information 
that  later  was  used  to  target  and 
kill  suspected  militants. 

Furlong  claimed  Robert 
Young  Pelton  —  who  hosted 
cable  TV’s  “The  World's  Most 
Dangerous  Places”  and  was  a 
government  subcontractor 
related  to  Furlong's  program  — 
reported  “wild  accusations” 
about  him  to  the  CIA  as  part  of 
a  “vendetta”  that  stoked  the 
agency  to  complain  to  the 
Defense  Department  that  the 
program  invaded  its  turf. 

He  contended  that  CIA 
officials  were  briefed  about  the 
program’s  concept  and  a  legal 
opinion  was  sought  that 
deemed  the  eventual  operation 
lawful. 

But  the  Pentagon  has 
launched  internal  and  criminal 
investigations  of  Furlong  and 
millions  of  dollars  spent  on  the 
program. 

But  Pelton  said  Furlong 
tricked  him  and  his  business 
partner  into  believing  the 
program  was  meant  to  gather 
cultural  and  political 
information  in  Afghanistan  and 
Pakistan,  and  that  Furlong 
added  components  to  it  meant 
to  gather  intelligence  that  could 
have  resulted  in  people 
working  for  his  company  —  or 
suspected  militants  —  getting 
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killed. 

“No,  we’re  not  engaged  in 
a  vendetta  against  Michael 
Furlong,”  Pelton  said  in  an 
interview. 

He  added  that  Furlong's 
accusations  are  an  attempt  to 
deflect  blame  for  his  own 
ill-advised  actions. 

Pelton  also  denied  having 
made  any  claims  to  the  CIA 
about  Furlong. 

‘That's  a  figment  of  Mr. 
Furlong's  quite  imaginative 
paranoia,”  Pelton  said. 

Furlong  said  he  has  been 
denied  access  to  documents 
and  e-mails  he  says  can  verify 
his  story. 

‘This  is  not  about  anything 
but  providing  the  best  force 
protection  we  can  provide  all 
of  those  20-somethings  in 
foxholes,”  Furlong  said.  “It’s 
about  saving  lives.” 

The  Express-News  was 
unable  to  independently  verify 
many  of  Furlong's  claims 
because  the  military  also 
clamped  down  in  light  of  the 
investigations. 

The  Defense  Department 
said  it  was  investigating  the 
allegations  in  the  Times  report, 
and  Furlong's  claims  after 
being  informed  of  them  by  the 
Express-News. 

“The  department  is  in  the 
process  of  gathering  the  facts 
surrounding  these  allegations 
to  determine  if  there  was  any 
inappropriate  conduct” 

Pentagon  spokesman  Bryan 
Whitman  said  by  e-mail.  “If 
any  improprieties  are  found, 
the  department  will  take 
appropriate  corrective  action.” 

A  U.S.  intelligence 
official,  who  requested 
anonymity  because  of  die 
sensitivity  of  the  matter,  said  in 
response  to  Furlong's  claims: 
“Both  DOD  and  CIA  opposed 
what  this  individual  (Furlong) 
was  trying  to  do.  If  this  activity 
was  fully  authorized  by  the  top 
military  brass,  you’ve  got  to 
ask  yourself  why  DOD 
launched  an  investigation.  It 
was  DOD  that  shut  it  down, 
after  all.” 

‘This  wasn't  a  case  of  turf. 
It  was  something  that  struck 
both  military  and  intelligence 
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officials  as  a  serious 
head-sera  tcher.” 

Trading  accusations 

Jeff  Addicott,  the  former 
senior  legal  adviser  to  U.S. 
Army  special  forces,  said 
civilian  contractors  are  relied 
on  heavily  by  the  military  and 
can  be  used  in  defensive 
operations,  but  not  in  offensive 
scenarios. 

“I  would  say  if  we  are 
using  them  to  gather 
intelligence,  we  are  not 
violating  the  law  of  war  as  long 
as  they  are  not  pulling  the 
trigger,”  said  Addicott,  director 
of  the  Center  for  Terrorism 
Law  at  St  Mary's  University. 
“But  if  they're  involved  in  the 
offensive  use  of  violence,  that 
would  be  a  violation.” 

Furlong  said  the 
outsourced,  unarmed  teams  he 
used  didn't  go  around  “kicking 
in  doors”  and  killing  people. 

He  said  Pelton's  claims  to 
the  Times  that  Furlong  referred 
to  his  teams  of  contractors  as 
“my  Jason  Bournes”  —  a 
movie  character  spy  —  was 
fantasy  concocted  by  Pelton. 

Furlong  said  Pelton  was 
upset  his  company  didn't  get 
the  entire  $24.8  million 
funding  that  Furlong  was  able 
to  get  through  various 
“contract  vehicles”  to  fund  the 
program. 

Pelton  called  Furlong's 
allegations  self-serving  and 
untruthful. 

While  the  contractors 
included  former  operatives  of 
the  CIA  and  military  special 
operations  forces,  Furlong  said 
their  role  was  to  collect 
information  that  is  openly 
available,  such  as  banter  at 
markets  or  bazaars  that  might 
contain  information  about 
potential  attacks  on  U.S. 
interests. 

In  the  pipeline 

Furlong  said  their 
information  helped  prevent 
assassinations  of  two  Afghani 
government  officials  friendly 
to  the  U.S. 

“I  take  stuff  in  open  source 
and  throw  it  in  the  intelligence 
pipeline,”  Furlong  said.  “I  don’t 
take  this  information  and  go 
directly  to  a  kill.  It  is  not  the 


spot  and  shoot  operation  that 
he  (Pelton)  is  making  it  sound 
like.” 

Furlong  is  retired  from  the 
Army  and  said  he  is  a  principal 
strategist,  a  civilian  employee 
of  the  Senior  Executive 
Service,  for  the 

Nebraska-based  U.S.  Strategic 
Command,  which  runs  the 
Joint  Information  Operations 
Warfare  Center  at  Lackland 
AFB  in  San  Antonio. 

The  center  provides  global 
support  for  U.S.  combat 
commanders,  but  the  matters 
involving  Furlong's 

controversial  acts  occurred 
while  Furlong  was  detailed  to 
U.S.  Central  Command,  which 
is  running  theater  operations  in 
Afghanistan  and  Iraq. 

Furlong  said  die  origins  of 
the  program  date  to  July  2008, 
when  U.S.  forces  suffered  a 
blow  by  an  ambush  at  Wanat, 
Afghanistan. 

He  said  Army  Gen.  David 
McKieman,  then  the  top  U.S. 
general  in  Afghanistan, 
reached  out  to  the  military's 
in-house  network  and  Furlong 
was  called  in  because  of  his 
experience  in  psychological 
operations. 

“McKieman  was  fit  to  be 
tied,”  Furlong  said.  “He  said  to 
me,  ‘I  need  to  know  what's 
going  on  outside  the  wire.  How 
can  this  surprise  attack  happen 
to  us?'” 

Furlong  said  he  was  asked 
to  provide  a  “commercial 
information  service  that  would 
enhance  our  situation 
understanding  of  the 
environment”  and  offered  a 
proposal  using  former 
journalists  to  provide  “ground 
truth.” 

But  Pelton,  who  also  has 
written  books  about  war  zones, 
offered  a  different  account. 

He  said  he  and  his 
business  partner,  Eason  Jordan, 
a  former  television  news 
executive,  had  previously  set 
up  a  pay-for-access  Web  site 
about  Iraq,  iraqslogger.com, 
and  had  no  input  from  Furlong. 

Pelton  said  McKieman 
provided  $1  million  from  his 
command's  contingency  funds 
for  Pelton  and  Jordan  to 


operate  another  Web  site  that 
collected  information  about 
Afghanistan  and  Pakistan  from 
open  sources  and  to  produce 
reports  and  analyses. 

Pelton  said  Furlong  was  at 
the  meeting  with  McKieman, 
and  Furlong  said  he  could  fund 
the  proposal,  known  as  AfPax 
Insider. 

McKieman  was  fired  last 
May  by  the  Obama 
administration  in  what  some 
speculated  was  an  attempt  to 
jump-start  a  new  war  strategy 
that  relied  more  on 
counterinsurgency  tactics  and 
less  on  conventional  warfare. 

Reached  by  phone  by  the 
Express-News,  the  now-retired 
McKieman  declined  comment 
on  the  matter. 

The  AfPax  Insider  Web 
site  was  launched  after  that 
meeting,  but  Pelton  said  initial 
payments  were  delayed  for 
unknown  reasons  until 
February  2009,  and  then  were 
provided  through  St. 
Petersburg,  Fla.-based 

International  Media  Ventures. 

That  company  didn't 
respond  to  the  Express-News' 
requests  for  comment. 

Furlong  said  he  ran  into 
hurdles  in  getting  the  program 
going,  in  part,  because  the  CIA 
“pushed  back”  and  wanted  a 
legal  review  of  his  proposal. 
Such  a  review  was  done  and 
the  conceptual  program  was 
found  to  be  lawful,  Furlong 
said. 

Furlong  also  said  he 
obtained  $24.8  million  in 
funding  for  the  program  under 
the  Joint  Improvised  Explosive 
Device  Defeat  Organization,  a 
Pentagon  research  organization 
meant  to  help  reduce  the 
threats  from  roadside  bombs. 

But  Pelton  and  Eason, 
Furlong  said,  were  removed 
from  the  project  in  September 
after  Rear  Adm.  Gregory 
Smith,  the  top  military 
spokesman  in  Afghanistan  and 
Furlong's  boss,  decided  he 
didn't  want  AfPax's  services. 

And,  Furlong  said,  a 
review  of  its  services  showed  it 
“over-promised  and 

under-delivered.” 

The  work  then  was  given 
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to  other  International  Media 
Ventures'  subcontractors  who 
did  better,  he  said.  Furlong 
declined  to  identify  them  for 
security  reasons,  but  the  New 
York  Times  identified  one  as 
Boston-based  American 

International  Services  Corp., 
run  by  a  former  Green  Beret. 

Pelton,  Furlong  said,  sent 
him  an  e-mail  stating  that,  if 
AfPax  didn't  get  reinstated,  he 
would  “blow  this  whole 
operation  up,”  something 
Pelton  denies. 

Last  fall,  the  New  York 
Times  reported,  the  CIA's 
station  chief  in  Kabul  sent  a 
cable  to  the  Defense 
Department  complaining  that 
Furlong  was  doing  tilings 
illegally.  It  eventually  resulted 
in  the  military  ending  the 
program  several  months  before 
its  May  3 1  completion. 

Furlong's  version  also 
clashes  with  the  claims  of 
Smith,  who  told  the  Times  he 
wasn't  aware  of  what 
International  Media  Ventures 
employees  might  be  doing  in 
Afghanistan  in  relation  to 
Furlong's  program. 

Smith  also  told  the  Times 
he  opposed  AfPax's  proposals, 
and  that  Furlong  wanted  to 
spend  whatever  money  was  left 
over  elsewhere.  Smith  said  $15 
million  was  unaccounted  for, 
and  that  he  had  no  idea  where 
the  money  went. 

Furlong  disputed  this, 
saying  Smith  had  a 
representative  at  a  program 
review  last  month  in  Tampa. 

“This  event  (the  Feb.  12 
review)  reflected  that  all  the 
funds  and  contractor 
deliverables  were  accounted 
for  ”  Furlong  said.  “One  thing  1 
am  not  is  a  crook.” 


European  Stars  and  Stripes 
March  18, 2010 
Pg.l 

21.  No  Gambling  In  The 
DOD?  Wanna  Bet? 

By  Mark  Patton,  Stars  and 
Stripes 

WIESBADEN,  Germany 
—  As  millions  of  Americans 
scramble  to  make  last-minute 
adjustments  to  their  NCAA 
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tournament  brackets,  the 
Defense  Department  is  playing 
the  role  of  bracket  buster 
before  the  tournament  even  tips 
off  Thursday. 

“Office  pools  on  March 
Madness  are  not  authorized  or 
permitted,'’  according  to  DOD 
spokeswoman  Maj.  April 
Cunningham. 

Joint  Ethics  Regulations 
state  that  DOD  employees  are 
prohibited  from  gambling 
while  on  duty,  or  in  federally 
owned  offices. 

But  offices  are  where  most 
March  Madness  pools  take 
place. 

A  recent  survey  by  the 
Spherion  Corporation  estimates 
45  percent  of  workers  have 
participated  in  an  office  pool 
before,  and  56  percent  of  those 
who  have  participated 
specifically  took  part  in  March 
Madness  pools.  The 
tournament  might  cost  U.S. 
employers  as  much  as  $1.8 
billion  in  unproductive  wages 
during  the  first  week  of  action, 
according  to  an  annual  survey 
by  Chicago-based  placement 
firm  Challenger,  Gray  & 
Christmas  Inc. 

Sgt.  Michael  Metzbower 
with  the  1st  Armored  Division 
headquarters  said  he  is 
participating  in  five  different 
bracket  challenges  this  year. 

The  North  Carolina  native 
said  basketball  brackets  were  a 
part  of  his  upbringing  and,  now 
that  he  lives  in  Germany,  it 
doesn’t  interfere  with  his  work 
because  the  games  occur  later 
in  the  day.  He  said  he  also 
participates  in  several  office 
pools,  including  a  recent 
fantasy  football  league,  where 
participants  pitched  in  $2  a 
week. 

“Everyone  was  invited  to 
join,  officers  and  enlisted 
alike,”  he  said.  “I  think  it 
builds  camaraderie.” 

But  the  military  says 
violators  who  misuse 

government  resources  or 
participate  in  gambling 

between  officers  and  enlisted 
may  be  punished  under  file 
Uniform  Code  of  Military 
Justice  or  face  other 
disciplinary  actions,  according 


to  Maj.  Paul  Bednar, 
spokesperson  for  the  66  th 
Military  Intelligence  Brigade. 

Unless,  that  is,  the 
gambling  comes  in  the  form  of 
the  playing  the  slot  machines  at 
the  base  bowling  alleys  or 
clubs.  According  to  military 
officials,  some  policy 

exemptions  exist,  including  the 
slots  that  generate  revenue  for 
Morale,  Welfare  and 

Recreation  services. 

“While  servicemembcr 
demand  for  gambling  similar  to 
home  may  be  one  reason  DOD 
provides  slots,  another  reason 
is  likely  the  significant  amount 
of  money  they  generate,”  said 
Keith  Whyte,  executive 
director  of  the  Washington, 
D.C.-based  National  Council 
on  Problem  Gambling. 

According  to  figures 
released  in  2008,  annual  profits 
from  military  gambling 
overseas  total  about  $184 
million. 

The  irony  is  not  lost  on  the 
soldiers. 

“I  think  it’s  hypocritical,” 
said  Pfc.  Bobby  Ortez  with  1st 
AD  headquarters  in 
Wiesbaden.  “As  long  as  you 
keep  your  soldier  mentality, 
you  should  be  allowed  to 
gamble.” 

Plus,  filling  out  a  bracket 
is  different  than  playing  the 
slots  constantly,  said  Staff  Sgt 
Wayne  Washington,  who  was 
visiting  Wiesbaden  on  his 
leave  from  Fort  Hood,  Texas. 

“Sports,  it’s  camaraderie. 
A  soldier’s  gonna  bet  on  what 
state  or  university  they’re 
from,”  Washington  said. 
“Gambling  once  a  year  versus 
someone  who  comes  to  gamble 
at  slots  every  day  is  something 
different;  that’s  an  addiction.” 

In  the  end,  while  NCAA 
office  pools  are  illegal,  don’t 
expect  the  Army  to 
court-martial  anyone  soon  for 
filling  out  a  bracket. 

Enforcement  of  such 
gambling  issues  is  handled  at 
the  unit  level,  according  to 
Gary  Comerford,  a  spokesman 
in  Washington  for  the 
Department  of  Defense’s 
Office  of  Inspector  General. 
The  DOD  does  not  monitor  or 


track  DOD  employees 
participating  in  March 
Madness  pools  unless  it  is  a 
particularly  high-stakes  pool  or 
a  scam. 

But  “when  money’s 
involved,  eyebrows  should  be 
raised,”  said  Capt  Emilee 
Elbert,  an  administrative  law 
attorney  at  U.S.  Army 
Europe’s  Office  of  the  Judge 
Advocate.  “What  probably 
happens  in  most  situations  is 
we  just  overlook  it ...  and  that’s 
a  problem.” 


Time.com 
March  18,2010 

22.  To  Battle  Computer 
Hackers,  The  Pentagon 
Trains  Its  Own 

By  Mark  Thompson, 
Washington 

After  years  of  building 
firewalls  and  other  defenses 
against  relentless  hacker 
attacks,  the  Pentagon  is  going 
over  to  the  dark  side  of 
computer  warfare.  Only 
ethically,  of  course.  The 
Defense  Department,  like  most 
large  organizations,  has 
recognized  that  no  wall  is  high 
enough  to  keep  out  skilled  and 
determined  hackers  for  keeps. 
Instead,  it  has  decided  that  in 
order  to  anticipate  and  thwart 
those  attacks,  it  needs  to  know 
what  the  hackers  know. 

"More  than  100  foreign 
intelligence  organizations  are 
trying  to  hack  into  U.S. 
systems,"  Deputy  Defense 
Secretary  William  Lynn 
warned  last  month.  "Some 
governments  already  have  the 
capacity  to  disnipt  elements  of 
the  U.S.  information 
infrastructure.”  So  the 
Pentagon  recently  modified  its 
regulations  to  allow  military 
computer  experts  to  be  trained 
in  computer  hacking,  gaining 
designation  as  "certified  ethical 
hackers."  They'll  join  more 
than  20,000  such  good-guy 
hackers  around  the  world  who 
have  earned  that  recognition 
since  2003  from  the  private 
International  Council  of 
E-Commerce  Consultants  (also 
known  as  the  EC-Council). 
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"We  are  creating 
cyber-bodyguards,"  says 
Sanjay  Basivi,  president  of  the 
council.  "We’re  not  creating 
combat  people."  But  as  the 
world  becomes  increasingly 
interconnected  via  the  Internet, 
the  stakes  have  become  too 
high  to  rely  on  static  defenses 
alone  to  protect  the  immense 
flows  of  vital  information  that 
operate  the  world's  financial, 
medical,  governmental  and 
infrastructure  systems.  "The 
bad  guys  already  have  the 
hacking  technologies,"  Bavisi 
says.  "We  can  say,  'Tough 
luck,  the  bad  guys  play  by 
different  rules  and  you  can't  do 
anything  about  it,  so  just  go 
lock  your  doors.'  Or  we  can  tell 
the  good  guys,  'We  will  arm 
you  with  the  same  knowledge 
as  tire  bad  guys,  because  to 
defeat  the  hacker  you  need  to 
be  able  to  think  like  one.’" 

Basivi  and  the  Pentagon 
are  sensitive  to  the  possibility 
that  the  tactics  taught  could  be 
used  for  other  purposes.  "We're 
not  training  Department  of 
Defense  guys  to  become 
hackers  and  start  hacking  into 
China  or  any  other  countries," 
he  says.  Week-long  courses 
will  train  them  in  150  different 
hacking  techniques  and 
technologies,  ranging  from 
viruses,  worms,  sniffers  and 
phishing  to  cyber  warfare.  The 
cost  of  the  course  ranges  from 
$450  to  $2,500  depending  on 
the  training  involved. 

Pentagon  personnel  "are 
not  learning  to  hack,"  insists 
Air  Force  Lieut  Col.  Eric 
Butterbaugh.  While  the 
EC-Council  calls  it  "certified 
ethical  hacker"  training,  the 
U.S.  military  also  calls  it 
"penetration  testing"  or 
"red-teaming."  These  are 
proven  military  techniques  that 
have  been  used  for  decades  to 
hone  war-fighting  skills.  The 
Air  Force  and  Navy,  for 
example,  maintain  "aggressor 
squadrons"  of  F-5  and  MiG 
warplanes  to  give  U.S.  military 
pilots  practice  against  the 
tactics  of  potential  foes.  And 
the  Army’s  National  Training 
Center  at  Fort  Irwin,  Calif.,  has 
long  boasted  a  highly-trained 
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"op-for"  —  opposition  force  — 
that  regular  U.S.  Army  units 
engage  in  realistic  war  games. 

The  program  will  be  no 
cure-all  for  the  Pentagon, 
whose  networks  are  hacked 
hundreds  of  times  a  day.  Adriel 
Desautels,  the  chief  technology 
officer  at  Netragard  LLC.,  a 
Massachusetts-based 
anti-hacking  outfit,  says  that 
while  "it's  better  than  nothing," 
there  are  simply  too  many 
vulnerabilities  to  protect  the 
Pentagon’s  estimated  10 
million  computers.  Desautels 
likens  it  to  1,000  Dutch  boys 
tiying  to  stop  water  from 
flowing  through  a  dike 
springing  millions  of  leaks. 
"The  threat  is  defined  by  the 
real  black  hats,  and  it’s 
impossible  to  know  what  the 
black  hats  are  researching,"  he 
says.  "The  number  of 
vulnerabilities  far  exceeds 
what  any  white  hats  are  going 
to  discover." 

Both  Butterbaugh  and 
Bavisi  say  there  are  no 
concerns  that  military 

personnel  trained  as  hackers 
might  go  rogue.  "Computer 

network  defense  service 

providers,"  Butterbaugh  says, 
"are  vetted  and  have  security 
clearances."  Not  only  that,  adds 
Bavisi:  those  trained  as  ethical 
hackers  have  to  sign  a  legally 
binding  pledge  that  they  will 
not  engage  in  malicious 
hacking.  "So  far,"  he  says,  "we 
haven't  had  a  single  case  where 
someone  became  a  real 

hacker." 


New  York  Times 
March  18,2010 

23.  5  Americans  Held  In 
Pakistan  Plead  Not 
Guilty  To  Terrorism 
Charges 

By  Waqar  Gillani  and  Jack 
Healy 

LAHORE,  Pakistan  — 
Five  young  American  Muslims 
detained  in  Pakistan  in 
December  on  suspicion  of 
seeking  to  join  jihadists  in 
Afghanistan  were  formally 
charged  Wednesday,  in  a  case 
that  added  to  fears  that 


Westerners  might  increasingly 
be  turning  to  Islamist-inspired 
terrorism. 

The  five  men,  friends  from 
the  Washington  suburbs  in 
their  late  teens  and  early  20s, 
pleaded  not  guilty  to  the 
charges,  which  include  plotting 
attacks  in  Afghanistan,  raising 
money  to  commit  terrorism  and 
planning  attacks  against 
Pakistani  allies  and  targets 
within  the  country,  according 
to  Hassan  Katchela,  a  defense 
lawyer  for  the  men.  Some  of 
the  charges  cany  life 
imprisonment  sentences. 

The  five  are  Ramy 
Zamzam,  a  dental  student  of 
Egyptian  descent  at  Howard 
University;  Ahmed  Abdullah 
Minni,  a  native  of  Eritrea; 
Aman  Hassan  Yemer, 
originally  from  Ethiopia;  and 
Umer  Farooq  and  Waqar  Khan, 
who  are  of  Pakistani 
background.  They  are 
scheduled  to  appear  in  court 
again  on  March  31,  when  the 
government  is  expected  to 
present  evidence. 

The  filing  of  formal 
charges  indicated  that  the  men 
were  not  likely  to  be  deported 
to  the  United  States  soon, 
although  the  possibility  of  their 
expulsion  had  been  raised  by 
American  officials  in  the  days 
after  their  arrest. 

Pakistani  authorities  said 
the  men,  encouraged  by 
Internet  contacts  with  a 
Pakistani  militant,  went  to 
Pakistan  last  year  seeking  to 
wage  jihad  against  American 
troops  in  Afghanistan.  They 
were  arrested  in  early 
December  in  the  city  of 
Sargodha  and  have  been  jailed 
there  since. 

At  a  closed  hearing  on 
Wednesday,  a  district  judge  in 
Sargodha  read  a  three-page 
description  of  the  five  charges 
that  had  been  filed  against  each 
man.  In  addition  to  plotting 
attacks  in  Afghanistan,  they 
were  accused  of  planning 
assaults  on  a  Pakistani  nuclear 
power  plant  and  Pakistani  air 
force  bases  in  Sargodha  and 
the  central  city  of  Mianwali, 
Mr.  Katchela,  the  defense 
lawyer,  said  in  a  telephone 


interview. 

The  case  of  the  five  young 
men  is  among  a  handful  of 
high-profile  terrorism  cases 
that  have  recently  stirred 
concerns  about  the 
radicalization  of  Muslims  in 
the  United  States. 

This  month,  a  New  Jersey 
man  accused  of  joining  A1 
Qaeda  was  arrested  in  a  sweep 
in  Yemen,  then  shot  a  guard  to 
death  at  the  hospital  where  he 
had  been  taken  for  treatment, 
the  authorities  said.  A  federal 
indictment  unsealed  last  week 
tied  a  Pennsylvania  woman 
who  called  herself  JihadJane 
on  the  Internet  to  a  plot  to  kill  a 
Swedish  artist  who  had 
depicted  the  Prophet 
Muhammad’s  head  on  a  dog’s 
body. 

David  C.  Headley  of 
Chicago  was  accused  in 
December  of  helping  to  scout 
out  locations  for  the  deadly 
attacks  on  Mumbai,  India,  in 
2008,  and  has  also  been 
charged  with  planning  to  attack 
a  Danish  newspaper  that 
incensed  many  Muslims  by 
printing  cartoons  with  the 
image  of  the  Prophet 
Muhammad. 

Mr.  Headley  was  expected 
to  plead  guilty  on  Thursday. 

Najibullah  Zazi,  an 
Afghan  immigrant  who  worked 
at  a  coffee  stand  in  lower 
Manhattan,  pleaded  guilty  in 
February  to  plotting  to  bomb 
the  New  York  subway. 
American  authorities  called  the 
case  one  of  the  most  serious 
threats  since  the  Sept.  1 1 
attacks. 

Other  cases  that  have 
drawn  concern  include  those  of 
the  several  Somali-Amerieans 
in  Minnesota  who  returned  to 
Africa  to  fight  alongside 
Islamic  militants  who  control 
much  of  Somalia;  the 
Muslim-American  psychiatrist 
accused  of  shooting  13  people 
to  death  at  Fort  Hood,  Tex.; 
and  a  Long  Island  man  who 
converted  to  Islam  and  traveled 
to  Pakistan  and  Afghanistan  to 
join  up  with  militants. 

Waqar  Gillani  reported 
from  Lahore,  and  Jack  Healy 
from  New  York. 


Reuters.com 

March  17,  2010 

24.  Americans  Have 

Direct  Access  To 

Taliban  No.  2 

By  Adam  Entous,  Reuters 

WASHINGTON  -  U.S. 
investigators  have  recently 
been  given  more  regular  direct 
access  to  Pakistani-led 
interrogations  of  the  Afghan 
Taliban's  No.  2  leader,  U.S. 
officials  said  on  Wednesday, 
one  month  after  his  arrest  was 
announced. 

Pakistani  limitations  on 
U.S.  access  to  Mullah  Abdul 
Ghani  Baradar  have  been  a 
source  of  tension  since  he  was 
captured  in  the  port  city  of 
Karachi.  The  joint  operation 
that  nabbed  the  Taliban's  top 
military  commander  has  been 
so  shrouded  in  secrecy  that 
U.S.  and  Pakistani  officials 
could  not  even  say  with 
certainty  what  day  it  took 
place. 

It  was  unclear  whether  the 
direct  U.S.  access,  disclosed  by 
U.S.  officials  who  requested 
anonymity,  was  yielding  useful 
intelligence. 

But  the  commander  of 
U.S.  and  NATO  forces  in 
Afghanistan,  General  Stanley 
McChrystal,  held  out  Baradar's 
arrest  as  a  potential 
game-changer,  telling  reporters 
separately  that  it  "seems  to 
have  shaken  the  confidence  of 
some  of  the  Afghan  Taliban 
leadership."  McChrystal  did 
not  discuss  the  interrogation 

Previously  undisclosed 
details  about  the  joint 
U.S.-Pakistani  raid,  believed  to 
have  taken  place  in  late 
January,  shed  new  light  on 
what  has  been  described  in 
Washington  as  a  major 
intelligence  and  propaganda 
coup  that  could  open  divisions 
within  Taliban  ranks  and 
weaken  a  deadly  insurgency 
after  eight  years  of  war. 

But  many  questions 
remain  unanswered,  such  as 
whether  Pakistan's  powerful 
intelligence  service  was 
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turning  against  its  long-time 
Taliban  allies,  or  took  action 
against  Baradar  to  easure  its 
interests  would  be  represented 
in  any  future  reconciliation 
process. 

"We  see  indications  that 
they  are  trying  to  figure  out 
what  way  ahead  that  they 
should  plot,"  McChrystal  told 
reporters  in  a  conference  call 
from  Afghanistan,  referring  to 
the  tentative  response  of 
Taliban  leaders  to  Baradar's 
arrest. 

Marie  Sedwill,  a  British 
diplomat  serving  as  the  senior 
NATO  civilian  official  in 
Afghanistan,  said:  "In  a  sense  I 
think  they  (Afghan  Taliban 
leaders)  are  recalibrating 
because  they  don’t  yet  know 
where  they  stand.  That’s  a  good 
thing  —  we  want  them  to  be 
uncertain  about  their  future." 

"This  is  going  to  be  a  real 
poker  game  with  these  guys 
over  the  next  few  months," 
Sedwill  added,  referring  to  the 
possibility  that  some  Taliban 
leaders  might  opt  to  reach  out 
for  a  deal. 

Pakistan  has  balked  at 
handing  over  Baradar  either  to 
the  United  States  or  to 
Afghanistan  for  interrogation, 
and  some  U.S.  officials  have 
complained  privately  about  a 
lack  of  direct  access  to  the 
secret  interrogation  sessions. 

U.S.  FBI  director  Robert 
Mueller  was  in  Islamabad  late 
last  month  to  discuss  the  issue 
and  to  press  for  more  access 
for  U.S.  investigators. 

"There  is  direct  access  to 
him,"  a  U.S.  official  said  on 
condition  of  anonymity. 

He  described  the  level  of 
direct  access  of  late  as 
"definitely  more  than 
minimal." 

"More  information  is 
coming  out  of  these 
discussions,"  the  official 
added,  though  he  declined  to 
say  whether  any  of  the 
information  was  useful  to  die 
U.S.  government  or  military. 

Initially,  U.S.  officials 
characterized  the  intelligence 
value  as  minimal.  But  a 
military  official  said  on 
Wednesday  that  a  "good" 


amount  of  information  was 
flowing  to  commanders  and 
"the  hope  is  this  is  a  precursor 
ofthingstocome." 

New  information  from 
U.S.  officials  about  the  Karachi 
operation  cast  doubt  on  what 
some  observers  termed  the 
"dumb  luck  theory”  of  how 
Baradar  was  captured  -  that  he 
was  swept  up  in  a  raid 
targeting  others. 

"This  wasn’t  a  case  of 
simple  happenstance,"  said  a 
U.S.  counterterrorism  official 
familiar  with  the  operation. 

"There  was  intelligence 
that  came  together  and  made 
this  a  Baradar-rclated 
operation.  There  were  strong 
indications  in  advance  that  the 
capture  would  involve,  if  not 
him,  at  least  some  of  his 
associates,"  the  official  added. 

The  arrest  was  not 
disclosed  because  "it  took  a 
while  to  identify  Baradar" 
conclusively,  the 

counterterrorism  official  said. 

U.S.  officials  and  analysts 
are  still  debating  Pakistan's 
motives.  The  arrest  followed 
Afghan  President  Hamid 
Karzai’s  announcement  of  a 
high  profile  effort  aimed  at 
reconciling  with  Taliban 

leaders. 

There  have  been 

conflicting  reports  that 

Baradar,  (he  former  top 
Taliban  military  commander, 
might  have  been  talking  to 
Kabul,  and  that  may  have  led 
to  his  arrest. 

Additional  reporting  by 
Sue  Pleming. 


Washington  Post 
March  18,2010 

25.  Kyrgyzstan  Discloses 
U.S.  Base  Plan 

By  News  services 

Officials  in  the 
impoverished  Central  Asian 
nation  of  Kyrgyzstan  said  the 
United  States  plans  to  build  a 
$5  million  military  base  for 
training  local  troops. 
Kyrgyzstan  already  hosts  a 
U.S.  base  in  Manas,  outside  the 
capital,  Bishkek,  which  is  used 
as  a  regional  hub  for  the 
U.S. -led  war  in  nearby 


a 

Afghanistan.  The  Kyrgyz 
government  last  year  backed 
off  a  threat  to  evict  U.S.  forces 
from  Manas  after  Washington 
offered  to  triple  its  rent. 

—  From  news  services 


DefenscNews.com 
March  17,2010 

26.  U.S.  Says  Okinawa 
Base  Needed  To  Defend 
Japan 

By  Shaun  Tandon,  Agence 
France-Presse 

WASHINGTON  -  The 
United  States  said  March  17 
that  it  needs  to  maintain  a  base 
on  the  Japanese  island  of 
Okinawa  to  defend  the  region, 
as  the  new  government  in 
Tokyo  considers  scrapping  a 
previous  plan. 

Senior  U.S.  officials  told 
Congress  that  while  they 
respected  the  decisions  of 
Prime  Minister  Yukio 
Hatoyama's  six-month-old 
government,  they  hoped  to  go 
ahead  with  a  plan  to  move  the 
Futenma  air  base  within 
Okinawa. 

Michael  SchifFer,  a  senior 
Pentagon  official,  told  a 
congressional  panel  that  troops 
in  Okinawa  were  the  only 
ground  forces  "between  Hawaii 
and  India"  which  the  United 
States  could  quickly  deploy. 

"Futenma  may  be  but  one 
base  and  one  part  of  a  larger 
alliance  relationship,  but  peace 
and  stability  in  the  region 
depend  in  no  small  part  on  the 
enduring  presence  of  forward 
deployed  U.S.  forces  in  Japan," 
said  Schiffer,  the  deputy 
assistant  secretary  of  defense 
for  Asia. 

"The  United  States  cannot 
meet  its  treaty  obligations  to 
defend  Japan,  cannot  respond 
to  humanitarian  crises  or 
natural  disasters,  cannot  meet 
its  commitments  for  regional 
peace  and  stability  without 
forward  deployed  ground 
forces  in  Japan,"  he  said. 

He  said  the  Futenma  move 
was  a  "lynchpin"  of  a  2006 
deal  under  which  more  than 
8,000  U.S.  troops  would  leave 
Okinawa  for  the  U.S.  territory 


of  Guam. 

Under  the  agreement, 
Futenma  would  move  from  the 
crowded  urban  hub  of 
Ginowan  to  a  quiet  village. 

Schiffer  and  Joseph 
Donovan,  his  counterpart  at  the 
State  Department,  both 
testified  that  the  deal  was  the 
best  solution  to  limit  the 
impact  on  Okinawa  while 
maintaining  troops  in  the 
region. 

But  some  of  Hatoyama's 
left-leaning  allies  want  the  base 
moved  entirely  out  of  Japan, 
blaming  die  troops  for  noise 
and  crime. 

Despite  President  Barack 
Obama's  support  for  the  2006 
deal,  several  lawmakers  from 
his  Democratic  Party  have 
voiced  sympathy  for 
Okinawans'  grievances. 

Rep.  Eni  Faleomavaega,  a 
Democrat  who  heads  the 
House  Foreign  Affairs 
subcommittee  on  Asia,  pointed 
out  that  Okinawa  accounts  for 
one  percent  of  Japan's  land  but 
two-thirds  of  U.S.  bases 
deployed  there. 

"The  Okinawans  feel  like 
they're  always  being  the 
whipping  boy  for  the  last  50 
years.  We  just  put  our  military 
people  there  and  don't  have  to 
worry  about  it,"  Faleomavaega 
said. 

But  Republican  Rep.  Ed 
Royce  of  California  said  that 
the  Hatoyama  government  had 
"badly  handled"  the  Futenma 
issue. 

"The  alliance  has  been  a 
force  for  stability  in  a  very 
tough  neighborhood  but  there 
is  cause  for  concern,"  Royce 
said. 

"Japan's  government  is 
inexperienced.  Some  Japanese 
leaders  would  like  to  see 
Tokyo  tilt  more  towards 
Beijing,"  he  said. 

Hatoyama  has  called  for  a 
more  equal  relationship 
between  Tokyo  and 
Washington  and  suggested 
creating  an  East  Asian  regional 
network  without  the  United 
States,  which  stations  47,000 
troops  in  Japan  under  a 
security  treaty. 

Ichiro  Ozawa,  the 
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backroom  powerbroker  of  the 
ruling  Democratic  Party  of 
Japan,  in  December  took 
hundreds  of  lawmakers  to  visit 
Beijing,  sending  the  United 
States  scrambling  to  invite 
more  Japanese  MPs  to 
Washington. 

But  most  U.S.  analysts  are 
doubtful  about  a  wider  shift 
toward  Beijing,  noting  that 
Japan  has  deep-rooted 
historical  tensions  with  China 
and  longstanding  concerns 
about  the  giant  neighbor's 
soaring  military  budget. 

U.S.  expectations  of  Japan 
may  be  colored  by  the 
2001-2006  premiership  of 
Junichiro  Koizumi  who  broke 
taboos  by  sending  troops  to 
Iraq  and  defying  China,  said 
Michael  Auslin,  a  scholar  at 
the  American  Enterprise 
Institute  think  tank. 

"If  anything,  current  trends 
in  Japanese  policymaking, 
including  Japan's  recent 
outreach  to  China,  reflect  a 
return  to  a  more  traditional 
Japanese  position  that  attempts 
to  maintain  some  level  of 
balance  in  Japanese  foreign 
policy,"  Auslin  said. 


Rcutcrs.com 
March  17, 2010 

27.  North  Korea  Has 
1,000  Missiles,  South 
Says 

By  Jack  Kim,  Reuters 

SEOUL  -  North  Korea 
has  increased  its  missile 
arsenal  by  25  percent  in  the 
past  two  years  to  about  1,000, 
expanding  the  threat  the  state 
poses  to  the  region,  the  South's 
defense  chief  said  Wednesday. 

Pyongyang's  arsenal 
includes  intermediate-range 
missiles  that  can  hit  targets  at 
up  to  3,000  km  (1,860  miles) 
away,  Yonhap  news  agency 
quoted  Kim  Tae-young  as 
telling  a  forum  of  business 
leaders. 

The  missiles  could  hit  all 
of  Japan  and  put  U.S.  military 
bases  in  Guam  at  risk. 

South  Korea's  last  estimate 
of  the  North's  missile  stockpile 
was  800  done  in  2008,  Yonhap 


said.  Its  Defense  White  Paper 
in  2008  said  the  North  had 
deployed  the  intermediate 
range  missile. 

The  estimate  comes  at  a 
time  when  the  North  is  seen  to 
be  under  increasing  pressure  to 
return  to  six-party  talks  on 
nuclear  disarmament, 

following  economic  sanctions 
imposed  on  it  after  its  nuclear 
test  in  May  2009. 

North  Korean  leader  Kim 
Jong-il  has  been  trying  to  hold 
the  destitute  state  together  as 
its  economic  troubles  mount, 
the  South  Korean  defense 
official  said. 

"Kim  Jong-il  is  struggling 
to  stabilize  his  regime  and  hold 
its  system  together  and  has 
been  focusing  on  securing 
resources  from  the  outside 
while  maintaining  a  planned 
economy,"  he  said. 

A  botched  attempt  to 
reform  the  currency  triggered 
anger  among  an  already 
impoverished  public  because  it 
stoked  inflation. 

News  reports  said  Kim 
may  visit  China  late  this  month 
for  the  first  time  in  four  years 
to  shore  up  investment  from 
his  biggest  benefactor  in  new 
projects  his  country  has 
launched  to  increase  its  meager 
international  trade  and 
commerce. 


Korea  Herald 
March  18,2010 

28.  'Kim  Jong-il  Has 
Three  Years  Left' 

By  Kim  So-hyun 

North  Korean  leader  Kim 
Jong-il,  whose  questionable 
health  has  received 
international  attention,  appears 
to  have  three  years  left  to  live, 
a  senior  U.S.  official  was 
quoted  as  saying. 

Kurt  Campbell,  U.S. 
assistant  secretary  of  state  for 
East  Asian  and  Pacific  affairs, 
voiced  his  observations  on 
sensitive  issues  such  as  Kim's 
life  expectancy  and 
Pyongyang's  preparations  for 
power  succession  during  a 
closed-door  meeting  with 
South  Korean  lawmakers  and 
defectors  from  the  North  at  the 


U.S.  embassy  in  Seoul  on  Feb. 
3,  multiple  participants  said. 

"Medical  analyses  suggest 
that  Kim  has  another  three 
years  left  to  live,"  Campbell 
was  quoted  as  saying  during 
the  meeting. 

South  Korean  observers 
suspect  the  68-year-old  Kim 
may  have  a  kidney  disease, 
judging  from  his  usually  white 
fingernails  in  recent 
photographs  and  from  bits  of 
intelligence.  Kim  reportedly 
suffered  a  stroke  in  the  summer 
of  2008  and  disappeared  from 
the  public  eye  for  months. 

Campbell  also  noted  that 
the  power  transfer  process 
from  Kim  Jong-il  to  his  third 
son  Jong-eun  was  entirely 
different  from  that  of  the  Kim 
Il-sung-Kim  Jong-il 

succession,  according  to  a 
participant. 

The  U.S.  official  said  that 
Chang  Song-thaek,  Kim 
Jong-il's  brother-in-law  and 
chief  of  administration  at  the 
North  Korean  Workers'  Party, 
will  serve  as  the  guardian  once 
Jong-eun  takes  over. 

Campbell  also  mentioned 
the  possibility  of  cracks  in  the 
relationship  between  the  junion 
Kim  and  his  uncle,  participants 
said. 

Campbell  was  on  a 
three-day  visit  to  Seoul  for 
discussions  with  South  Korean 
officials  on  North  Korea  and 
the  Washington-Seoul  alliance. 


New  York  Times 
March  18,  2010 

29.  Clinton  To  Meet 
With  Russian  Leaders 
On  Arms  Control  Talks 
By  Marie  Landler 

SHANNON,  Ireland  — 
With  die  United  States  and 
Russia  still  haggling  over  the 
fine  print  of  a  long-delayed 
arms  control  pact.  Secretary  of 
State  Hillary  Rodham  Clinton 
left  Washington  on  Wednesday 
for  high-level  meetings  in 
Moscow,  as  the  Obama 
administration  tried  to  push  the 
talks  across  the  finish  line. 

Mrs.  Clinton  planned  to 
meet  President  Dmitri  A. 
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Medvedev  of  Russia  and  the 
foreign  minister,  Sergey  V. 
Lavrov,  who  expressed 
confidence  last  week  that  a 
deal  could  be  reached  by  the 
end  of  the  month. 

That  would  allow 
President  Obama  to  present  the 
agreement,  which  would  make 
deep  cuts  in  the  nuclear 
arsenals  of  both  countries,  at  an 
international  summit  on 
nuclear  non-proliferation  next 
month  in  Washington. 

“Certainly  this  is  a 
moment  when  we’ve  made  a 
lot  of  progress  and  we  certainly 
hope  to  make  more,  and  the 
secretary’s  involvement  is 
extremely  important,”  the 
undersecretary  of  state  for 
political  affairs,  William  J. 
Bums,  said  to  reporters 
traveling  on  Mrs.  Clinton’s 
plane. 

“We  want  to  move  ahead 
to  finish  the  agreement,”  he 
said. 

In  Moscow,  Mrs.  Clinton 
will  also  meet  with  leaders 
from  the  European  Union  and 
the  United  Nations,  as  well  as 
Russia,  to  discuss  the  fallout 
from  a  sharp  conflict  between 
the  United  States  and  Israel 
over  the  Israeli  government’s 
announcement  of  a  housing 
plan  for  Jews  in  East  Jerusalem 
last  week. 

Although  an  arms  deal 
could  theoretically  be 
announced  while  Mrs.  Clinton 
is  in  Moscow,  the  months  of 
tortuous  negotiations  have 
made  administration  officials 
extremely  leery  of  predicting 
the  end  of  a  process  they  had 
once  claimed  would  be 
wrapped  up  by  the  end  of  last 
year. 

In  recent  weeks,  Mr. 
Obama  has  thrust  himself  into 
the  negotiations,  speaking 
twice  by  phone  with  Mr. 
Medvedev  in  the  last  three 
weeks.  In  the  first  call,  Mr. 
Obama  was  surprised  to  hear 
the  Russian  president  raise 
several  fresh  hurdles,  including 
the  revised  American  plan  for  a 
missile-defense  system,  which 
Mr.  Obama  believed  had  been 
settled  by  negotiators  in 
Geneva. 
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“Every  time  you  think 
you’re  done,  new  issues  pop  up 
in  Geneva,  and  what  seemed 
like  trivia  become  major 
political  issues,”  said  another 
senior  administration  official, 
speaking  on  the  condition  on 
anonymity  because  he  was  not 
authorized  to  speak  publicly. 

Now,  both  sides  said  the 
talks  were  back  on  track, 
though  administration  officials 
concede  there  were  still 
differences  over  a  handful  of 
issues  like  transparency  and  the 
missile  defense  system.  Russia 
reacted  badly  to  an 
announcement  in  January  that 
Romania  would  host  part  of  the 
system,  and  reintroduced  a 
demand  that  the  treaty  contain 
language  limiting  the  system. 

Mr.  Obama  held  a  second, 
more  upbeat,  call  with  Mr. 
Medvedev  last  Saturday,  and 
the  White  House  hopes  that 
Mrs.  Clinton’s  meeting  with 
the  Russian  president  at  his 
dacha  will  build  on  that 
momentum. 

“Otherwise,  it  does  not  get 
done,”  the  official  said. 
“Otherwise,  it  drags  on  like  the 
last  Start  Treaty,  which  I  think 
took  nine  years.” 

The  agreement,  which 
would  replace  the  Strategic 
Arms  Reduction  Treaty  of 
1991,  or  Start,  would  be  a 
symbol  of  the  new  relationship 
Mr.  Obama  is  trying  to  forge 
with  Russia.  It  would  reduce 
deployed  strategic  warheads 
and  delivery  systems  by  at 
least  25  percent. 

Citing  another  sign  of 
better  ties  between  the 
countries,  officials  said  that  30 
percent  of  supplies  for 
American  troops  in 
Afghanistan  were  now  being 
shipped  through  Russian 

territory,  either  by  airplane  or 

Mrs,  Clinton  is  also 

expected  to  seek  a  public  show 
of  support  from  Russia  for 
tougher  United  Nations 

sanctions  against  Iran,  which 
could  help  the  administration 
press  its  case  with  a  resistant 
China. 

Russia  has  been  more  open 
to  a  harder  line  toward  Tehran 


Q 

since  the  Iranian  government 
rebuffed  a  proposal  to  ship 
much  of  its  lightly-enriched 
uranium  to  Russia  and  France 
to  be  enriched  to  a  higher  level 
to  fuel  a  research  reactor  in 
Tehran  that  produces  medical 
isotopes. 

But  China  has  so  far 
insisted  on  using  diplomacy 
rather  than  additional 
sanctions,  which  has  left  the 
United  States  scrambling  to 
line  up  international  support 
for  a  resolution  in  the  Security 
Council. 

Mr.  Bums,  the 
undersecretary  of  state,  said  he 
was  confident  a  resolution 
would  be  adopted,  though  he 
did  not  offer  a  timetable. 
“There’s  a  sense  of  urgency 
that  we  feel,  and  we’d  like  to 
move  this  ahead  as  quickly  as 
we  can,”  he  said. 


New  York  Times 
March  18,  2010 

30.  Ukraine:  Venue 
Offered  For  Arras  Talks 
By  Andrew  E.  Kramer 

Ukraine’s  new  president, 
Viktor  F.  Yanukovich,  has 
offered  Kiev  as  a  location  for 
the  United  States  and  Russia  to 
sign  a  revamped  nuclear  arms 
reduction  treaty,  once  it  has 
been  agreed  to.  Though  the 
peace  agreement  is  unrelated  to 
Ukraine,  having  the  treaty 
formally  signed  in  Kiev,  the 
capital,  would  be  rich  in 
symbolism  for  a  country  whose 
recent  internal  politics  became 
a  tug  of  war  between  Russia 
and  the  West  for  economic  and 
political  influence.  Mr. 
Yanukovich,  though  he  is 
generally  viewed  as  leaning 
heavily  toward  Russia,  has 
promoted  the  idea  of  Ukraine 
as  bridge  between  East  and 
West,  rather  than  a  country  that 
falls  readily  within  either 
sphere  of  influence.  Russian 
officials  welcomed  the  offer; 
the  United  States  would  prefer 
Prague,  where  President 
Obama  gave  a  speech  on 
disarmament  last  year, 
Ukraine’s  new  foreign 
minister,  Kostyantyn 

Gryschenko,  said  Wednesday. 


Reuters.com 
March  17,2010 

31.  Obama  Says  U.S.  To 
Pursue  Aggressive  Iran 
Sanctions 

By  Jeff  Mason  and  Deborah 
Charles,  Reuters 

WASHINGTON 
President  Barack  Obama  said 
on  Wednesday  the  United 
States  would  pursue 
"aggressive  sanctions"  to 
prevent  Iran  from  getting  a 
nuclear  weapon  that  could 
potentially  spark  a  nuclear 
arms  race  in  the  Middle  East. 

Obama,  who  had  made  the 
goal  of  pursuing  dialogue  with 
Iran  a  cornerstone  of  his 
administration's  foreign  policy 
at  the  beginning  of  his 
presidency,  said  he  had  been 
successful  in  getting  the 
international  community  to 
isolate  Tehran. 

"As  we've  seen,  the  Iranian 
government  has  been  more 
concerned  about  preventing 
their  people  from  exercising 
their  democratic  and  human 
rights  than  trying  to  solve  this 
problem  diplomatically," 
Obama  said  in  an  interview  on 
Fox  News  Channel's  Special 
Report  with  Bret  Baier. 

"That's  why  we're  going  to 
go  after  aggressive  sanctions. 
We  haven't  taken  any  options 
off  the  table.  We  are  going  to 
keep  on  pushing,"  Obama  said. 

Iran  denies  it  is  seeking  to 
build  a  nuclear  bomb  and  says 
its  nuclear  program  is  aimed  at 
generating  electricity. 

Obama  said  preventing 
Iran  from  acquiring  a  nuclear 
weapon  was  one  of  his 
administration's  highest 

priorities. 

"It  is  a  hard  problem  but  is 
a  problem  that  we  need  to 
solve  because  if  Iran  gets  a 
nuclear  weapon  then  you  could 
potentially  see  a  nuclear  arms 
race  throughout  the  Middle 
East  and  that  would  be 
tremendously  damaging  to  our 
national  security  interests,"  he 
said. 

U.S.  officials  said  on 
Tuesday  die  pace  of  Iran's 
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nuclear  weapons  development 
appears  to  have  slowed,  buying 
time  for  a  new  round  of 
sanctions  now  and  potentially 
more  sweeping  measures  later. 


Reuters.com 
March  17, 2010 

32.  Clinton,  Gates  To 
Mexico  To  Talk  About 
Drug  Fight 

By  Deborah  Charles,  Reuters 

WASHINGTON  -  U.S. 
Secretary  of  State  Hillary 
Clinton  will  lead  a  top-level 
delegation  to  Mexico  on  March 
23  to  discuss  efforts  to  fight 
drug  cartels,  10  days  after  three 
people  linked  to  a  U.S. 
consulate  were  killed  in  a 
border  city. 

State  Department 

spokesman  P.J.  Crowley  said 
Clinton  would  be  accompanied 
by  Secretary  of  Defense  Robert 
Gates,  Homeland  Security 
Secretary  Janet  Napolitano  and 
Director  of  National 
Intelligence  Dennis  Blair  as 
well  as  other  senior  national 
security  officials. 

They  will  be  meeting  to 
discuss  the  U.S.  Merida 
Initiative,  a  2007  plan  to  give 
Mexico  $1.4  billion  to  help 
fight  the  country's  powerful 
drug  cartels.  Crowley  said  the 
meeting  had  been  in 
preparation  for  several  months. 

Two  Americans  and  one 
Mexican  linked  to  the  U.S. 
consulate  in  Ciudad  Juarez, 
just  over  the  border  from  El 
Paso,  Texas,  were  killed  on 
Saturday.  The  killings  were 
part  of  a  surge  in  drug-related 
violence  along  the 
U.S. -Mexican  border. 


CNN 

March  17,  2010 

33.  Cops  Out  Lesbian 
Staff  Sgt. 

American  Morning 
(CNN),  8:00  AM 

KIRAN  CHETRY:  For 
nine  years,  she  kept  a  secret 
Jene  Newsome  didn't  tell 
anyone  in  the  Air  Force  she 
was  a  lesbian.  Then  just  as 
momentum  was  building  to 
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repeal  the  military's  "Don't 
Ask,  Don't  Tell"  policy,  Jene 
was  outed  by  a  third  party.  It 
was  actually  her  local  police 
department  in  South  Dakota 
after  they  saw  an  Iowa 
marriage  certificate  in  her 
home. 

JOHN  ROBERTS:  She's 
now  discharged  from  the  Air 
Force.  Jene  and  the  American 
Civil  Liberties  Union  have 
filed  a  complaint  against  the 
Rapid  City  Police  Department, 
saying  that  the  officers  violated 
her  privacy.  The  police 
department,  meanwhile, 

maintains  they  were  simply 
following  routine  procedures. 

Jene  joins  thus  morning 
via  Skype  from  Fairbanks, 
Alaska.  Good  to  see  you  this 
morning.  Just  to  set  the  stage 
here,  you  got  married,  as  Kiran 
said,  in  Iowa  last  October  to 
your  partner,  Cheryl  Hudson. 
You  were  sticking  by  the 
"Don't  Ask,  Don't  Tell"  policy 
until  this  incident  with  the 
Rapid  City  Police  Department. 

What  happened,  and  how 
did  your  sexual  orientation  get 
reported  up  to  the  military? 

JENE  NEWSOME:  Well, 
they  just  came  to  my  home 
back  in  November,  and  like 
they  said,  they  said  they  seen 
the  marriage  certificate  and 
pretty  much  reported  it  to  the 
military.  But  I  think  they  were 
upset  that  I  didn't  cooperate  as 
well  as  they  wanted  me  to 
during  the  situation. 

ROBERTS:  Now,  just  in 
terms,  by  way  of  further 
explanation  of  why  the  police 
department  was  at  your  home, 
they  were  there  to  serve  a 
felony  arrest  warrant  on  your 
partner? 

NEWSOME:  Correct. 

CHETRY:  And  how  did 
they  see  your  marriage 
certificate? 

NEWSOME:  They  said 
they  seen  it  on  the  kitchen  table 
through  the  window, 
supposedly.  It  doesn't  make 
much  sense  to  me,  but  that's 
what  they  said. 

CHETRY:  So,  what  do 
you  think  really  happened? 

NEWSOME:  I  think  that 
they  were  just  looking,  looking 


for  something,  or  they  might 
have  seen  it  a  little  bit  and 
could  tell  it  was  some  type  of 
document  from  Iowa.  But  I 
think  that  they  looked  into  it 
further. 

ROBERTS:  So  the  real 
point  in  all  of  this,  Jene,  is  why 
the  police  department  reported 
your  marital  status  up  to  the 
military.  We  know  that  one  of 
the  officers  who  was  there  at 
your  home  is  a  member  of  toe 
Army  National  Guard. 

Was  there  any  reason  in 
your  mind  for  toe  police 
department  to  report  toe 
existence  of  this  marriage 
certificate  to  the  military? 

NEWSOME:  I  don't  think 
there  was  much  of  a  reason. 
They  wanted  me  to  come  home 
from  work  so  I  could  open  up 
my  home  to  them,  and  I  was 
unable  to  leave  work.  And  I 
think  toe  officer  was  upset  over 
the  situation  and  that's  why  he 
reported  it. 

He  explained  to  me  that  he 
knew  how  the  military  worked 
and  he  explained  to  me  that  he 
was  in  the  Army  National 
Guard  and  he  would  just  let  toe 
military  handle  it. 

ROBERTS:  In  your 

knowledge,  is  it  common  for 
the  police  to  report  to  the 
military  if  the  spouse  of  a 
member  of  the  armed  services 
is  involved  in  some  sort  of 
criminal  complaint? 

NEWSOME:  No.  No,  ft's 
not 

CHETRY:  Well,  here’s 
what  they're  saying,  toe  Rapid 
City  police  officers.  They  gave 
us  this  statement,  and  I'd  like  to 
get  your  reaction.  They  said  the 
anrest  report  was  later 
forwarded  by  a  detective  to  the 
United  States  Air  Force 
consistent  with  long-standing 
practices  of  open 

communication  when  military 
personnel  have  contact  with 
local  law  enforcement 

They  go  on  to  say  they 
regret  that  the  information  led 
to  your  discharge  and  they  say 
ifs  best  addressed  by  toe  Air 
Force.  They  say  they  were 
following  long-standing 

practices.  You  say  you  don't 
necessarily  believe  that.  Why? 


NEWSOME:  I  don't 

believe  that  because  usually  if 
the  military  member  is  in  some 
kind  of  trouble  with  the  law 
and  committed  a  crime  of  some 
sort  And  that  wasn't  the  case 
with  me. 

ROBERTS:  And  in  your 
knowledge,  again,  that  doesn't 
extend  to  the  spouse  or  a 
family  member  of  a  member  of 
the  military  services? 

NEWSOME:  No,  it 

doesn't. 

ROBERTS:  OK.  The 
police  department  is  make 
nothing  apology,  as  we  said, 
saying  that  the  officers  acted 
properly  according  to 
department  procedure. 

But  last  month  toe 
secretary  of  defense,  Robert 
Gates,  said  that  the  military 
would,  quote,  "raise  the  bar  of 
credible  information  needed  to 
institute  an  inquiry  in  "Don't 
Ask,  Don't  Tell,""  and  might 
even  stop  dismissing  troops 
based  on  third-party 
accusations,  which  is  what 
happened  here. 

You  were  discharged  back 
in  January.  I'm  wondering  if, 
based  on  what  Secretary  Gates 
said,  you  might  make  a  case 
for  reinstatement.  Do  you  think 
ifs  maybe  too  late,  or  would 
you  even  want  to  do  that? 

NEWSOME:  Well,  if  they 
decided  to  drop  "Don't  Ask, 
Don't  Tell"  altogether,  it's  a 
great  consideration. 

CHETRY:  How  frustrating 
is  it  for  you  knowing  that 
"Don't  Ask,  Don't  Tell" 
pending,  the  repeal  of  it, 
knowing  that  ifs  something 
that  has  been  called  for  now  by 
many,  and  knowing  that  you've 
been  discharged  because  a 
third  party  outed  you? 

NEWSOME:  It's  very 
frustrating.  I  was  looking 
forward  to  the  change.  I 
believed  in  the  change.  And  it 
was  a  great  disappointment 
when  I  found  out  that  I  was 
being  discharged,  especially 
under  the  circumstances. 

ROBERTS:  Jene 

Newsome,  thanks  for  joining 
us  this  morning  to  teU  your 
story.  We  do  appreciate  il 

NEWSOME:  No  problem. 
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ROBERTS:  Thanks  again. 
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34.  Inside  The  Ring 

By  Bill  Gertz 

Cyberwarfare  coming 

The  Pentagon's  massive 
worldwide  computer  networks 
were  hit  with  a  major 
malicious  software  attack  in 
2008  through  a  computer  flash 
drive  inserted  into  a  computer. 
The  electronic  strike  was  a 
watershed  event  that  triggered 
cybersecurity  improvements 
and  a  temporary  ban  on  toe  use 
of  portable  storage  devices,  toe 
commander  of  the  U.S. 
Strategic  Command  said 
Tuesday. 

Air  Force  Gen.  Kevin 
Chilton,  commander  of  toe 
Strategic  Command,  told  a 
House  hearing  that  such 
penetrations  are  an  example  of 
the  types  of  threats  facing  toe 
military  as  it  gears  up  for 
computer  warfare  and  toe 
creation  of  a  new  cyberwarfare 
command. 

"We  can  anticipate  that 
adversarial  actors  will  make 
cyberspace  a  battle  front  in 
future  warfare,"  Gen.  Chilton 
said.  "Even  today,  intrusions 
and  espionage  into  our 
networks,  as  well  as 
cyber-incidents  abroad, 

highlight  toe  unprecedented 
and  diverse  challenges  we  face 
in  toe  battle  for  information." 

Gen.  Chilton  described  toe 
penetration  as  a  "serious 
intrusion"  he  called  a  "seminal 
event"  for  the  military  and 
Pentagon. 

Defense  officials  said  at 
the  time  that  the  sophisticated 
electronic  computer  break-in 
likely  was  carried  out  by  the 
Chinese  government  or 
military,  although  attributing  it 
directly  to  Beijing  was 
difficult. 

Lt.  Cmdr.  Steve  Curry,  a 
Strategic  Command  official, 
said  later  that  the  2008  attack 
involved  "particular  variants  of 
computer  worms"  that 

"infected  computers  worldwide 
and  targeted  Microsoft 
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Windows  operating  systems.” 
He  declined  to  provide  further 
details,  citing  security 
considerations. 

Gen.  Chilton  said  that  as  a 
result  of  hacking,  "our  forces 
developed  new  network 
monitoring  and  evaluation 
systems  and  grappled  with  the 
security  needs  of  sprawling 
networks  where  low  cost  and 
efficiency  have  often  taken 
priority  over  security." 

Strategic  Command  is 
moving  ahead  with  plans 
announced  in  October  to  set  up 
a  new  U.S.  Cyher  Command 
near  the  National  Security 
Agency  at  Fort  Meade,  Md. 

In  a  first  step,  two  units 
already  are  being  consolidated. 
The  Joint  Task  Force-Global 
Network  Operations,  which 
conducts  cyberdefense,  is 
being  put  together  with  the 
Joint  Functional  Component 
Command  for  Network 
Warfare,  the  offensive 
cyberwarfare  component,  he 
said. 

"We've  already  started  to 
unify  those  two  mission  areas," 

Gen.  Chilton  said. 

The  new  subcommand  has 
been  delayed  by  the  Senate, 
which  has  yet  to  hold  hearings 
on  the  nomination  of  its 
commander,  current  NSA 
Director  Army  Lt  Gen.  Keith 
Alexander. 

Conventional  vs.  nuke 

James  N.  Miller,  deputy 
undersecretaiy  of  defense  for 
policy,  told  Congress  this  week 
that  the  Pentagon  is  working 
on  conventionally  armed 
long-range  missiles  and  other 
non-nuclear  strike  weapons  as 
part  of  its  efforts  to  limit 
nuclear  weapons. 

Mr.  Miller  said  the  effort 
grew  out  of  the  recent 
four-year  strategy  review. 
Pentagon  officials  are  "now 
studying  the  appropriate 
long-term  mix  of  non-nuclear 
long-range  strike  capabilities, 
including  penetrating  and 
standoff  bombers,  cruise 
missiles,  and  conventionally 
armed  ballistic  missiles,"  Mr. 
Miller  told  the  House  Armed 
Services  strategic  forces 
subcommittee. 


The  use  of  conventionally 
tipped,  long-range  missiles  was 
opposed  in  the  past  by  some  in 
Congress  who  feared  their  use 
would  trigger  a  nuclear  war  if 
states  such  as  Russia  and  China 
misinterpreted  any  launch  of  a 
non-nuclear  JCBM  as  a  nuclear 
attack  and  they  fired  their 
nuclear  missiles  in  retaliation 
as  part  of  what  is  called 
launch-on-wam  ing. 

Air  Force  Gen.  Kevin 
Chilton,  commander  of  the 
U.S.  Strategic  Command,  who 
appeared  with  Mr.  Miller 
before  the  House  Armed 
Services  strategic  forces 
subcommittee  on  Tuesday,  said 
he  does  not  support  a 
one-for-one  replacement  of 
nuclear  warheads  with 
precision-guided  conventional 
bombs  or  missiles. 

Conventional-missile 
strikes  can  be  a  deterrent  to  an 
invasion  of  South  Korea  by 
North  Korea,  but  "we  have  to 
be  careful  when  we  start 
talking  about  one-for-one 
substitutions  of  conventional 
weapons  for  nuclear  weapons," 
he  said. 

"When  it  comes  to  the 
deterrence  mission,  not  the 
warfighting  mission 

necessarily,  ...  the  nuclear 
weapon  has  a  deterrent  factor 
that  far  exceeds  a  conventional 
threat,"  he  said. 

Rapid  global  strikes  with 
non-nuclear  missiles  would  be 
"an  additional  weapon  in  the 
quiver  of  the  president"  during 
a  crisis  when  only  nuclear 
missiles  are  a  timely  option,  he 
said. 

"But  the  connective  tissue 
between  that  and  the 
one-for-one  exchange  for  a 
nuclear  deterrent,  I'm  not  quite 
there,"  he  said. 

The  effort  is  expected  to 
be  outlined  in  detail  in  the 
Nuclear  Posture  Review  the 
Pentagon  is  expected  to  make 
public  next  month. 

Mr.  Miller  said  the  new 
Strategic  Arms  Reduction 
Treaty  being  negotiated  with 
Moscow  is  expected  to  be 
completed  in  the  next  few 
weeks.  It  is  aimed  at  cutting 
nuclear  weapons  to  between 


1,500  and  1,675  warheads  and 
between  500  and  1,100 
missiles  and  bombers. 

Anti-military  fatwa 

Pentagon  spokesmen 
declined  to  comment  on  the 
fatwa,  or  religious  edict,  issued 
several  years  ago  by  the 
Assembly  of  Muslim  Jurists  in 
America  (AMJA)  that  prohibits 
Muslims  from  providing  food 
to  U.S.  and  allied  troops 
working  in  Muslim  countries, 
such  as  Iraq  and  Afghanistan. 

The  fatwa  by  Main  Khalid 
al-Qudah  is  dated  June  20, 
2007,  and  was  issued  in 
response  to  the  question  of 
whether  a  Muslim  who  owns  a 
shipping  company  is  allowed 
under  Islamic  law  to  transport 
food  from  a  storage  facility  to  a 
harbor,  "knowing  that  these 
supplies  will  be  sent  to  soldiers 
working  in  Islamic  countries 
under  the  auspices  of  the  allied 
forces." 

"That  would  not  be 
permissible,  for  that  would  be 
helping  others  in  sin  and 
transgression,"  the  fatwa 
stated. 

According  to  terrorism 
analysts,  the  fatwa  highlights 
the  shortcomings  of  the 
Pentagon's  aggressive 

"outreach"  program  to 
American  Muslim  groups  over 
the  past  several  years. 
According  to  critics,  the 
program  sought  to  win  over  the 
groups,  but  often  included 
Muslims  organizations  with 
ties  to  the  radical  Muslim 
Brotherhood,  the  Egyptian 
group  that  has  provided  the 
ideological  underpinnings  for 
al  Qaeda. 

Patrick  Poole,  a 
counterterrorism  specialist, 
said  the  fatwa  indicates  the 
Pentagon's  efforts  to  mitigate 
the  threat  from  American 
Muslims  through  public 
outreach  is  not  working. 

"For  years,  the  Pentagon 
has  invested  heavily  in  various 
Muslim-outreach  programs, 
only  to  find  time  and  again  that 
they  were  one-way,  dead-end 
streets,"  he  said. 

Mr.  Poole  said  the 
outreach  efforts  are  misguided 
because  the  Pentagon  has  been 


"reaching  out  to  the  wrong 
Muslim  leaders." 

"The  best  example  is  the 
Pentagon's  reliance  on 
Abdurahman  Alamoudi  to 
establish  their  Muslim 
chaplaincy  program  in  the 
1 990s,  and  who  at  the  time  was 
al  Qaeda's  top  American 
fundraiser  and  the  most 
prominent  Islamic  figure  in  the 
country,"  he  said. 

Alamoudi,  founder  of  the 
American  Muslim  Council,  is 
currently  serving  a  23-year 
prison  term  on 

terrorism-related  charges. 

"In  that  case,  the  Pentagon 
ignored  many  calls  of  concern 
about  Alamoudi's  outspoken 
extremism,"  Mr.  Poole  said. 
"And  now  that  we  see  with 
these  anti-military  fatwas 
issued  by  top  American  Islamic 
leaders  that  nearly  two  decades 
of  outreach  efforts  to  the 
Muslim  community  are  utter 
failures,  the  Pentagon  doesn't 
want  to  address  the  fact  that 
they  are  not  working." 

Paul  Sperry,  a  journalist 
who  specializes  in  Islamist 
extremism,  said  the  AMJA  is 
known  to  be  close  to  Muslim 
Brotherhood  leaders  who  often 
pose  as  moderate  American 
Muslim  scholars. 

"Many  of  them  teach 
Islam  at  the  Muslim 
Brotherhood-controlled 
American  Open  University,"  he 
said.  "That's  why  their  rulings 
are  so  strict  in  their  compliance 
to  medieval  Shariah  code, 
including  advocating 

adherence  to  barbaric  hudood' 
punishments  for  crimes  against 
Islam."  Hudood  is  the  Islamic 
practice  of  beheading 
apostates,  cutting  off  the  limbs 
of  thieves  or  stoning  women 
for  infidelity. 

A  spokesman  for  the 
AMJA  could  not  be  reached 
for  comment. 

A  second  American 
Muslim,  the  Yemen-based  al 
Qaeda  leader  Anwar  al-Awlaki 
also  has  issued  a  fatwa 
declaring  the  wars  in  Iraq  and 
Afghanistan  to  be  crimes 
against  Muslims. 

He  warned  other  American 
Muslims  not  to  serve  in  the 
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U.S.  military  or  support  U.S. 
military  efforts.  He  also  has 
issued  a  fatwa  that  said  U.S. 
troops  and  bases  should  be 
attacked. 
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35.  Somali  Pirates 
Captured  After 
’Ill-Advised'  Attack  On 
Dutch  Warship 

By  Foreign  Staff,  Nairobi 

Dutch  Marines  fought  off 
an  ill-advised  attempt  by 
pirates  to  hijack  the  warship 
Tromp  off  the  coast  of  Somalia 
yesterday. 

Troops  fired  warning  shots 
when  the  pirates  raced  towards 
them  in  two  small  skiffs  — 
prompting  a  swift  about-turn 
and  an  unsuccessful  attempt  to 
flee  when  the  pirates  realised 
their  mistake.  The  skiffs  were 
later  sunk  and  the  pirates’ 
weapons  confiscated.  “It  shows 
a  lack  of  sophistication  —  but 
it  is  a  warning  that  they  will 
attack  any  vessel,”  Commander 
John  Harbour,  an  EU  Naval 
Force  spokesman,  said. 

The  EU  Naval  Force  has 
disrupted  1 1  pirate  attack 
groups  off  the  coast  of  East 
Africa  over  the  past  two  weeks 
as  part  of  a  more  offensive 
mindset  to  stop  pirate  attacks, 
he  said. 

Analysts  say  piracy  will 
continue  to  be  a  problem  until 
an  effective  government  is 
established  on  Somalia’s 
lawless  shores.  It  has  not  had  a 
functioning  government  since  a 
socialist  dictatorship  dissolved 
into  civil  war  19  years  ago. 
The  current  administration  is 
too  busy  fighting  an  Islamic 
insurgency  to  tackle  the 
well-armed  and  well-funded 
pirate  bases  along  its 
1 ,900-mile  long  coastline. 

The  London-based 

International  Maritime  Bureau 
says  Somali  pirates  captured  47 
vessels  last  year  and  launched 
217  attacks.  More  than  100 
crew  are  still  being  held. 
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36.  Making  A  Difference 

NBC  Nightly  News,  7:00 
PM 

BRIAN  WILLIAMS: 
We’re  back  with  our  “Making 
A  Difference”  report  tonight. 
It’s  about  a  military  tradition  in 
this  country  dating  back  to  the 
time  of  the  cavalry,  using  a 
horse-drawn  hearse  —  a  caisson 
-  at  military  funerals. 

With  1 ,800  American 
veterans  dying  each  day  on 
average,  it’s  a  rare  honor  these 
days.  But  one  woman  is 
personally  making  sure  some 
people  do  get  to  continue  this 
tradition. 

Her  story  tonight  from 
NBC’s  Roger  O’Neil. 

ROGER  O’NEIL:  It  is  a 
solemn  and  lonely  lane  they 
travel.  The  silence  broken  by 
the  steady  cadence  of  the 
horse,  whose  ancestors  once 
carried  warriors  into  battle.  But 
on  this  day,  Lorraine  Melgosa 
and  her  Perchcron  carry  a 
warrior  to  a  more  peaceful 
place,  with  poignant  words 
from  a  poem. 

LORRAINE  MELGOSA 
[Owner,  Horse-Drawn  Hearse]: 
“My  task  is  no  burden  for  the 
honor  is  great.  With  courage 
and  pride,  he  died  for  his 
country.” 

O’NEIL:  For  five  years, 
the  plain  spoken  farmer  from 
Colorado  has  traveled 
thousands  of  miles  over  four 
states.  This  is  her  duty,  she 
says,  to  soldiers  she  did  not 
know. 

MELGOSA:  These  brave 
men  and  women  that 
voluntarily  raise  their  hands 
and  said  I’m  going  to  protect 
this  nation,  then  I  need  to  raise 
my  hand  and  help  honor  those 
that  did  that. 

O’NEIL:  This  is  the  39th 
flag-draped  casket  the  carriage 
driver  and  her  horse  have  taken 
to  their  final  resting  place.  She 
expects  nothing  in  return. 

Charlene  Westbrook  says 
Lorraine’s  big  horse  and  big 
heart  made  burying  her  soldier 
husband  Kenneth  a  little  easier. 

CHARLENE 

WESTBROOK  [Wife  of 
Deceased  SoldierJ:  For  her  to 
sacrifice,  you  know,  her  time. 


her  money  and  for  her  to  do 
this  for  our  family,  there  were 
no  words. 

MELGOSA:  “For  with 
dignity  and  grace,  I’ll  carry 
him  home.  With  each  strike  of 
my  massive  hooves,  his  soul 
will  soar  in  the  heavens 
above.” 

O’NEIL:  The  poem  ends: 
“Down  the  lane  slowly.  I’ll 
go.”  As  one  said,  with  a  horse, 
a  hearse,  and  a  sense  of  duty,  a 
woman  pays  tribute  to  fallen 
heroes. 

Roger  O’Neil,  NBC  News, 
Colorado  Springs,  Colorado. 
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37.  He  Asked.  They 
Told. 

By  Laurie  Winer 

Los  Angeles  -  AFTER  he 
posted  the  first  seven  pictures 
on  his  Web  site,  Jeff  Sheng 
could  not  sleep. 

“I  kept  getting  up  and 
checking  my  e-mail,”  he  said. 
“I  was  expecting  to  hear  from 
someone  in  the  military.  What 
if  they  demanded  information 
from  me?  Some  of  the  people  I 
photographed  have  been 
serving  for  20  years.  They 
could  lose  their  pensions.” 

Mr.  Sheng,  a 
photographer,  had  finished  the 
first  phase  of  “Don’t  Ask, 
Don’t  Tell,”  a  series  of 
portraits  of  gay  men  and 
lesbians  serving  in  the  military, 
all  of  them  in  uniform  and  with 
their  faces  obscured  in  some 
way  —  by  a  hand,  a  door  frame 
or  by  darkness.  Some  subjects 
turn  their  backs  to  the  camera. 
In  one  image  an  airman  who 
takes  the  pseudonym  Jess  sits 
on  a  hotel  bed  leaning  forward. 
One  elbow  rests  on  his  knee, 
his  hand  cupping  his  face  to 
shield  it  from  the  camera.  The 
portrait  is  pervaded  by  a  sense 
of  loneliness  and  isolation. 

“Don’t  Ask,  Don’t  Tell,”  a 
self-published  book 

(dadtbook.com;  $24.95),  had 
grown  out  of  Mr.  Sheng’s 
earlier  project,  “Fearless,” 
which  featured  large,  glossy 
portraits  of  young  athletes  who 
are  openly  gay,  bisexual  or 
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transgender.  Since  2006, 
“Fearless”  has  toured  more 
than  40  colleges  and  high 
schools  in  the  United  States 
and  last  month  was  shown  at 
Pride  House,  a  space  created  at 
the  Olympic  Games  in 
Vancouver,  British  Columbia, 
for  gay  athletes  to  relax  with 
family  and  friends. 

“Fearless,”  in  turn,  had 
grown  out  of  the  experience 
the  photographer  had  playing 
tennis  in  high  school. 

Mr.  Sheng  is  a  handsome, 
slim,  29-year-old  who  favors 
jeans  and  fresh  button-down 
cotton  shirts  and  somehow 
always  looks  as  if  he  just  got 
out  of  the  shower.  The  son  of 
Taiwanese  immigrants,  he  was 
raised  in  Thousand  Oaks,  a 
suburb  of  Los  Angeles.  He  was 
bright  and  coordinated  — 
student  class  president, 
president  of  the  California 
Association  of  Student 
Councils  and  a  good  tennis 
player. 

But  he  found  he  could 
never  fully  relax  in  the  world 
of  competitive  sports.  “There’s 
a  lot  of  homophobia,”  he  said. 
“I  was  not  comfortable  being 
out” 

At  Harvard,  Mr.  Sheng  left 
tennis  behind  and  discovered  a 
new  preoccupation:  he  picked 
up  a  camera  and  found  he 
loved  the  solitary  hours  spent 
in  the  darkroom.  “It  was  a 
refuge  for  me,”  he  said  during 
a  recent  interview  in  his  roomy 
studio,  nestled  behind  a 
flooring  factory  on  an 
industrial  stretch  just  east  of 
Culver  City. 

Mr.  Sheng  was  a  freshman 
in  1998  when  Matthew 
Shepard  was  killed  in 
Wyoming.  Shaken,  he  wanted 
to  go  to  a  campus  memorial 
service,  but  he  did  not  for  fear 
of  breaking  down  in  public. 

His  idea  for  “Fearless” 
was  to  “photograph  people  I 
looked  up  to,  people  who  had 
done  something  significant  that 
had  been  impossible  for  me  to 
do,”  he  said.  That  series  now 
includes  110  athletes  from  the 
United  States  and  Canada, 
almost  all  stare  frankly  into  the 
camera.  Mr.  Sheng  explained 
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his  choice:  “Sometimes  when 
you  get  stared  at,  your  only 
choice  is  to  stare  back.” 

In  early  2008,  when 
“Fearless”  began  getting 
attention  in  the  press,  Mr. 
Sheng  received  his  first  e-mail 
message  from  a  service 
member  saying  he  had  been 
moved  by  the  photos.  More 
e-mail  messages  came,  about 
10  in  all,  before  the 
photographer  realized  he  had 
found  his  next  project.  He 
began  traveling  the  country  to 
interview  and  shoot  military 
personnel,  either  in  their 
bedrooms  or  in  hotel  rooms 
near  their  bases.  At  first  he 
paid  his  travel  expenses 
himself;  later,  he  was  helped 
by  a  grant  from  the  Paul  and 
Daisy  Soros  Foundation.  (Mr. 
Sheng  also  teaches  full  time  at 
the  University  of  California, 
Santa  Barbara.) 

Where  the  “Fearless” 
photos  were  bright  and  glossy 
(they  were  shot  on  film),  the 
new  works  are  muted  and 
shadow-filled.  For  “Don’t  Ask, 
Don’t  Tell,”  Mr.  Sheng  used  a 
digital  camera,  which  allowed 
him  to  show  his  subjects  their 
pictures  right  away  —  and  so, 
he  said,  helped  to  build  trust. 

Mr.  Sheng  has 
photographed  40  servicemen 
and  servicewomen  so  far  and 
plans  to  shoot  20  more.  His 
“Don’t  Ask,  Don’t  Tell”  show, 
featuring  around  30  photos, 
will  open  at  the  Kaycee  Olsen 
Gallery  in  Culver  City  in 
September.  Mr.  Sheng  is  at 
work  on  a  second  volume  of 
the  book. 

He  described  his  subjects, 
identified  only  by  first  names 
that  are  pseudonyms,  as  people 
who  “didn’t  want  to  risk  their 
careers,  but  who  wanted  to  take 
some  kind  of  stand.”  Earnest 
and  passionate  about  his  work, 
Mr.  Sheng  said  he  struggles  to 
avoid  being  heavy-handed  as 
an  artist.  “I  merge  a  fight  for 
social  equality  with 
photography,  but  I’m  always 
toying  to  figure  out  how  to  do  it 
intelligently,”  he  said. 

Mr.  Sheng  recalled  his 
first  interview  with  Matt,  one 
of  his  military  subjects.  “I 


asked  him  if  he  had  seen 
anyone  die,”  Mr.  Sheng  said, 
his  face  filling  with  color.  “I 
knew  he  was  a  medic  who 
served  two  tours  in  Iraq.”  In 
his  last  tour,  Matt  told  Mr. 
Sheng,  his  truck  was  hit  by  an 
improvised  explosive  device. 
Matt  was  injured  and  his  two 
closest  friends  were  killed. 

Reached  by  phone  in 
Texas,  Matt,  24,  said  he  has 
decided  not  to  re-enlist  He 
said  he  was  disturbed  by  the 
situation  of  a  friend  who  was 
discharged  after  being  spotted 
dancing  with  another  man  in  a 
nightclub. 

“Once  you  are  deployed,” 
he  said,  “you  live  with  people 
in  an  intimate  way.  You  trust 
them  with  your  life  and  they 
become  brothers  and  sisters.  1 
couldn’t  help  thinking  that  if 
something  happened  to  me,  no 
one  would  know  who  I  was. 
That  is  not  the  way  I  want  to 
leave  this  world.” 

Matt  said  he  was  “blown 
away”  when  he  saw  his  photo 
in  Mr.  Sheng’s  book.  “I 
became  very  emotional,”  he 
said.  In  the  book,  Mr.  Sheng 
reproduces  one  of  Matt’s 
e-mail  messages  in  which  he 
writes,  “After  all  I  had  been 
through  ...  in  one  instant  I 
could  go  from  War  Hero  to 
The  gay  soldier  that  was 
discharged.  How  could  this  be 
right?” 

The  airman  known  as  Jess 
is  perhaps  the  project’s  most 
visible  figure.  It  was  his  image 
that  landed  on  the  book  cover 
and  in  Time  magazine  in 
February. 

“I  love  the  photo,”  he  said 
over  the  phone  a  few  days  ago. 
“It’s  great  but  it’s  also 
revealing.  If  you  knew  me,  you 
would  know  it’s  me  in  that 
photo.  I  didn’t  realize  that  my 
photo  was  going  to  be  that  out 
there.  I  did  worry  that 
something  might  happen,  but 
nothing  did.  I’m  proud  I  did  it 
I  think  it  shows  to  conservative 
Americans  that  gay  military  is 
just  normal.” 

After  serving  in 
Afghanistan,  Jess  was  moved 
from  what  he  called  a  “more 
liberal”  unit  to  one  where  he 


was  “pushed  back  in  the 
closet”  He  finds  his  situation 
difficult.  “You  can’t  get  to 
know  people,”  he  said.  “You 
can’t  develop  bonds  with  the 
people  you’re  fighting  with  day 
in  and  day  out  I  can’t  talk 
about  myself.  I’m  afraid  I’ll 
reveal  something.  I’m 
constantly  on  guard.” 

Mr.  Sheng  recently  met 
and  photographed  an  ROTC 
cadet  who  was  planning  on 
becoming  a  doctor.  After  three 
years  of  training,  she  was  ready 
to  deploy.  When  she  read  her 
honor  oath,  which  states  that  “a 
cadet  will  not  lie,  cheat  or 
steal,  nor  tolerate  those  who 
do,”  the  young  woman  decided 
she  must  tell  her  commanding 
officer  the  truth  about  herself. 
That  commander  immediately 
pressed  for  her  discharge. 
“Now,”  said  Mr.  Sheng,  “she 
may  have  to  find  a  way  to  pay 
back  the  $80,000  spent  on  her 
education.” 

For  “Fearless,”  Mr.  Sheng 
had  considered  making  a  film 
but  eventually  figured  he  had 
made  the  right  choice  for  the 
project.  “People  are  not  going 
to  see  a  90-minute 
documentary  about  gay 
athletes  or  about  DADT  unless 
they  already  agree  with  its 
premise,”  he  said.  “But  people 
can  happen  upon  a  picture. 
Some  pictures  —  like  the  ones 
of  civil  rights  protestors  being 
attacked  by  dogs  —  sum  up 
what’s  really  at  stake.  People 
who  don’t  even  mean  to  see  it 
end  up  seeing  it.  And  then 
things  change.” 

The  policy  known  as 
“don’t  ask,  don’t  tell”  —  the 
DADT  he  refers  to  —  has  been 
in  place  since  1993.  Last 
month  Adm.  Michael  Mullen, 
the  chairman  of  the  Joint 
Chiefs  of  Staff,  called  for  an 
end  to  it,  saying,  “I  cannot 
escape  being  troubled  by  the 
fact  that  we  have  in  place  a 
policy  which  forces  young  men 
and  women  to  lie  about  who 
they  arc  in  order  to  defend  their 
fellow  citizens.” 

And  this  week,  Gen.  David 
Petraeus,  head  of  the  Central 
Command,  testified  before  the 
Senate  Armed  Services 
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Committee,  saying  he  believed 
that  “the  time  has  come  to 
consider  a  change  to  Don’t 
Ask,  Don’t  Tell,”  adding,  “but 
I  think  it  should  be  done  in  a 
thoughtful  and  deliberative 
matter.” 

For  his  part,  Mr.  Sheng 
said  he  believes  things  will 
change.  “Straight  or  gay,  my 
generation  sees  homophobia  as 
being  openly  racist,”  he  said. 
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38.  Compensation 
Exams  Need  To  Be 
Expedited 

VA  medical  centers  need 
to  speed  up  compensation  and 
pension  medical  exams  to 
veterans  so  that  it  can  expedite 
disability  claims,  the 
department's  inspector  general 
reported  Wednesday. 

At  a  facility  in  Roseburg, 
Ore.,  hundreds  of  requests  for 
an  exam  were  tucked  in  file 
cabinets  so  a  timeliness  quota 
could  be  met.  And  claims  at  an 
outpatient  clinic  in 
Winston-Salem,  N.C.,  were 
processed  out  of  order  also  to 
help  with  the  quota,  the  IG 
said. 

The  chairman  of  the 
Senate  Veterans  Affairs 
Committee,  Daniel  K.  Akaka, 
says  VA  needs  to  devote  more 
resources  to  fixing  the 
problem.  VA  has  told  the 
inspector  general  it  will  do 
that. 

—  Associated  Press 


New  York  Times 
March  18, 2010 

39.  In  Biathlon,  War 
Veteran  Revels  In 
Latest  Challenge 

By  Katie  Thomas 

As  a  boy  growing  up  in 
California  and  then  Texas, 
Andy  Soule  was  not  much  of 
an  athlete. 

“He  liked  to  play  Legos 
and  draw  and  those  kinds  of 
things,”  recalled  his  mother, 
Debbie  Soule.  He  did  not  take 
to  Little  League  or  soccer.  In 
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high  school,  Soule  ran  track 
and  cross-country,  making  the 
varsity  team  in  high  school  and 
winning  a  few  medals.  But  “he 
wasn’t  a  star  by  any  means,” 
his  mother  said.  “He  was  just  a 
member  of  the  team.” 

Soule,  who  is  29,  is  now  a 
bronze  medalist.  He  was  third 
in  the  2.4-kilometer,  or 
1 .49-mile,  pursuit  sitting 
biathlon  event  Saturday, 
becoming  the  first  American  to 
win  a  medal  at  the  Paralympic 
Games  in  Vancouver  and 
Whistler,  British  Columbia, 
and  the  first  American  in 
history  to  win  a  medal  in 
biathlon.  He  placed  fourth 
Wednesday  in  the 
12.5-kilometer,  or  7.76-mile, 
sitting  event  and  shot  perfectly, 
hitting  all  20  of  the  targets 
during  the  race. 

Soule’s  journey  to  the 
Paralympics  began  in  2005. 
Two  months  after  he  was 
deployed  to  Afghanistan  with 
the  Army,  an  explosive  device 
went  off  under  the  truck  in 
which  he  was  riding.  Both  of 
his  legs  were  later  amputated 
above  the  knee. 

While  recovering  at 
Brooke  Army  Medical  Center 
in  San  Antonio,  Soule  threw 
himself  into  athletics,  sampling 
sports  like  fencing  and  sitting 
volleyball.  During  a 
handcycling  event  in  San 
Antonio,  Soule  said,  he  met 
Marc  Mast,  who  ran  a  training 
program  for  disabled  skiers  in 
Idaho. 

“He  felt  that  I  had 
potential  to  be  a  good  Nordic 
sit-skier,  based  on  seeing  me 
handcycle,”  Soule  said.  “I 
couldn’t  be  a  soldier,  certainly 
not  in  the  infantry  anymore.  I 
needed  something  new  to 
challenge  me.” 

Soule  entered  the  Army  in 
2002,  motivated  by  the  terrorist 
attacks  of  Sept.  1 1.  He  also  felt 
lost  at  Texas  A&M,  where  he 
was  a  junior.  “I  was  burned  out 
on  college,”  he  said.  “I  wasn’t 
doing  well.” 

Biathlon  was  a  good  fit 
because  it  combined  an 
endurance  sport  and  shooting. 
Soule  grew  up  visiting  a 
shooting  range  with  his  father. 
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who  is  retired  from  the  Air 
Force,  and  felt  comfortable 
with  a  rifle.  Paralympic 
biathletes  and  cross-country 
skiers  who  do  not  have  the  use 
of  their  legs  race  in  special 
chairs  attached  to  skis. 

Soule  accepted  Mast’s 
invitation  in  2005  and  traveled 
to  Sun  Valley,  Idaho,  to  attend 
a  development  camp  for 
beginning  skiers.  In  2006,  he 
moved  there  to  train  full  time 
and  quickly  made  his  mark. 
Soule  won  a  silver  medal  at  the 
national  championships  in 
2007,  and  finished  in  the  top 
10  in  two  World  Cup  races  the 
same  year. 

On  Thursday,  Soule 
finished  behind  three  biathletes 
from  Russia,  which  so  far  has 
dominated  the  Paralympics  just 
weeks  after  its  team  was 
widely  thought  to  have 
underperformed  at  the 
Olympics.  As  of  Thursday, 
Russian  athletes  had  won  8 
gold  medals  and  23  medals 
over  all.  The  United  States, 
which  won  the  overall  medal 
count  at  the  Olympics,  is  in 
sixth  place,  with  one  gold 
medal  and  four  medals  over  all. 

Soule  is  also  competing  in 
cross-country  skiing  and  will 
race  in  two  more  events. 
“When  he  was  injured,  I  knew 
he  would  walk  again,  I  knew 
he  would  have  a  normal  life,” 
Debbie  Soule  said.  “But  I 
couldn’t  even  dream  that  he 
would  do  something  like  this. 
This  is  pretty  amazing.” 
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40.  Air  Force  Proceeds 
With  Lockheed  Deal 

The  Air  Force  said  it  will 
request  $6.5  billion,  or  four 
years  of  funding,  for  a 
Lockheed  Martin  military 
communications  program  that 
plans  to  launch  its  first  satellite 
in  September  after  six  years  of 
delays.  The  funding  request  for 
fiscal  years  2012-2015,  part  of 
a  $9.9  billion  program, 
suggests  that  delays  and 
technical  problems  have  been 
worked  out. 
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Bethesda-based  Lockheed 
and  its  top  subcontractor, 
Northrop  Grumman,  have  been 
awarded  contracts  for  the  first 
three  of  six  planned  satellites. 

--  Bloomberg  News 


The  Hill 
March  18, 2010 

41.  Northrop  Draws  A 
Line  In  Sand  On  Tanker 
Price 

By  Roxana  Tiron 

Northrop  Grumman ’s 
announcement  backing  out  of 
the  competition  for  the  Air 
Force’s  $35  billion  refueling 
aircraft  contract  included  a 
final  parting  shot  at  main  rival 
Boeing. 

At  the  end  of  its 
six-paragraph  statement, 
Northrop  President  and  CEO 
Wes  Bush  released  the  price 
that  Northrop  and  its  partner, 
EADS,  had  negotiated  with  the 
Pentagon  during  a  previous 
competition  to  build  the  tanker. 

Northrop  believes  that 
price,  $184  million,  should 
effectively  be  the  cost  ceiling 
the  Air  Force  pays  for  its  new 
tanker.  Bush  said  the  Air  Force 
should  “expect  the  bill  to  be 
much  less”  for  the  Boeing 
tanker. 

Randy  Belote,  Northrop’s 
vice  president  for  strategic 
communications,  on 

Wednesday  reaffirmed  his 
company’s  belief  that  Boeing's 
tankers  should  cost  less 
because  the  767  aircraft  is 
smaller  than  the  A330-200 
Northrop  and  EADS  offered. 

Belote  said  he  was 
reacting  to  criticism  Northrop 
received  for  including  the  price 
in  its  exit  announcement.  Some 
analysts  said  the  $184  million 
price  was  irrelevant  because  it 
relates  to  a  different  tanker 
contract  that  Boeing 
successfully  challenged. 

Northrop-EADS  initially 
won  a  competition  against 
Boeing  to  build  the  tankers  in 
2008,  but  Boeing  protested  that 
award  with  the  Government 
Accountability  Office  (GAO). 
Pentagon  officials  then 
reopened  the  competition. 
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In  an  e-mail  Wednesday, 
Belote  again  noted  that  the 
Pentagon  agreed  to  a  $184 
million  per-aircraft  price  for 
the  first  68  A330-based  tanker 
aircraft,  including  the 
non-recurring  development 
costs. 

“With  the  department’s 
decision  to  procure  a  much 
smaller,  less  capable  design, 
the  taxpayer  should  certainly 
expect  ftie  bill  to  be  much  less 
than  the  $184  million  per 
tanker  that  the  Air  Force  would 
have  paid  Northrop  Grumman 
for  the  more  modem,  more 
capable  KC-45  refueling 
tanker,”  Belote  said. 

Lawmakers  from 

Alabama,  where  Northrop 
planned  to  build  the  tanker,  had 
expressed  concern  that  tanker 
costs  could  increase  if 
Northrop  followed  through  on 
threats  to  pull  out  of  what  it 
said  was  an  unfair  competition 
that  favored  Boeing’s  bid. 

Pentagon  officials  now 
face  the  challenge  of 
negotiating  a  fixed-price 
contract  within  budget  after 
aiming  to  drive  down  costs 
through  competition.  The 
Pentagon  so  far  has  not 
announced  any  changes  to  the 
bidding  process  to 
accommodate  a  sole  bidder. 

A  defense  analyst  said 
Northrop  may  have  helped  the 
Pentagon  in  its  negotiations 
with  Boeing  in  releasing  the 
$184  million  price. 

“There  might  be  factions 
in  the  Pentagon  that  wanted 
them  to  bid  to  keep  Boeing’s 
bid  competitive,  and  this  might 
be  a  minimum  way  of  showing 
support  for  the  Pentagon  by 
helping  to  keep  Boeing’s  bid 
competitive,”  said  Richard 
Aboulafia,  vice  president  of 
analysis  at  the  Teal  Group. 

“We  are  100  percent 
focused  on  submitting  a  fully 
responsive,  transparent  and 
competitive  tanker  proposal  to 
the  Air  Force.  “Boeing 
recognizes  it  must  cam  the 
tanker  contract  by  providing 
the  Air  Force  with  a  modem 
and  capable  tanker  that  meets 
or  exceeds  all  warfighter 
requirements  and  is 
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cost-effective  to  buy,  own  and 
operate,”  said  Boeing 
spokesman  Bill  Barksdale. 

Pentagon  acquisition  chief 
Ashton  Carter  said  the  first  two 
lots  of  the  new  1 79-tanker  fleet 
will  be  purchased  at  a  firm 
fixed  price,  while  the 
remaining  lots  will  use  a  “not 
to  exceed”  structure  and 
economic  price  adjustment 
provisions  to  protect  “both 
taxpayers  and  industry.” 

Boeing  has  defended  the 
Pentagon’s  bidding  process  for 
the  tanker  program,  saying  it 
did  not  favor  the 
Chicago-based  company. 
Boeing  officials  are  already 
working  to  dispel  any 
perceptions  that  the  company 
would  take  advantage  of  the 
situation. 

“We  remain  in  a 
competitive  situation,”  Tim 
Keating,  Boeing’s  senior  vice 
president  for  government 
operations,  said  at  a  meeting 
with  reporters  March  10. 
“There  is  a  contract  we  have  to 
win.  We  have  not  won  it  yet.” 

Northrop  Grumman 
blamed  the  Pentagon  bidding 
process  for  its  decision  to  pull 
out.  It  said  the  process  favored 
the  smaller  refueling  aircraft 
offered  by  Boeing,  and  that  the 
Northrop-EADS  team  had  little 
chance  to  win  the  contract  even 
if  it  spent  millions  on  the 
competition. 

Northrop’s  decision  to  pull 
out  has  created  tension 
between  the  European  Union 
and  the  United  States. 
European  officials  have 
accused  the  United  States  of 
protectionism,  arguing  the 
Pentagon  changed 

specifications  for  the  new 
tanker  to  favor  Boeing. 

French  President  Nicolas 
Sarkozy  is  expected  to  share 
his  gripes  with  President 
Barack  Obama  when  he  visits 
the  White  House  later  this 
month. 
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Transparency  Amid 
Sole-Source  Concerns 

By  Marina  Malenic 

A  top  Boeing  official  said 
yesterday  that  the  company 
will  provide  the  Defense 
Department  thorough  pricing 
data  should  it  be  chosen  to 
provide  the  Air  Force  with  a 
replacement  fleet  for  its  aging 
KC-135  tanker  aircraft. 

"We  have  told  the  Air 
Force  and  the  Department  of 
Defense  that  they'll  get  full 
insight  into  our  cost  and 
pricing  information,  and  they 
will,"  said  Jim  Albaugh,  the 
CEO  of  Boeing's  commercial 
aviation  division.  "We're  going 
to  be  fully  transparent  on 
everything." 

Congressional  supporters 
of  industry  rival  Northrop 
Grumman  have  warned  that, 
since  that  company’s  decision 
to  drop  out  of  the  contest,  the 
Pentagon  is  left  with  no 
leverage  over  price  inflation  by 
Boeing. 

Northrop  Grumman 

announced  last  week  that  it 
would  not  bid  for  the  work, 
alleging  that  the  Air  Force's 
request  for  proposals  outlined 
last  month  favors  Boeing's 
smaller  tanker.  Northrop 
Grumman's  industry  partner, 
Airbus  parent  company  EADS 
North  America,  has  remained 
quiet  about  its  intentions. 

Albaugh  said  that  Boeing 
is  still  operating  under  the 
assumption  that  there  will  be  a 
competition  for  the  work, 
which  Pentagon  officials  have 
said  could  be  worth  up  to  $50 
billion  over  the  life  of  the 
program. 

"Our  assumption  is,  it's 
going  to  be  competitive," 
Albaugh  said.  "In  the  event  that 
it's  not,  they're  going  to  go 
through  all  the  cost  and  pricing 
information  in  excruciating 
detail.  And  we're  going  to 
make  sure  they  have  full  access 
and  that  we're  totally 
transparent  on  that." 

Boeing  has  said  that  it  will 
offer  the  Air  Force  a 
wide-body  version  of  a 
767-based  refueling  aircraft  in 
a  proposal  it  plans  to  submit  on 


May  10.  The  company  said 
earlier  this  month  that  it  plans 
to  modernize  its  767 
commercial  aircraft  with  a  new 
digital  flight  deck  from  its  787 
Dreamliner,  as  well  as  a  new 
fly-by-wire  refueling  boom. 

Northrop 

Grumman-EADS  won  a 
contract  to  build  179  tankers 
based  on  the  Airbus  A330  for 
the  Air  Force  in  February 
2008.  The  contract  was 
canceled  when  U.S.  auditors 
upheld  a  Boeing  protest  tied  to 
Air  Force  missteps  in 
evaluating  bids. 

Northrop  Grumman  CEO 
Wes  Bush,  in  a  March  8  letter 
to  Pentagon  officials  outlining 
his  company's  reasons  for 
dropping  out  of  die  bidding, 
warned  the  government  not  to 
overpay  for  a  new  tanker.  Bush 
noted  that  the  Air  Force  had 
planned  to  pay  a  unit  flyaway 
cost  of  approximately  $184 
million  per  tanker  for  the  first 
68  A330-based  aircraft 
proposed  by  Northrop 
Grumman-EADS--a  number 
that  included  the  non-rccurring 
development  costs. 

"With  the  Department's 
decision  to  procure  a  much 
smaller,  less  capable  design, 
the  taxpayer  should  certainly 
expect  the  bill  to  be  much 
less,”  he  wrote. 

Albaugh  yesterday  told 
reporters  that  Boeing  continues 
to  work  on  driving  down  the 
cost  of  the  767  commercial 
aircraft  on  which  its  tanker 
would  be  based.  He  said  the 
major  cost-cutting  effort  comes 
from  completing  all  structural 
modifications  to  the  aircraft  on 
the  main  production  line  in 
Everett,  Wash.,  before  shipping 
it  to  Wichita,  Kan.,  for 
integration  of  mission  systems. 

"The  original  way  that 
we've  done  derivative  aircraft 
in  the  past  has  been  to  fly  it  to 
Wichita,  cut  it  up,  and  put  it 
back  together  again,"  he  said. 
"This  is  now  a  much  more 
efficient  way  to  build  the 
airplane,  and  it  will  drive  the 
cost  down." 

Asked  how  far  the 
company  aims  to  drive  that 
cost,  Albaugh  would  not 
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specify.  But  he  said  that  a  final 
price  would  not  be  far  removed 
from  its  2008  bid. 

"The  expectation,  certainly 
of  the  Air  Force,  is  that  it  will 
be  a  number  reasonably  close 
to  the  prior  one,  with 
escalation,"  he  said.  "And 
we're  trying  to  drive  to  a 
number  that  will  win." 

Albaugh  added  that  KC-X 
"will  be  a  program  that  can 
generate  about  $3  billion  a  year 
in  round  numbers  for  the 
Boeing  Company.” 
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43.  Hovering 

Lockheed  Martin's  first 
F-35B 

short-takeoff-and-vertical-landing 
(Stovl)  aircraft  demonstrated 
the  capability  to  hover  freely 
March  1 7  during  a  test  flight  at 
Naval  Air  Station  Patuxent 
River,  Md.  The  aircraft  took 
off  conventionally,  then  pilot 
Graham  Tomlinson  slowed  it 
to  60  knots  and  flew  a 
decelerating  approach  to  zero 
airspeed  at  150  feet  above  the 
runway.  After  completing  all 
hover  test  points,  Tomlinson 
executed  a  Stovl  landing  at  70 
knots  airspeed,  according  to 
Lockheed.  Later  in  the  day, 
BF-1  performed  the  first  F-35 
short  takeoff  too. 


Washington  Post 
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44.  Outsourcing  The 
Spies 

By  David  Ignatius 

The  headline  read  like 
something  you  might  see  in  the 
conspiracy-minded  Pakistani 
press:  "Contractors  Tied  to 
Effort  to  Track  and  Kill 
Militants."  But  the  story 
appeared  in  Monday's  New 
York  Times,  and  it  highlighted 
some  big  problems  that  have 
developed  in  the  murky  area 
between  military  and 
intelligence  activities. 

The  starting  point  for 
understanding  this  covert 
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intrigue  is  that  the  U.S. 
military  has  long  been  unhappy 
about  the  quality  of  CIA 
intelligence  in  Afghanistan. 
The  frustration  surfaced 
publicly  in  January  in  a  report 
by  *'  e  top  military  intelligence 
off  *-  in  Kabul,  Maj.  Gen. 
M  :1  T.  Flynn,  that  began: 

years  into  the  war  in 
Afghanistan,  the  U.S. 
intelligence  community  is  only 
marginally  relevant  to  the 
overall  strategy." 

It's  a  complicated  tale,  but 
it  has  some  simple  lessons: 
Under  the  heading  of 
"information  operations"  or 
"force  protection,"  the  military 
has  launched  intelligence 
activities  that,  were  they 
conducted  by  the  CIA,  might 
require  a  presidential  finding 
and  notification  of  Congress. 
And  by  using  contractors  who 
operate  "outside  the  wire"  in 
Afghanistan  and  Pakistan,  the 
military  has  gotten  information 
that  is  sometimes  better  than 
what  the  CIA  is  offering. 

A  reconstruction  of  what 
happened,  based  on 
conversations  with  a 
half-dozen  military  and 
intelligence  sources,  raises  two 
crucial  issues:  What  new 
military  procedures  are  needed 
to  bring  "information 
operations"  and  related 
activities  under  better  control? 
And  how  can  the  CIA  improve 
its  own  collection  efforts  so 
that  private  contractors  aren't 
brought  in  to  fill  the  gaps? 

The  outsourced 

intelligence  operation 

described  by  the  Times  began 
in  2008  with  a  push  from  the 
Pentagon's  Strategic 

Command,  which  oversees 
information  operations.  A 
Stratcom  civilian  named 
Michael  D.  Furlong  began 
funding  former  journalists  to 
provide  "ground  truth,"  with  a 
planned  budget  of  $22  million. 

Another  private 

intelligence  effort  was 
launched  in  November  2008, 
when  a  Boston  firm  called 
American  International 

Security  Corp.  (AISC)  was 
hired  by  the  New  York  Times 
to  free  its  reporter  David 


Rohde,  who  had  been 
kidnapped  by  the  Taliban  that 
month.  The  firm  turned  to 
Duane  "Dewey"  Clarridge,  a 
former  CIA  officer  who 
launched  the  agency's 
counterterrorism  center  in  1986 
and  was  an  important  figure  in 
the  Iran-contra  affair.  He  set 
about  building  a  network  of 
informants  who  could  help  free 
Rohde. 

Rohde  escaped  in  June 
2009,  but  Clarridge's  network 
continued  to  function.  It 
currently  has  about  10 
operatives  who  act  as  case 
officers,  drawn  from  the 
United  States,  Britain,  South 
Africa  and  other  countries. 
These  officers,  in  turn,  run 
about  20  "principal  agents” 
who  are  in  contact  with 
roughly  40  sources  in 
Afghanistan  and  Pakistan. 

Clarridge  had  been  in 
contact  with  U.S.  Special 
Operations  Command 

(SOCOM)  in  Tampa  since 
March  2009  to  share 
information  and  to  make  sure 
that  his  private  network 
wouldn't  clash  with  U.S. 
operatives.  He  is  said  to  have 
briefed  both  Adm.  Eric  Olson, 
the  head  of  SOCOM,  and  Lt. 
Gen.  David  Fridovich,  the 
director  of  its  center  for  special 
operations. 

Clarridge's  contacts  with 
the  military  deepened  last  July 
after  he  provided  detailed 
intelligence  about  an  Army 
soldier,  Pfc.  Bowe  Bergdahl, 
who  had  been  captured  by  the 
Taliban  in  eastern  Afghanistan. 

The  two  outsourced 
operations  linked  up  in 
mid-2009,  after  Furlong  met 
one  of  Clarridge's  operatives  in 
Dubai.  In  October,  the  military 
awarded  a  contract  for  several 
million  dollars  to  Clarridge  and 
AISC  through  a  series  of 
subcontractors. 

The  CIA,  meanwhile,  was 
flummoxed  by  Clarridge's 
freelancing.  The  new  chief  of 
station  in  Kabul  protested  last 
summer,  and  lawyers  drew  up 
new  rules.  Clarridge’s  mission 
was  described  as  "force 
protection,"  a  normal  military 
activity  in  a  war  zone.  His 


unclassified  reports  were  fed 
into  the  J-3  operations  center  in 
Kabul,  and  then  often 
classified  and  disseminated 
though  intelligence  channels. 

Clarridge's  reports  carried 
the  rubric  "Force  Protection 
Atmospherics."  His  sources 
were  described  as 
"cooperators"  and  his  effort 
was  termed  "commercially 
gathered"  data,  rather  than 
intelligence  collection. 

But  these  semantics  didn't 
resolve  the  tension  between 
military  activities,  which  fall 
under  Title  10  of  the  U.S. 
Code,  and  CIA  covert  action, 
which  is  authorized  under  Title 
50.  This  gray  area  has  led 
Adm.  Dennis  Blair,  the  director 
of  national  intelligence,  to 
argue  privately  that  the  country 
may  need  what  could  be 
described  as  a  new  "Title  60," 
that  blends  the  two  in  a 
coherent  framework  with 
proper  controls. 

The  case  of  the  clandestine 
contractors  should  prompt  a 
serious  debate  about  creating 
such  a  Title  60,  and  about  the 
military's  rules  for  information 
operations.  Meanwhile, 

Clarridge's  private  network 
continues  to  provide  fresh 
intelligence.  His  latest  report 
from  Paktia  province  was 
disseminated  on  Monday,  the 
same  day  the  New  York  Times 
article  appeared. 


New  York  Times 
March  18, 2010 

45.  A  Politically  Feasible 
Jet 

There  has  been  yet  another 
setback  in  toe  Air  Force’s  long, 
agonizing  process  to  replace  its 
fleet  of  Eisenhowcr-era  aerial 
refueling  planes.  Northrop 
Grumman  and  its  European 
partner,  the  European 
Aeronautic  Defense  and  Space 
Company,  dropped  out  of  toe 
competition  this  month, 
charging  that  the  new  contract 
specifications  are  tilted  against 
their  much  larger  Airbus  A330 
in  favor  of  Boeing’s  767. 

That  leaves  the  Pentagon 
with  only  one  bid  —  hardly  a 
recipe  to  get  toe  best  tanker 
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fleet  at  the  best  cost. 

From  a  capabilities 
standpoint,  we  could  see 
advantages  in  both  planes.  The 
Pentagon  says  that  between  toe 
two  rounds  of  bidding,  it 
developed  a  more  precise  idea 
of  what  it  needed.  But  its 
repeated  flip-flops  feed 
suspicions  that  politics  and 
lobbying  are  what  mattered 
most.  Boeing's  Capitol  Hill 
supporters  —  mainly  from 
Washington  State  —  built  a 
case  around  stars,  stripes  and 
American  jobs  and,  by 
implication,  against  a 
consortium  that  had,  gasp,  a 
European  partner. 

For  American  taxpayers 
and  their  armed  forces  to  get 
the  best  possible  tanker  fleet  — 
or  other  military  equipment  — 
for  the  money,  qualified 
European  partners  must  be 
permitted  to  compete  fairly. 
For  toe  record,  toe  Airbus 
tankers  would  have  been 
assembled  in  Alabama.  The 
nation’s  European  allies  are 
now  understandably  charging 
protectionism.  This  could 
cause  problems  down  toe  road 
for  the  American  defense 
industry,  the  biggest  military 
exporter  in  the  world. 

The  tanker  tale  is  also  one 
more  reminder  of  why  toe 
Pentagon  needs  to  clean  up  its 
procurement  process  —  and 
how  much  further  it  has  to  go, 
despite  Defense  Secretary 
Robert  Gates’s  pledges  of 
reform. 

The  first  attempt  to  replace 
the  tankers  came  to  grief  in 
2004.  Senator  John  McCain 
scuttled  a  cozy,  tailor-made 
deal  to  lease  Boeing  jets, 
unearthing  evidence  that  an  Air 
Force  official  had  tried  to  get  a 
job  at  Boeing  while  she  was 
handling  negotiations  over  the 
lease. 

The  Pentagon  then  ordered 
an  auction  for  a  $40  billion 
contract  to  buy  the  planes.  But 
when  toe  Air  Force  decided  for 
the  Airbus,  Boeing  and  its 
favorite  lawmakers  cried  foul. 
The  Government 

Accountability  Office  agreed 
with  Boeing,  arguing  that  the 
Air  Force  favored  Northrop: 
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giving  it  points  for  size 
although  the  specs  didn’t  call 
for  a  bigger  plane;  giving 
Northrop  advice  along  the  way; 
and  cutting  it  slack  on  several 
reqi  rements. 

he  Air  Force  went  back 
*'  drawing  board  to  craft 
TTSW  'guidelines  for  the  bidding. 
The  rest  is  history.  Both  jets 
have  pros  and  cons.  The  Airbus 
is  bigger  and  can  carry  bigger 
hauls  of  fuel  or  cargo.  Boeing’s 
jets  are  smaller  and  cheaper  — 
not  to  be  frowned  at  in  these 
lean  times.  Unfortunately,  it 
doesn’t  seem  to  matter.  The 
Air  Force  seems  stuck  with  the 
politically  feasible  jet.  It  might 
be  the  best  one,  but  it  might 
not 


Washington  Post 
March  18,2010 
Pg.2 

46.  Correction 

A  March  17  Economy  & 
Business  article,  about 
accusations  in  Europe  that  the 
Pentagon  altered  specifications 
for  a  new  refueling  tanker 
plane  to  favor  Boeing  in  its 
competition  for  the  contract 
against  a  consortium  that 
includes  Europe's  Airbus, 
incorrectly  referred  to  the 
Boeing  767  as  new.  The 
jetliner,  a  military  version  of 
which  is  a  contender  for  the 
contract,  has  been  in  service 
since  1982. 

Editor's  Note:  The  article 
by  Edward  Cody  appeared  in 
the  Current  News  Early  Bird, 
March  17, 2010. 
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Closed  Hearing  Checklist 


All  spectators  have  been  cleared  out  of  the  courtroom. 

f) 

All  remaining  personnel  possess  a  valid,  SJA  issued  security  badge. 

g&— 

Guards  are  posted  outside  courtroom  entrances. 

c Wn 

Classified  recording  equipment  is  in  place. 

Qin— 

Audio  and  video  feed  to  the  MOC  and  the  theater  has  been  severed. 

TW 
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Open  Hearing  Checklist 


Classified  display  laptop  (if  used)  is  disconnected  and  secured. 

QAn 

Secured  all  classified  material  from  the  10  Support  Paralegal. 

(lAn 

Secured  all  classified  material  from  the  TC. 

n  r 

Secured  all  classified  material  from  the  DC. 

JA 

Secured  all  classified  material  from  the  10. 

Qa 

l 

The  courtroom  safe  is  locked. 

hi 

Unclassified  recording  equipment  is  in  place. 

Signed 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


) 

)  DEFENSE  ASSERTION  OF 
)  PRIVILEGE  UNDER  M.R.E. 
)  503 

) 

) 

) 

)  DATED:  1 9  December  20 1 1 

) 


UNITED  STATES 
v. 

MANNING,  Bradley  E.,  PFC 
U.S.  Army,  xxx-xx-^| 

Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall, 
Fort  Myer,  VA  22211 


1 .  PFC  Bradley  E.  Manning,  by  and  through  counsel,  pursuant  to  Military  Rule  of  Evidence 
(M.R.E.)  503,  asserts  privilege  over  conversations  with  Mr.  Adrian  Lamo. 

2.  The  privilege  under  M.R.E.  503  protects  communications  made  as  a  formal  act  of  religion  or 
conscience.  This  privilege  may  be  claimed  by  the  penitent.  United  States  v.  Napoleon,  46  M.J. 
279  (1997).  For  the  privilege  to  apply,  the  following  must  be  true: 

a.  The  communication  must  be  made  either  as  a  formal  act  of  religion  or  as  a  matter  of 
conscience; 

b.  be  made  to  a  clergyman  in  his  or  her  capacity  as  a  spiritual  advisor  or  to  a 
clergyman’s  assistant  in  his  or  her  capacity  as  an  assistant  to  a  spiritual  advisor;  AND 

c.  be  intended  to  be  confidential.  Id. 

3.  When  a  chaplain  meets  with  a  penitent,  M.R.E.  503  allows  the  disclosing  person  to  prevent 
the  chaplain  from  disclosing  the  contents  of  the  statement  when  it  was  made  as  a  formal  act  of 
religion  or  as  a  matter  of  conscience.  United  States  v.  Benner,  57  M.J.  210  (C.A.A.F.  2002);  see 
also  United  States  v.  Shelton,  64  M.J.  32  (C.A.A.F.  2006)(holding  that  communications  made  to 
a  civilian  minister  acting  as  a  marital  counselor  were  covered  by  the  privilege). 

4.  In  this  case,  PFC  Manning  had  a  conversation  with  Mr.  Adrian  Lamo  between  20  May  and  26 
May  2010.  The  conversation  with  Mr.  Lamo  began  with  Mr.  Lamo  stating  “I’m  a  journalist  and 
a  minister.  You  can  pick  either,  and  treat  this  as  a  confession  or  an  interview  (never  to  be 
published)  &  enjoy  a  modicum  of  legal  protection.”  PFC  Manning  accepted  this  offer  by 
continuing  the  conversation. 

5.  Shortly  after  extending  an  offer  to  treat  the  conversation  as  a  confession  or  an  interview,  Mr. 
Lamo  asked  PFC  Manning  if  he  wanted  to  go  to  the  press.  PFC  Manning  replied  that  he  did  not. 
Later,  PFC  Manning  told  Mr.  Lamo  “but  im  (sic)  not  a  source  for  you. . .  im  (sic)  talking  to  you 
as  someone  who  needs  moral  and  emotional  fucking  support.”  Mr.  Lamo  responded,  i  (sic)  told 
you,  none  of  this  is  for  print.” 
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6.  The  subsequent  conversation  over  the  20  May  through  26  May  2010  time  period  indicates 
clearly  that  PFC  Manning  engaged  in  the  conversation  as  a  matter  of  conscience;  he  was  seeking 
guidance  from  Mr.  Lamo  in  his  capacity  as  a  spiritual  advisor;  and  he  intended  the  conversation 
to  be  confidential.  First,  PFC  Maiming  discussed  numerous  sensitive  personal  topics  with  Mr. 
Lamo,  including  the  moral  struggles  he  was  dealing  with  in  a  deployed  environment.  Second, 
PFC  Manning  repeatedly  sought  guidance  and  advice  from  Mr.  Lamo.  Finally,  PFC  Manning 
used  an  encrypted  message  provider  in  order  to  ensure  the  communication  with  Mr.  Lamo  was 
confidential. 

7.  Under  the  above  facts,  PFC  Bradley  E.  Manning,  by  and  through  counsel,  pursuant  to 
Military  Rule  of  Evidence  (M.R.E.)  503,  asserts  privilege  over  all  the  conversations  with  Mr. 
Adrian  Lamo. 


DAVID  E.  COOMBS 
Civilian  Defense  Counsel 
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UNITED  STATES  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 
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20  December  2011 


MEMORANDUM  FOR  LTC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
Virginia  22310 


SUBJECT:  Response  to  Defense  Assertion  of  Privilege  under  MRE  503 


1.  The  United  States  requests  you  deny  Defense  Assertion  of  Privilege  under  Military  Rule  of 
Evidence  (MRE)  503. 

2.  The  Military  Rules  of  Evidence  shall  not  apply  in  pretrial  investigations,  with  the  exception 
of,  inter  alia.  Section  V  privileges.  See  Rule  for  Courts-Martial  (RCM)  405(i).  MRE  503(a) 
protects  “a  confidential  communication  by  the  person  to  a  clergyman...  if  such  communication  is 
made  either  as  a  formal  act  of  religion  or  as  a  matter  of  conscience.”  MRE  503(a).  The  elements 
to  assert  this  privilege  include:  (1)  the  communication  must  be  made  either  as  a  formal  act  of 
religion  or  as  a  matter  of  conscience;  (2)  it  must  be  made  to  a  clergyman  in  his  capacity  as  a 
spiritual  advisor;  and  (3)  the  communication  must  be  intended  to  be  confidential.  See  United 
States  v.  Shelton,  64  M.J.  32  (C.A.A.F.  2006).  The  burden  rests  with  the  party  asserting  the 
privilege.  See  United  States  v.  Durbin,  68  M.J.  271  (C.A.A.F.  2010). 

3.  The  defense  alleges  that  the  accused  made  admissions  as  a  matter  of  conscience.  A 
communication  is  “not  privileged,  even  if  made  to  a  clergyman,  if  it  is  made  for  emotional 
support  and  consolation  rather  than  as  a  formal  act  of  religion  or  as  a  matter  of  conscience.” 
United  States  v.  Napolean,  46  M.J.  279  (C.A.A.F.  1997)  (citing  United  States  v.  Coleman,  26 
M.J.  407  (C.M.A.  1988)).  In  Napolean,  the  privilege  did  not  apply  because  the  facts  suggested 
that  the  accused  “was  seeking  emotional  support  and  consolation,  not  guidance  or  forgiveness.” 
Id,  at  285  (emphasis  added).  Here,  the  accused  admitted  he  was  “talking  to  [Mr.  Lamo]  as 
someone  who  need[ed]  moral  and  emotional  []  support.”  This  admission  confirms  the 
communication  is  not  privileged.  A  “‘matter  of  conscience’  is  privately  held  within  a  person.” 
Shelton,  64  M.J.  at  32.  In  Shelton,  an  admission  was  made  as  a  matter  of  conscience  given  the 
religious  connotation  with  which  the  admission  was  provided.  See  id  (the  meeting  began  with  a 
prayer,  took  place  in  a  church,  and  included  religious  atmosphere  and  spiritual  language,  such  as 
“you  claim  to  be  a  Christian,  Christians  don’t  tell  lies”);  see  also  United  States  v.  Isham,  48  M.J. 
603  (N-M.  Ct.  Crim.  App.  1998)  (admissions  with  “obvious  religious  overtones”  qualify  as 
matters  of  conscience).  At  no  point  did  the  accused  seek  guidance  in  conscience,  defined  as  “the 
moral  sense  of  right  or  wrong.”  Black’s  Law  Dictionary  (9th  ed.  2009).  The  accused  admitted 
that  he  was  “godless”  and  that  he  has  “always  been  too  intellectual. .  .for  religion.”  The 
communication  is  boastful,  not  a  matter  of  conscience.  The  accused  bragged  he  would  “listenQ 
and  lip-sync[]  to  Lady  Gaga’s  Telephone  while  exfiltrating  (sic)  possibly  the  largest  data  spillage 
in  American  history.”  The  accused  bragged  about  his  contacts  and  exploits  and  argued 
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“information  should  be  free”  and  in  the  “public  domain.”  The  accused  sought  recognition,  not 
forgiveness,  for  his  acts.  For  these  reasons,  the  accused  did  not  make  his  admissions  as  a  matter 
of  conscience. 

4.  A  communication  is  “‘confidential’  if  made  to  clergyman  in  the  clergyman’s  capacity  as  a 
spiritual  advisor... and  []  not  intended  to  be  disclosed  to  third  persons[.]”  MRE  503(b)(3).  The 
admission  fails  this  element  for  three  reasons.  First,  Mr.  Lamo  was  not  a  clergyman  under 
military  law.  A  “clergyman”  is  “intended  to  mean  a  person  ‘regularly  engaged  in  activities 
conforming  at  least  in  a  general  way  with  those  of  a  Catholic  priest,  Jewish  rabbi,  or  minister  of 
an  established  Protestant  denomination.’”  Napoleon,  46  M.J.  at  279  (citing  S.  Saltzburg  &  M. 
Martin,  Federal  Rules  of  Evidence  Manual  601-02  (5th  ed.  1990).  Mr.  Lamo  allegedly  earned  a 
ministerial  certification  online,  but  does  not  regularly  engage  in  religious  activities  or  advertise 
his  religious  beliefs.  Accordingly,  Mr.  Lamo  is  not  a  clergyman  under  this  privilege  and  the 
accused  had  no  reasonable  belief  otherwise.  Second,  the  accused  did  not  confide  with  Mr.  Lamo 
in  his  clerical  capacity.  Mr.  Lamo  informed  the  accused  that  he  was  “a  journalist  and  a  minister” 
and  that  the  accused  “[could]  pick  either,  and  treat  this  as  a  confession  or  an  interview  (never  to 
be  published)  &  enjoy  a  modicum  of  legal  protection.”  The  accused  responded  “Assange 
level?”,  ignoring  Mr.  Lamo’s  alleged  religious  position  and  instead  focusing  on  his  status  as  a 
journalist.  The  accused  admitted  Mr.  Lamo’s  relationship  with  WikiLeaks  was  “how  [he] 
noticed  [Mr.  Lamo]”  and  maintained  a  video  titled  “Hackers  Wanted”  starring  Mr.  Lamo,  a 
renowned  computer  hacker,  on  the  desktop  of  his  personal  computer.  The  accused  quickly 
learned  of  Mr.  Lamo’s  sexual  orientation  and  continued  contact  with  him  to  cope  with  his 
alleged  feeling  of  isolation.  The  accused  initiated  and  continued  contact  with  Mr.  Lamo  for 
these  purposes,  not  for  clerical  guidance.  The  defense  presents  no  evidence  that  the  accused 
sought  out  Mr.  Lamo  for  any  other  reason. 

5.  The  clerical  privilege  “recognizes  the  human  need  to  disclose  to  a  spiritual  counselor,  in  total 
and  absolute  confidence,  what  are  believed  to  be  flawed  acts  or  thoughts  and  to  receive  priestly 
consolation  and  guidance  in  return.”  Trammel  v.  United  States,  445  U.S.  40,  51  (1980). 
Protecting  these  chat  logs  as  privileged  communications  violates  the  very  spirit  of  the  privilege. 
At  no  point  did  the  accused  admit  any  wrongdoing  or  request  guidance  in  return.  Instead,  the 
accused  praised  the  “highlights”  of  his  misconduct  with  the  overarching  objective  “to  witness[] 
the  world  freak  out  as  its  most  intimate  secrets  [were]  revealed.” 

6.  The  point  of  contact  for  this  memorandum  is  CPT  J.  Hunter  Whyte  at  (202)  685-1975  or 
jefffey.whyte@jfhqncr.northcom.mil. 
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Closed  Hearing  Checklist 


All  spectators  have  been  cleared  out  of  the  courtroom. 

All  remaining  personnel  possess  a  valid,  SJA  issued  security ’badge. 

sV, 

Guards  are  posted  outside  courtroom  entrances. 

cir 

Classified  recording  equipment  is  in  place. 

Audio  and  video  feed  to  the  MOC  and  the  theater  has  been  severed. 

qAL 

Signed 
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Open  Hearing  Checklist 


Classified  display  laptop  (if  used)  is  disconnected  and  secured. 

at 

Secured  all  classified  material  from  the  10  Support  Paralegal. 

*  a/M 

Secured  all  classified  material  from  the  TC. 

Secured  all  classified  material  from  the  DC. 

///A 

Secured  all  classified  material  from  the  10. 

a/M 

The  courtroom  safe  is  locked. 

_ 

Unclassified  recording  equipment  is  in  place. 
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global  address  list  macro  outlook 


Extract  Entail  Data  from  Outlook  Global  Address  List ...  -  ¥SA  Exp. . 

¥&$  .J.J fA'-if  "t  4  0*’ 

Extracts  ?be  dsta&eb  email  address  data  toe  each  v&u  from  so  Outlook  GAL  lo  a 
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Run  8ie  macro  by  gstogte  Tools. Macro-Macros  and  dotifeie-ctidc  GatGM.  .... 

Osen  Outlook  4  Global  Address  Book 

■ 

,.,  Cars  anybody  tail  me  hm  you  would  open  &  new  blank  message  &  the  Outlook 
GAL.  t  can  atten  Outlook  sstog  fto  code  feoltr#  but  have  m  idea  on  how  to  open  See 
Global  Address  book? ...  Excel  Help  &  Excel  Macro  Help  „ 
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Is  there  any  way  to  have  a  cell  pofet  to  Outlook's  Global  Address  List? ...  To  ssstsll 
this  macro,  go  to  ll>e  VBE  (keyboard  AS-TMV^  insert  a  new ... 
extract  Outlook  Alias  -  3  paste  -  Jars -18.  M4 
Global  Address  List  to  Excel  -  3  posts  -  Cp&Mte 
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Outlook  address  book  in  mm'.  8  posr.  ■  M ay  2.  2S0? 
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stv  -Outlook  Macro  E*^anp>Md-l4ail' 

Hi  :m  working  on  a  macro  in  Outlook  2803  SP3  that,  when  started, ...  You  ear; 
tire  Exchange  Global  Address  List  as  a  member  of  1H* ... 
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(1:40:51  PM)  bradass87  has  not  been  authenticated  yet.  You  should  authenticate  this  buddy, 
(1:40:51  PM)  Unverified  conversation  with  bradass87  started. 

(1:41:12  PM)  bradass87:  hi 
(1:44:04  PM)  bradass87:  how  are  you? 

(1:47:01  PM)  bradass87:  im  an  army  intelligence  analyst,  deployed  to  eastern  baqhdad,  pending 

discharge  for  "adjustment  disorder"  in  lieu  of  “gender  identity  disorder” 

(1:56:24  PM)  bradass87:  im  sure  you’re  pretty  busy... 

(1:58:31  PM)  bradass87:  if  you  had  unprecedented  access  to  classified  networks  14  hours  a  day  7 

days  a  week  for  8+  months,  what  would  you  do? 

(1:58:31  PM)  info@adrianlamo.com  <AUTO-REPLY>:  Tired  of  being  tired 

(2:17:29  PM)  bradass87:  ? 

(6:07:29  PM)  info@adrianlamo.com:  What's  your  MOS? 

(3:16:24  AM)  bradass87:  re:  “What's  your  MOS?”  —  Intelligence  Analyst  (35F) 

(3:16:24  AM)  info@adrianlamo.com  <AUTO-REPLY>:  Tired  of  being  tired 


(10:13:20  AM)  bradass87:  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you 
are  not  currently  communicating  privately. 

(10:13:27  AM)  Unverified  conversation  with  bradass87  started. 

(10:13:27  AM)  bradass87:  [resent]  <HTML>ping 
(10:13:50  AM)  info@adrianlamo.com:  hello 

(10:13:57  AM)  bradass87:  re:  “What’s  your  MOS?”  —  Intelligence  Analyst  (35F) 

(10:14:08  AM)  info@adrianlamo.com:  *nod* 

(10:14:27  AM)  bradass87:  anyway,  how  are  you? 

(10:14:28  AM)  info@adrianlamo.com:  my  ex  was  97B 

(10:14:44  AM)  bradass87:  ick 

(10:14:50  AM)  bradass87:  35M  now-a-days 

(10:14:50  AM)  info@adrianlamo.com:  made  for  quiet  dinner  convo.  neither  of  us  talked  about  our 
days  ;> 

(10:15:29  AM)  bradass87:  so  yeah 

(10:15:41  AM)  bradass87:  im  in  a  sticky  situation... 

(10:16:56  AM)  bradass87:  its  nice  to  meet  you  btw...  only  starting  to  familiarize  myself  with  whats 
available  in  open  source 

(10:17:45  AM)  info@adrianlamo.com:  open  source  or  OSINT?  ;P 
(10:17:51  AM)  info@adrianIamo.com:  Pleased  to  meet  you. 

(10:17:54  AM)  bradass87:  same  deal 

(10:19:00  AM)  bradass87:  im  kind  of  coming  out  of  a  cocoon...  its  going  to  take  some  time,  but  i 
hopefully  wont  be  a  ghost  anymore 

(10:19:53  AM)  info@adrianiamo.com:  You  mentioned  gender  identity,  I  believe. 

(10:19:59  AM)  bradass87:  ive  had  an  unusual,  and  very  stressful  experience  over  the  last  decade 
or  so 

(10:20:53  AM)  bradass87:  yes...  questioned  my  gender  for  several  years...  sexual  orientation  was 
easy  to  figure  out...  but  i  started  to  come  to  terms  with  it  during  the  first  few  months  of  my 
deployment 
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(10:21:09  AM)  info@adrianlamo.com:  May  I  ask  the  particulars? 

(10:21:34  AM)  info@adrianlamo.com:  I'm  bi  myself,  and  my  ex  is  MTF. 

(10:21:34  AM)  bradass87:  im  fairly  open...  but  careful,  so  yes.. 

(10:22:00  AM)  bradass87:  im  aware  of  your  bi  part 

(10:22:24  AM)  bradass87:  uhm,  trying  to  keep  a  low  profile  for  now  though,  just  a  warning 
(10:23:34  AM)  info@adrianlamo.com:  I'm  a  journalist  and  a  minister.  You  can  pick  either,  and  treat 
this  as  a  confession  or  an  interview  (never  to  be  published)  &  enjoy  a  modicum  of  legal  protection. 
(10:24:07  AM)  bradass87:  assange  level? 

(10:25:12  AM)  bradass87:  or  are  you  socially  engineering  ;P 

(10:25:51  AM)  info@adrianlamo.com:  You  must  not  have  done  your  research  :P 

(10:25:57  AM)  info@adrianlamo.com:  I  could  have  flipped  for  the  FBI. 

(10:26:05  AM)  info@adrianlamo.com:  Gotten  a  sweeter  deal. 

(10:26:10  AM)  info@adrianlamo.com:  Before  they  fucked  up 
(10:26:14  AM)  info@adrianlamo.com:  And  I  got  one  anyway. 

(10:26:14  AM)  bradass87:  indeed 

(10:26:16  AM)  info@adrianlamo.com:  I  held  out, 

(10:27:04  AM)  info@adrianlamo.com:  I  know  what  being  in  a  little  room  having  U.S.  Code  &  its 
consequences  explained  to  you  by  people  who  don’t  smile  is  like. 

(10:27:06  AM)  bradass87:  btw,  reminds  me...  saw  a  USAF  report  mentioning  something  about  an 
"Adrian  Lamo"  being  in  possession  of  French  classified  material 

(10:27:57  AM)  bradass87:  it  flips  both  ways  unfortunately...  Title  10,  Section  654  of  US  Code 

(10:28:06  AM)  bradass87:  (DADT) 

(10:28:29  AM)  info@adrianlamo.com:  Of  course,  you  could  be  false  flagging  me.  I  say  “Can  I  see 
it?”  and  bam,  I’m  a  criminal. 

(10:28:52  AM)  bradass87:  do  they  do  that? 

(10:29:10  AM)  info@adrianlamo.com:  You  don't  know? 

(10:29:33  AM)  bradass87:  no  idea...  FBI  is  the  only  beast  i  know  nothing  about 

(10:29:43  AM)  bradass87:  i  play  with  foreigners 

(10:29:46  AM)  info@adrianlamo.com:  They  have  a  grudge. 

(10:30:09  AM)  info@adrianiamo.com:  They  had  to  apologize  for  how  they  handled  my  case.  In 
public. 

(10:30:13  AM)  bradass87:  DoS,  DoD,  CIA,  NSA,  those  are  what  i  know 
(10:30:15  AM)  info@adrianlamo.com:  To  the  press. 

(10:30:25  AM)  info@adrianlamo.com:  They  _hate_that. 

(10:30:32  AM)  bradass87:  PR  games 

(10:30:57  AM)  info@adrianlamo.com:  My  file  runs  3000  pages.  I  don’t  know  how  typical  that  is. 

(10:31:07  AM)  bradass87:  very  atypical 

(10:31:16  AM)  bradass87:  im  sorry  i  dont  have  access  to  LES  material 
(10:31:29  AM)  info@adrianlamo.com:  I  wouldn’t  ask  you  to  use  such  access. 

(10:31:40  AM)  bradass87:  i  know,  i’d  offer  it 
(10:31:53  AM)  bradass87:  hold  on 

(10:33:28  AM)  bradass87:  this  is  what  i  do  for  friends:  http://bit.ly/aLoqUi 
(10:35:14  AM)  bradass87:  [the  one  below  it  is  mine  too] 
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(10:35:30  AM)  bradass87:  >sigh< 

(10:36:46  AM)  bradass87:  living  such  an  opaque  life,  has  forced  me  never  to  take  transparency, 
openness,  and  honesty  for  granted 
(10:37:31  AM)  bradass87:  so... 

(10:38:37  AM)  info@adrianlamo.com:  I’ve  been  a  friend  to  Wikileaks  -  I’ve  repeatedly  asked 
people  who  download  Hackers  Wanted  to  donate, 

(10:38:44  AM)  info@adrian!amo,com:  And  donated  myself. 

(10:38:49  AM)  bradass87:  i  know 

(10:38:59  AM)  bradass87:  actually  how  i  noticed  you 

(10:39:20  AM)  info@adrianlamo.com:  Whether  I’ve  given  material,  isn’t  material.  Semi-pun 
intended. 

(10:39:28  AM)  bradass87:  during  my  usual  open  source  collection  [twitter,  news.google.com,  etc.] 

(10:40:08  AM)  bradass87:  >nod< 

(10:40:51  AM)  bradass87:  they’ve  got  a  lot  of  ammunition,  its  the  support  they  need  from  the  public 
in  publishing  the  material  coming  through  soon 

(10:41:42  AM)  info@adrianlamo.com:  In  general  terms,  have  you  seen  my  name  anywhere  else 
I’m  not  aware  of?  I  specify  no  particular  venue. 

(10:41:59  AM)  bradass87:  not  really... 

(10:42:55  AM)  bradass87:  uhm  OGA  networks  have  you  at  7  results,  all  OSINT  copy/pastes...  not 
connected  to  Law  Enforcement  stuff 

(10:44:10  AM)  bradass87:  1  mention  of  your  name  with  the  french  classified  material...  but  it  was 
from  a  product  that  is  over-written  daily...  since  the  producer  doesn't  archive,  couldn't  access  the  full 
bit 

(10:45:13  AM)  bradass87:  im  sorry,  if  seem  kind  of  creepy 

(10:45:18  AM)  bradass87:  s/if/if  i 

(10:45:32  AM)  info@adrianlamo.com:  You  don’t  know  how  creepy  my  contacts  get. 

(10:45:49  AM)  bradass87:  how  does  this  one  rate  ? 

(10:46:10  AM)  bradass87:  quantitively...  1-10  scale  perhaps? 

(10:47:16  AM)  info@adrianlamo.com:  7ish.  1/1  on  reliability/quality  of  data  based  on  statements 
made.  Even  odds  on  being  a  false  flag. 

(10:47:20  AM)  info@adrianlamo.com:  Nothing  personal. 

(10:47:57  AM)  bradass87:  its  ok 

(10:48:00  AM)  info@adrianlamo.com:  This  is  dangerous.  I’ve  learned  my  lessons  in  tightropes. 

(10:48:05  AM)  bradass87:  i’ve  got  time 

(10:48:43  AM)  info@adrianlamo.com:  Would  you  know  if  a  specific  person  had  authored  a 
report/paper? 

(10:49:23  AM)  bradass87:  not  really... 

(10:49:42  AM)  bradass87:  bureaucrats  usually  aren’t  that  intelligent  i  find 
(10:49:54  AM)  bradass87:  [re:  false  flag] 

(10:50:03  AM)  info@adrianlamo.com:  Webster,  Timothy  D. 

(10:51:05  AM)  bradass87:  who’s  that? 

(10:51:21  AM)  bradass87:  he’s  an  author  obviously 
(10:51:28  AM)  bradass87:  Sex  and  Intimacy  [goog] 


Page  3  of  48 


(10:51:59  AM)  info@adrianlamo.com:  SA  with  NGA  (former) 

(10:52:18  AM)  bradass87:  squints 
(10:52:22  AM)  bradass87:  >shiver< 

(10:53:01  AM)  bradass87:  squints  creep  me  out 

(10:53:06  AM)  info@adrianlamo.com:  Specialty  FCI  in  cyber-areas. 

(10:53:53  AM)  bradass87:  no  idea... 

(10:54:45  AM)  bradass87:  im  not  reaily  sure  where  this  is  going...  apart  from  awkward  weirdness 
(10:55:31  AM)  info@adrianiamo.com:  I  apologize  if  I’ve  made  you  feel  awkward. 

(10:55:37  AM)  bradass87:  no,  its  me 
(10:55:54  AM)  bradass87:  i  said  too  much  too  fast 

(10:55:59  AM)  info@adrianlamo.com:  He  wrote  a  paper  a  while  back,  I  was  curious  how  it  had 
been  received  by  the  1C. 

(10:56:36  AM)  bradass87:  i  guess  i  can  find  out,  though  im  restricted  to  SIPR  now,  because  of  the 
discharge  proceedings 

(10:58:10  AM)  bradass87:  am  i  coming  off  too  quick?  ive  closed  myself  off  for  awhile...  so 
(10:58:41  AM)  bradass87:  i  thought  i’d  reach  out  to  someone  who  would  possibly  understand.  .. 
(10:59:07  AM)  bradass87:  <-  [this  person  is  kind  of  fragile] 

(10:59:29  AM)  bradass87:  :’( 

(11:00:53  AM)  bradass87:  anyway,  i’m  going  to  go  to  the  PX  for  a  minute...  i’ll  be  back  in  about  30- 
40  min? 

(11:01:39  AM)  info@adrianlamo.com:  i’ll  be  around 
(11:01:43  AM)  info@adrianlamo.com:  i  usually  am 
(11:01:44  AM)  bradass87:  k 
(11:01:47  AM)  bradass87:  ttyl 

(11:01:48  AM)  info@adrianlamo.com:  around  and  understanding  both 
(11:02:17  AM)  info@adrianlamo.com:  be  well,  and  stay  out  of  trouble 
(11:22:11  AM)  bradass87:  wow,  that  was  quick 

(11:22:50  AM)  bradass87:  uhm...  anyway...  i  guess  i  can  talk  a  little  bit  about  myself...  i  mean,  i’ve 
really  got  nothing  to  lose  [i  know,  sounds  desperate] 

(11:23:19  AM)  bradass87:  i  was  bom  in  central  Oklahoma,  grew  up  in  a  small  town  called  crescent, 
just  north  of  Oklahoma  city 

(11:23:59  AM)  bradass87:  dad  was  a  manager  of  computer  programmers  at  hertz  corporation, 
doing  legacy  maint,  etc 

(11:24:41  AM)  bradass87:  mother  was  british  (specifically  welsh),  married  father  while  he  was 
stationed  at  an  air  force  base  in  southwest  wales 

(11:25:18  AM)  info@adrianlamo.com:  I’m  of  Scottish  &  Welsh  descent. 

(11:25:22  AM)  info@adrianiamo.com:  On  one  side. 

(1 1 :27:18  AM)  bradass87:  i  was  a  short  (still  am),  very  intelligent  (could  read  at  3  and  multiply  / 
divide  by  4),  very  effeminate,  and  glued  to  a  computer  screen  at  these  young  ages  [MSDOS  / 
Windows  3.1  timeframe]...  i  played  SimCity  [the  original]  obsessively 
(11:27:40  AM)  bradass87:  an  easy  target  by  kindergarten... 

(11:28:07  AM)  bradass87:  grew  up  in  a  highly  evangelical  town  with  more  church  pews  than  people 
(11 :28:48  AM)  bradass87:  so,  i  got  pretty  messed  up  at  school...  “girly  boy”  “teacher’s  pet”,  etc 
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(11:29:57  AM)  bradass87:  home  was  the  same,  alcoholic  father  and  mother...  mother  was  very 
nice,  but  very  needy  emotionally...  father  was  very  wealthy  (lots  of  nice  toys  /  computer  stuff),  but 
abusive 

(11:31:07  AM)  bradass87:  my  favorite  things  growing  up  were  reading  my  encyclopaedia,  watching 
PBS  (the  only  channel  i  could  get  on  my  TV)  building  with  lego,  and  playing  on  my  dad's  hand-me- 
down  computers 

(1 1 :31  ;42  AM)  bradass87:  i  lived  in  the  middle  of  nowhere,  so  i  had  no  neighbors  to  hang  out  with, 
and  my  dad  would  never  take  me  anyway,  because  after  work  he’d  hit  the  bottle 
(11:32:58  AM)  bradass87:  i  was  a  science  fair  buff...  won  grand  prize  in  my  town  3  years  in  a  row... 
and  played  on  the  “academic  bowl  team”  as  team  leader  (which  meant  state  championship!) 

(1 1 :33:46  AM)  bradass87:  i  didnt  like  getting  beat  up  or  called  gay  [didn't  really  know  what  gay 
meant,  but  knew  it  was  something  bad] 

(11:34:06  AM)  bradass87:  so  i  joined  sports  teams,  and  started  becoming  an  athlete 
(11:34:19  AM)  bradass87:  around  this  time  (middle  school)...  my  parents  divorced 
(11:36:34  AM)  bradass87:  my  father  in  a  drunken  stupor  got  angry  with  me  because  i  was  doing 
some  noisy  homework  while  he  was  watching  TV...  he  went  into  his  bedroom,  pulled  out  a  shotgun, 
and  chased  me  out  of  the  house...  the  door  was  deadbolted,  so  i  couldn’t  get  out  before  he  caught 
up  with  me...  so  my  mother  (also  wasted)  threw  a  lamp  over  his  head...  and  i  proceeded  to  fight 
him,  breaking  his  nose,  and  made  it  out  of  the  house...  my  father  let  off  one  or  two  shots,  causing 
damage,  but  injuring  nobody,  except  for  the  belt  lashing  i  got  for  “making  him  shoot  up  the  house 
(11:36:59  AM)  bradass87:  i  went  to  school  the  next  day,  and  my  teachers  noticed  the  wounds,  and 
got  social  workers  involved 

(11:37:11  AM)  bradass87:  he  immediately  stopped  drinking,  and  my  mother  filed  for  divorce 
(11:37:29  AM)  bradass87:  after  the  divorce,  my  mother  attempted  suicide... 

(1 1 :38:23  AM)  bradass87:  after  taking  care  of  her  for  awhile,  and  gaining  custody  of  me,  my  mother 

took  me  to  her  hometown,  haverfordwest,  wales...  to  live  and  go  to  school 

(11 :38:49  AM)  bradass87:  i  spent  four  years  in  the  UK,  continuing  my  education 

(11:39:13  AM)  bradass87:  i  also  started  playing  around  more  and  more  with  computers,  specificially 

webservers 

(11 :39:54  AM)  bradass87:  to  try  and  mitigate  various  financial  problems  while  going  to  school,  i  got 
the  idea  with  a  rather  sly  friend  to  form  an  internet  startup... 

(11:40:25  AM)  bradass87:  http://web.archive.Org/web/7http://www.angeldyne.com  <-  archive 
(1 1 :40:57  AM)  bradass87:  we  fell  out  over  various  issues. . .  and  the  project  was  ended,  luckily 
without  any  losses 

(11:41:57  AM)  bradass87:  i  learned  a  lot  about  running  LAMP  servers...  sql  jazz,  routing,  as  well  as 
the  business  stuff,  PR  etc... 

(11:42:24  AM)  bradass87:  after  that  fell  through,  my  education  started  to  slip  behind...  as  my 
mother  started  getting  very  ill 

(11:42:43  AM)  bradass87:  she  had  a  minor  stroke...  then  a  mild  one...  and  i  was  getting  desperate 
(11:43:02  AM)  bradass87:  so  i  called  my  father,  and  begged  him  to  live  in  the  US  again 
(11:43:19  AM)  bradass87:  my  passport  had  expired  though...  so  i  had  to  travel  overnight  to  london 
(1 1 : 44:11  AM)  bradass87:  i  stayed  at  a  hostel  in  the  kings  cross  area  overnight,  and  left  to  go  to 
hyde  park  [where  all  the  embassies  are] 
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(11:45:13  AM)  bradass87:  what  really  sucked  though,  was  that  as  i  entered  the  station...  all  hell 
started  breaking  loose...  there  was  a  horrific  boom,  screaming,  sirens,  and  thick  black  smoke...  it 
was  july  7th  2005... 

(11:45:39  AM)  bradass87:  i  panicked  and  went  by  foot,  not  knowing  what  was  going  on 
(11:45:47  AM)  info@adrianlamo.com:  sorry  for  latency  ...  things  demanding  my  attention  are 
exceeding  my  capacity  to  allocate  resources,  forcing  me  to  double-book  mentally,  and  that  only 
scales  so  far. 

(11:46:04  AM)  bradass87:  its  ok,  im  just  venting  a  lot 

(11:47:28  AM)  bradass87:  im  very  isolated  atm...  lost  all  of  my  emotional  support  channels... 
family,  boyfriend,  trusting  colleagues...  im  a  mess 

(11:49:02  AM)  bradass87:  im  in  the  desert,  with  a  bunch  of  hyper-masculine  trigger  happy  ignorant 
rednecks  as  neighbors...  and  the  only  safe  place  i  seem  to  have  is  this  satellite  internet  connection 
(11:49:51  AM)  bradass87:  and  i  already  got  myself  into  minor  trouble,  revealing  my  uncertainty  over 
my  gender  identity...  which  is  causing  me  to  lose  this  job...  and  putting  me  in  an  awkward  limbo 
(11:50:54  AM)  bradass87:  i  wish  it  were  as  simple  as  “hey,  go  transition"...  but  i  need  to  get 
paperwork  sorted...  financial  stuff  sorted...  legal  stuff...  and  im  still  deployed,  so  i  have  to  redeploy 
back  to  the  US  and  be  outprocessed 

(11:52:09  AM)  bradass87:  i  could  be  hanging  out  here  in  limbo  as  a  super-intelligent,  awkwardly 
effeminate  supply  guy  [pick  up  these  boxes  and  move  them]  for  up  to  two  months 
(11:52:23  AM)  bradass87:  at  the  very  least,  i  managed  to  keep  my  security  clearance  [so  far] 
(11:57:49  AM)  bradass87:  im  sorry,  im  a  total  mess  right  now...  :’( 

(11:58:33  AM)  bradass87:  and  little  does  anyone  know,  but  among  this  “visible”  mess,  theres  the 

mess  i  created  that  no-one  knows  about  yet 

(11:58:59  AM)  bradass87:  i  have  no  idea  what  im  doing  right  now 

(12:00:34  PM)  bradass87:  im  so  sorry 

(12:04:36  PM)  info@adrianlamo.com:  don’t  be  sorry,  just  give  me  a  chance  to  read  :P 
(12:06:18  PM)  info@adrianlamo.com:  how  did  this  not  come  up  as  an  issue  in  your  background 
check?  I’m  guessing  you  have  an  S  and  not  a  TS. 

(12:06:29  PM)  bradass87:  TS/SCI 

(12:06:47  PM)  bradass87:  i  enlisted  in  2007...  height  of  iraq  war,  no-one  double  checked  much 
(12:07:06  PM)  info@adrianlamo.com:  Well,  hell,  if  you  made  it  in,  maybe  I  should  reconsider  the 
offer  I  got  from  what  used  to  be  JTF-CNO. 

(12:07:09  PM)  bradass87:  background  checks  are  jokes  anyway 
(12:07:23  PM)  info@adrianlamo.com:  It  s  hit-or-miss. 

(12:08:04  PM)  bradass87:  JTF-CNO  wouldn’t  have  been  worth  it 

(12:10:21  PM)  bradass87:  they  are  a  mess,  and  wholly  dependent  on  frivolous  network  security 
contracts  and  physically  securing  networks 

(12:10:58  PM)  info@adrianlamo.com:  I  doubt  they’d  hire  me  to  dick  around  with  that. 

(12:11:03  PM)  bradass87:  i’ve  been  penetrating  Tsmil.mil  networks  for  over  a  year 
(12:11:21  PM)  bradass87:  as  well  as  *,sgov.gov 
(12:11:49  PM)  bradass87:  ive  created  a  massive  mess 

(12:12:30  PM)  bradass87:  and  no-one  has  a  clue,  because  95%  of  efforts  are  on  physical  security 
of  classified  networks...  and  managing  OPSEC  on  unclassified  networks 
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(12:12:46  PM)  info@adrianlamo.com:  Want  to  go  to  the  press?  :) 

(12:12:51  PM)  bradass87:  no 

(12:12:59  PM)  bradass87:  theres  an  issue  with  that 

(12:13:01  PM)  info@adrianlamo.com:  open  offer. 

(12:15:11  PM)  bradass87:  hypothetical  question:  if  you  had  free  reign  over  classified  networks  for 
long  periods  of  time...  say,  8-9  months...  and  you  saw  incredible  things,  awful  things...  things  that 
belonged  in  the  public  domain,  and  not  on  some  server  stored  in  a  dark  room  in  Washington  DC... 
what  would  you  do? 

(12:16:38  PM)  bradass87:  or  Guantanamo,  Bagram,  Bucca,  Taji,  VBC  for  that  matter... 

(12:17:47  PM)  bradass87:  things  that  would  have  an  impact  on  6.7  billion  people 
(12:21:24  PM)  bradass87:  say...  a  database  of  half  a  million  events  during  the  iraq  war...  from 
2004  to  2009...  with  reports,  date  time  groups,  lat-ion  locations,  casualty  figures...  ?  or  260,000 
state  department  cables  from  embassies  and  consulates  all  over  the  world,  explaining  how  the  first 
world  exploits  the  third,  in  detail,  from  an  internal  perspective? 

(12:22:49  PM)  bradass87:  the  air-gap  has  been  penetrated...  -L 
(12:23:19  PM)  info@adrianlamo.com:  how  so? 

(12:26:09  PM)  info@adrianlamo.com:  yt? 

(12:26:09  PM)  bradass87:  lets  just  say  ‘someone*  i  know  intimately  well,  has  been  penetrating  US 
classified  networks,  mining  data  like  the  ones  described...  and  been  transferring  that  data  from  the 
classified  networks  over  the  “air  gap”  onto  a  commercial  network  computer. . .  sorting  the  data, 
compressing  it,  encrypting  it,  and  uploading  it  to  a  crazy  white  haired  aussie  who  can’t  seem  to  stay 
in  one  country  very  long  =L 
(12:27:13  PM)  bradass87:  im  here 

(12:27:24  PM)  info@adrianiamo.com:  Depends.  What  are  the  particulars? 

(12:28:19  PM)  bradass87:  theres  substantial  lag  i  think 
(12:29:52  PM)  info@adrianlamo.com:  I  don’t  understand. 

(12:30:13  PM)  bradass87:  what  was  the  last  message  you  recieved? 

(12:30:47  PM)  info@adrianlamo.com:  (12:28:19  PM)  bradass87:  theres  substantial  lag  i  think 
(12:30:56  PM)  bradass87:  before  that 

(12:31:09  PM)  info@adrianlamo.com:  (12:26:09  PM)  bradass87:  lets  just  say  ‘someone*  i  know 
intimately  well,  has  been  penetrating  US  classified  networks,  mining  data  like  the  ones  described... 
and  been  transferring  that  data  from  the  classified  networks  over  the  “air  gap  onto  a  commercial 
network  computer...  sorting  the  data,  compressing  it,  encrypting  it,  and  uploading  it  to  a  crazy  white 
haired  aussie  who  can’t  seem  to  stay  in  one  country  very  long  =L 
(12:27:13  PM)  bradass87:  im  here 

(12:27:24  PM)  info@adrianlamo.com:  Depends.  What  are  the  particulars? 

(12:31:43  PM)  bradass87:  crazy  white  haired  dude  =  Julian  Assange 
(12:33:05  PM)  bradass87:  in  other  words...  ive  made  a  huge  mess  :’( 

(12:35:17  PM)  bradass87:  im  sorry...  im  just  emotionally  fractured 
(12:39:12  PM)  bradass87:  im  a  total  mess 

(12:41:54  PM)  bradass87:  i  think  im  in  more  potential  heat  than  you  ever  were 

(12:41:54  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 

allocatable  to  action  them.  Please  be  very  patient. 
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(12:45:59  PM)  info@adrianlamo.com:  not  mandatorily 

(12:46:08  PM)  info@adrianlamo.com:  there  are  always  outs 

(12:46:17  PM)  info@adrianIamo.com:  how  long  have  you  helped  Wlkileaks? 

(12:49:09  PM)  bradass87:  since  they  released  the  9/1 1  "pager  messages” 

(12:49:38  PM)  bradass87:  i  immediately  recognized  that  they  were  from  an  NSA  database,  and  i 
felt  comfortable  enough  to  come  forward 

(12:50:20  PM)  bradass87:  so...  right  after  thanksgiving  timeframe  of  2009 

(12:52:33  PM)  bradass87:  Hilary  Clinton,  and  several  thousand  diplomats  around  the  world  are 

going  to  have  a  heart  attack  when  they  wake  up  one  morning,  and  finds  an  entire  repository  of 

classified  foreign  policy  is  available,  in  searchable  format  to  the  public...  =L 

(12:53:41  PM)  bradass87:  s/Hilary/Hillary 

(12:54:47  PM)  info@adrianlamo.com:  What  sort  of  content? 

(12:56:36  PM)  info@adrianIamo.com:  brb  cigarette 
(12:56:43  PM)  info@adrianlamo.com:  keep  typing  <3 

(12:59:41  PM)  bradass87:  uhm...  crazy,  almost  criminal  political  backdealings...  the  non-PR- 
versions  of  world  events  and  crises...  uhm...  all  kinds  of  stuff  like  everything  from  the  buildup  to  the 
Iraq  War  during  Powell,  to  what  the  actual  content  of  “aid  packages”  is:  for  instance,  PR  that  the  US 
is  sending  aid  to  Pakistan  includes  funding  for  water/food/clothing...  that  much  is  true,  it  includes 
that,  but  the  other  85%  of  it  is  for  F-16  fighters  and  munitions  to  aid  in  the  Afghanistan  effort,  so  the 
US  can  call  in  Pakistanis  to  do  aerial  bombing  instead  of  americans  potentially  killing  civilians  and 
creating  a  PR  crisis 

(1:00:57  PM)  bradass87:  theres  so  much...  it  affects  everybody  on  earth...  everywhere  there’s  a 
US  post...  there’s  a  diplomatic  scandal  that  will  be  revealed...  Iceland,  the  Vatican,  Spain,  Brazil. 
Madascar,  if  its  a  country,  and  its  recognized  by  the  US  as  a  country,  its  got  dirt  on  it 
(1:01:27  PM)  bradass87:  i  need  one  myself 

(1:10:38  PM)  bradass87:  its  open  diplomacy...  world-wide  anarchy  in  CSV  format...  its  Climategate 
with  a  global  scope,  and  breathtaking  depth...  its  beautiful,  and  horrifying. .. 

(1:10:38  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(1:11:54  PM)  bradass87:  and...  its  important  that  it  gets  out...  i  feel,  for  some  bizarre  reason 
(1:12:02  PM)  bradass87:  it  might  actually  change  something 

(1:13:10  PM)  bradass87:  i  just...  dont  wish  to  be  a  part  of  it...  at  least  not  now...  im  not  ready...  i 
wouldn’t  mind  going  to  prison  for  the  rest  of  my  life,  or  being  executed  so  much,  if  it  wasn’t  for  the 
possibility  of  having  pictures  of  me...  plastered  all  over  the  world  press...  as  boy.. . 

(1:14:11  PM)  bradass87:  i've  totally  lost  my  mind...  i  make  no  sense...  the  CPU  is  not  made  for  this 
motherboard... 

(1:14:42  PM)  bradass87:  s/as  boy/as  a  boy 
(1:30:32  PM)  bradass87:  >sigh< 

(1 :31 :40  PM)  bradass87:  i  just  wanted  enough  time  to  figure  myself  out. . .  to  be  myself. . .  and  be 

running  around  all  the  time,  trying  to  meet  someone  else’s  expectations 

(1:32:01  PM)  bradass87:  ‘and  not  be 

(1:33:03  PM)  bradass87:  imjust  kind  of  drifting  now... 
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(1:34:11  PM)  bradass87:  waiting  to  redeploy  to  the  US,  be  discharged...  and  figure  out  how  on 
earth  im  going  to  transition 

(1:34:45  PM)  bradass87:  all  while  witnessing  the  world  freak  out  as  its  most  intimate  secrets  are 
revealed 

(1:35:06  PM)  bradass87:  its  such  an  awkward  place  to  be  in,  emotionally  and  psychologically 
(1:35:06  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(1:39:03  PM)  bradass87:  i  cant  believe  what  im  confessing  to  you  :’( 

(1:40:20  PM)  bradass87:  ive  been  so  isolated  so  long...  i  just  wanted  to  be  nice,  and  live  a  normal 

life. . ,  but  events  kept  forcing  me  to  figure  out  wavs  to  survive. . .  smart  enough  to  know  whats  going 

on,  but  helpless  to  do  anything...  no-one  took  any  notice  of  me 

(1:40:43  PM)  bradass87:  :'( 

(1:43:51  PM)  info@adrianlamo.com:  back 

(1:43:59  PM)  bradass87:  im  self  medicating  like  crazy  when  im  not  toiling  in  the  supply  office  (my 

new  location,  since  im  being  discharged,  im  not  officallv  Intel  anymore) 

(1:44:11  PM)  bradass87:  you  missed  a  lot... 

(1:45:00  PM)  info@adrianlamo.com:  what  kind  of  scandal? 

(1:45:16  PM)  bradass87:  hundreds  of  them 

(1:45:40  PM)  info@adrianlamo.com:  like  what?  I’m  genuinely  curious  about  details. 

(1:46:01  PM)  bradass87:  i  dont  know...  theres  so  many...  i  dont  have  the  original  material  anymore 

(1:46:18  PM)  bradass87:  uhmm...  the  Holy  See  and  its  position  on  the  Vatican  sex  scandals 

(1:46:26  PM)  info@adrianlamo.com:  play  it  by  ear 

(1:46:29  PM)  bradass87:  the  broiling  one  in  Germany 

(1:47:36  PM)  bradass87:  im  sorry,  there's  so  many...  its  impossible  for  any  one  human  to  read  all 

quarter-million...  and  not  feel  overwhelmed. ..  and  possibly  desensitized 

(1:48:20  PM)  bradass87:  the  scope  is  so  broad...  and  vet  the  depth  so  rich 

(1:48:50  PM)  info@adrianlamo.com:  give  me  some  bona  tides  ...  vanno?  any  specifics. 

(1:49:40  PM)  bradass87:  this  one  was  a  test:  Classified  cable  from  US  Embassy  Reykjavik  on 

Icesave  dated  13  Jan  2010 

(1:50:30  PM)  bradass87:  the  result  of  that  one  was  that  the  icelandic  ambassador  to  the  US  was 

recalled,  and  fired 

(1:51:02  PM)  bradass87:  thats  just  one  cable ... 

(1:51:14  PM)  info@adrianlamo.com:  Anything  unreleased? 

(1:51:25  PM)  bradass87:  i  d  have  to  ask  assanqe 

(1:51:53  PM)  bradass87:  i  zerofilled  the  original 

(1:51:54  PM)  info@adrianlamo.com:  why  do  you  answer  to  him? 

(1 :52:29  PM)  bradass87:  i  dont. . .  i  iust  want  the  material  out  there. . .  i  dont  want  to  be  a  part  of  it 

(1:52:54  PM)  info@adrianlamo.com:  i've  been  considering  helping  wikileaks  with  opsec 

(1 :53:1 3  PM)  bradass87:  they  have  decent  opsec. . .  im  obviously  violating  it 

(1:53:34  PM)  bradass87:  im  a  wreck 

(1:53:47  PM)  bradass87:  im  a  total  fucking  wreck  right  now 

(1:54:04  PM)  info@adrianlamo.com:  not  really.  2600  is  an  ally  of  wikileaks. 

(1:54:10  PM)  info@adrianlamo.com:  how  old  are  you? 
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(1:54:15  PM)  bradass87:  22 

(1:54:55  PM)  bradass87:  but  im  not  a  source  for  you...  im  talking  to  you  as  someone  who  needs 
moral  and  emotional  fucking  support 
(1:55:02  PM)  bradass87: :’( 

(1:55:10  PM)  info@adrianlamo.com:  i  told  you,  none  of  this  is  for  print 
(1:55:16  PM)  bradass87:  ok,  ok 

(1:55:19  PM)  info@adrianlamo.com:  i  want  to  know  who  i’m  supporting 
(1:55:25  PM)  info@adrianlamo.com:  no  names  as  yet 
(1:55:26  PM)  bradass87:  im  flipping  out... 

(1:55:32  PM)  info@adrianlamo.com:  security. 

(1:55:43  PM)  bradass87:  huh? 

(1:55:51  PM)  info@adrianlamo.com:  re.  no  names  as  yet. 

(1:55:56  PM)  info@adrianlamo.com:  except  brad,  i  assume. 

(1 : 56:23  PM)  bradass87:  ive  already  sent  you  full  name  in  emails. 

(1:56:43  PM)  info@adrianlamo.com:  oh!  you’re  the  PGP  guy 
(1:56:52  PM)  bradass87:  yeah,  im  sorry 
(1:56:57  PM)  info@adrianlamo.com:  i'm  an  idiot 
(1:57:33  PM)  bradass87:  im  pretty  reckless  at  this  point 

(1 :57:53  PM)  bradass87:  but  im  trying  not  to  end  up  with  5.56mm  rounds  in  my  forehead. 

(1:58:38  PM)  bradass87:  that  i  fired.. 

(2:00:18  PM)  bradass87:  im  not  lying  when  i  say  im  totally  out  of  it  right  now 
(2:01:02  PM)  bradass87:  ok,  so...  im  not  suicidal  quite  yet... 

(2:01:14  PM)  bradass87:  but  im  pretty  desperate  for  some  non-isolation 

(2:02:34  PM)  bradass87:  idk  anymore 

(2:04:29  PM)  bradass87:  im  a  source,  not  quite  a  volunteer 

(2:05:38  PM)  bradass87:  i  mean,  im  a  high  profile  source...  and  i’ve  developed  a  relationship  with 

assanqe...  but  i  dont  know  much  more  than  what  he  tells  me.  which  is  very  little 

(2:05:58  PM)  bradass87:  it  took  me  four  months  to  confirm  that  the  person  i  was  communicating 

was  in  fact  assanqe 

(2:10:01  PM)  info@adrianlamo.com:  how’d  you  do  that? 

(2:12:45  PM)  bradass87: 1  gathered  more  info  when  i  questioned  him  whenever  he  was  being  tailed 

in  Sweden  bv  State  Department  officials.. .  i  was  trying  to  figure  out  who  was  following  him...  and 

why. . .  and  he  was  telling  me  stories  of  other  times  he’s  been  followed. . .  and  they  matched  up  with 

the  ones  he’s  said  publicly 

(2:14:28  PM)  info@adrianlamo.com:  did  that  bear  out?  the  surveillance? 

(2:14:46  PM)  bradass87:  based  on  the  description  he  gave  me,  I  assessed  it  was  the  Northern 

Europe  Diplomatic  Security  Team...  trying  to  figure  out  how  he  got  the  Reykjavik  cable... 

(2:15:57  PM)  bradass87:  they  also  caught  wind  that  he  had  a  video...  of  the  Gharani  airstrike  in 

afqhanistan.  which  he  has,  but  hasn’t  decrypted  vet...  the  production  team  was  actually  working  on 

the  Baghdad  strike  though,  which  was  never  really  encrypted 

(2:16:22  PM)  bradass87:  he’s  got  the  whole  15-6  for  that  incident...  so  it  wont  just  be  video  with  no 

context 
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(2:16:55  PM)  bradass87:  but  its  not  nearly  as  damning...  it  was  an  awful  incident,  but  nothing  like 

the  baqhdad  one 

(2:17:59  PM)  bradass87:  the  investigating  officers  left  the  material  unprotected,  sitting  in  a  directory 

on  a  centcom.smil.mil 

(2:18:03  PM)  bradass87:  server 

(2:18:56  PM)  bradass87:  but  they  did  zip  up  the  files,  aes-256.  with  an  excellent  password...  so 

afaik  it  hasn’t  been  broken  vet 
(2:19:12  PM)  bradass87:  14+  chars... 

(2:19:37  PM)  bradass87:  i  can't  believe  what  im  telling  you  =L 

(2:19:50  PM)  bradass87:  ive  had  too  many  chinks  in  my  armor :’( 

(2:20:52  PM)  bradass87:  im  a  broken  soul  =L 
(2:21:22  PM)  bradass87:  i  need  to  go  eat,  ill  brb 
(2:21:26  PM)  info@adrianlamo.com:  *hug* 

(2:21:39  PM)  bradass87:  thank  you  :’( it  means  a  lot 
(2:54:21  PM)  bradass87:  im  sorry 

(2:54:21  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(2:55:00  PM)  bradass87:  im  just...  ugh 

(2:56:34  PM)  bradass87:  my  family  is  non-supportive...  my  boyfriend  ditched  me  without  telling 

me...  im  losing  my  job...  losing  my  career  options...  i  dont  have  much  more  except  for  this  laptop, 

some  books,  and  a  hell  of  a  story 

(2:57:25  PM)  bradass87;  ...im  honestly,  scared 

(2:57:32  PM)  bradass87:  and  i  have  no-one  i  trust 

(2:58:21  PM)  bradass87:  i  need  a  lot  of  help.. 

(2:58:48  PM)  bradass87:  i  dont  know  if  I  can  rebuild  from  here... 

(3:00:43  PM)  info@adrianlamo.com:  you  can  always  rebuild. 

(3:01:03  PM)  bradass87:  yes,  but  i  cant  KEEP  rebuilding  all  the  damn  time...  im  exhausted 
(3:01:26  PM)  bradass87:  i  didnt  get  into  my  bout  with  homelessness  across  the  country  in  ‘06 
(3:01:45  PM)  bradass87:  i  drifted  from  Oklahoma  city,  to  tulsa,  to  Chicago,  and  finally  landed  at  my 
aunt’s  house  in  DC 

(3:02:29  PM)  bradass87:  im  exhausted...  in  desperation  to  get  somewhere  in  life...  i  joined  the 
army...  and  that’s  proven  to  be  a  disaster  now 

(3:02:49  PM)  bradass87:  i’ve  done  a  lot  of  random  stuff,  that  no-one  knows  about.  . 

(3:03:09  PM)  bradass87:  its  just  such  a  disconnect  between  myself,  and  what  i  know...  and  what 
people  see 

(3:04:57  PM)  bradass87:  and  now  i’m  quite  possibly  on  the  verge  of  being  the  most  notorious 
“hacktivist”  or  whatever  you  want  to  call  it...  its  all  a  big  mess  i’ve  created...  im  sorry,  adrian... 
(3:05:51  PM)  bradass87:  im  pouring  my  heart  out  to  someone  i’ve  never  met,  and  i  dont  exactly 
have  a  lot  of  proof  of  anything 
(3:05:59  PM)  bradass87:  im  shattered 
(3:06:47  PM)  bradass87:  im  so  exhausted  :’( 

(3:07:10  PM)  bradass87:  im  a  real  downer... 

(3:11:13  PM)  info@adrianlamo.com:  no  apologies  needed 
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(3:12:00  PM)  bradass87:  >gulp< 

(3:12:34  PM)  bradass87:  i  wish  i  could  explain  the  pain 
(3:12:39  PM)  info@adrianlamo.com:  are  you  on  Facebook? 

(3:12:56  PM)  info@adrianlamo.com:  As  an  aside,  are  you  concerned  about  prosecution? 

(3:13:02  PM)  bradass87:  sort  of...  you  cant  find  me 

(3:13:15  PM)  info@adrianlamo.com:  Your  MICE  seems  to  be  ideology. 

(3:14:37  PM)  info@adrianlamo.com:  I  can’t  find  a  SPC  in  2BCT  10MTN  S2? 

(3:15:14  PM)  bradass87:  AKO? 

(3:15:39  PM)  info@adrianlamo.com:  Nope. 

(3:16:06  PM)  bradass87:  http://www.us.army.mil/  login:  first.last 
(3:16:45  PM)  bradass87:  pass:  [redacted]  [no  spaces] 

(3:17:06  PM)  info@adrianlamo.com:  wanna  sponsor  me  for  an  AKO  account?  I  used  to  have  one 
;> 

(3:17:14  PM)  bradass87:  sure 

(3:17:32  PM)  bradass87;  use  mine,  its  not  really  of  any  use  to  me  right  now 
(3:17:47  PM)  info@adrianlamo.com:  negatory 
(3:17:48  PM)  bradass87:  sorry  “!  @  #’’ 

(3:18:05  PM)  info@adrianIamo.com:  i  just  wanted  adrian.lamo@us.army.mil  back 
(3:18:24  PM)  bradass87:  ok 

(3:18:59  PM)  info@adrianiamo.com:  remember,  finding  stuff  is  what  I  do.  and  curiosity  is  my 
game. 

(3:19:08  PM)  bradass87:  i  know 

(3:19:23  PM)  info@adrianlamo.com:  including  your  personal  ad  from  3  years  ago. 

(3:19:32  PM)  bradass87:  which  one? 

(3:19:50  PM)  info@adrianlamo.com:  i  closed  the  window;  it  wasn’t  relevant 
(3:20:13  PM)  bradass87:  oh...  via  bradass87...  i  dont  know  how  that  one  got  set  up... 

(3:20:14  PM)  info@adrianiamo.com:  sadly,  it  lacked  a  photo 
(3:20:33  PM)  bradass87:  its  from  some  kind  of  weird  fetish  site... 

(3:20:37  PM)  bradass87:  they  wouldn’t  let  me  delete  it 
(3:21:07  PM)  bradass87:  im  pretty  ghostly...  interwebbies-wise 
(3:21:43  PM)  bradass87:  is  there  a  public  facebook  i  can  add  you  from? 

(3:22:59  PM)  bradass87:  wow,  xanga...  didnt  know  i  had  a  xanga  account 
(3:23:15  PM)  info@adrianlamo.com:  what  do  you  mean  re.  facebook 

(3:24:06  PM)  bradass87:  mine  is  not  public...  you  must  be  a  friend  to  see  it...  or  a  friend  of  a  friend 
to  even  know  it  exists 

(3:24:23  PM)  info@adrianlamo.com:  facebook.com/felon 
(3:24:54  PM)  bradass87:  requested 

(3:25:41  PM)  bradass87:  god  that  pacman  thing  is  starting  to  get  annoying 

(3:26:14  PM)  bradass87:  enjoyed  it  at  first,  but  now  everytime  i  open  a  new  browser  window... 

whoo-whoo-whoo-whoo-whoo 

(3:26:53  PM)  bradass87:  let  me  make  more  info  available  to  you 
(3:27:00  PM)  bradass87:  hold  on,  need  change  my  privacy  settings 
(3:28:10  PM)  info@adrianlamo.com:  you’re  kinda  cute. 
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(3:28:44  PM)  bradass87:  refresh,  you  should  be  able  to  see  more...  check  to  see  if  you  can  see 
more  photo  albums 

(3:29:33  PM)  bradass87:  http://sphotos.ak.fbcdn.net/hphotos-ak- 


(3:29:46  PM)  bradass87:  one  of  the  few  times  you  will  ever  see  the  inside  of  a  SCIF 
(3:30:09  PM)  bradass87:  the  map  in  the  background  is  classified  SECRET//REL  TO  USA,  MCFI 
(3:31:11  PM)  bradass87:  behind  the  cabinet,  with  the  blue  bucket  on  top...  is  the  entrance  to  the 
SIGINT  section 

(3:31:42  PM)  bradass87:  is  where  they  process  all  the  recorded  phone  data  from  towers  in  all  of 
eastern  baghdad 

(3:32:27  PM)  bradass87:  interrogator  chick  on  top  right  corner 

(3:33:04  PM)  bradass87:  you  can  see  me  slowly  descending  spiritually  in  the  wall  posts 
(3:35:09  PM)  bradass87:  i  cant  really  seem  to  define  my  ideology 

(3:36:07  PM)  info@adrianlamo.com:  You  already  have  my  most  permissive  privacy  settings. 
(3:36:26  PM)  bradass87:  you  can  see  all  of  my  albums? 

(3:38:39  PM)  bradass87:  we  have  two  mutual  friends,  how  interesting 

(3:40:08  PM)  bradass87:  small  world 
(3:41:39  PM)  bradass87:  >sigh< 

(3:41:51  PM)  bradass87:  lauren  your  “ex"  ? 

(3:42:15  PM)  bradass87:  tyler  watkins  would  be  mine...  fucking  ditched  me 
(3:42:30  PM)  bradass87:  im  still  utterly  flabberghasted 

(3:43:13  PM)  bradass87:  i  dont  know...  i  cant  seem  to  hold  a  relationship...  i’ve  got  so  much 
baggage 

(3:45:04  PM)  bradass87:  im  all  mixed  up 

(3:46:14  PM)  bradass87:  lost  a  lot...  in  a  short  period  of  time 

(3:48:20  PM)  bradass87:  im  a  mess,  huh 

(3:49:41  PM)  info@adrianlamo.com:  i’m  familiar  with  loss 

(3:49:52  PM)  info@adrianlamo.com:  iauren’s  in  AZ 

(3:50:36  PM)  info@adrianlamo.com:  was  that  a  yay  or  nay  on  the  AKO  sponsorship,  or  does  your 
acc’t  have  that  ability? 
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(3:51:31  PM)  bradass87:  cant  seem  to  do  it  without  confirmation  of  spouse  anymore...  seems  to  be 

no  way  around  it...  also,  you’d  be  booted  out  by  the  time  i  get  discharged 

(3:55:06  PM)  bradass87:  i  dont  know  how  im  going  to  break  the  news  to  everyone... 

(3:56:16  PM)  bradass87:  how  would  you  rate  the  ethics  of  my  situation? 

(4:03:06  PM)  bradass87:  ugh,  im  a  mess 

(4:07:14  PM)  bradass87:  what  ideology  do  i  seem  to  be  following? 

(4:16:28  PM)  bradass87:  :sigh: 

(4:16:34  PM)  bradass87:  *sigh* 

(4:28:34  PM)  bradass87;  i’ll  work  on  the  ako  tomorrow...  its  getting  awfully  late...  need  sleep 
(4:54:44  PM)  info@adrianlamo.com:  sorry  ...  i’m  just  swamped  today,  i’ll  be  more  talkative  in  the 
future. 

(4:55:16  PM)  info@adrianlamo.com:  keep  your  chin  up.  for  me.  *re~hug* 


(7:18:03  AM)  bradass87:  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you 
are  not  currently  communicating  privately. 

(7:19:05  AM)  Unverified  conversation  with  bradass87  started. 

(7:19:12  AM)  info@adrianlamo.com:  hey  you 

(7:19:19  AM)  info@adrianlamo.com:  resend? 

(7:19:19  AM)  bradass87:  whats  uo? 

(7:19:29  AM)  bradass87:  i  just  said  hello 

(7:19:46  AM)  info@a drianlamo.com:  waking  up.  got  up  about  an  hour  ago,  0615. 

(7:20:10  AM)  bradass87:  heh,  the  evening  is  still  young  here 

(7:20:26  AM)  info@adrianlamo.com:  how’ re  you  feeling  today? 

(7:20:37  AM)  bradass87:  im  feeling  a  little  better... 

(7:20:52  AM)  bradass87:  i  had  a  lot  on  my  mind,  keeping  to  myself 

(7:22:18  AM)  info@adrianlamo.com:  anything  new  &  exciting? 

(7:24:21  AM)  bradass87:  no.  was  outside  in  the  sun  all  day...  110  degrees  F,  doing  various  details 

for  a  visiting  band  and  some  college  team’s  cheerleaders... 

(7:24:43  AM)  info@adrianlamo.com:  cheerleaders. 

(7:24:46  AM)  bradass87:  ran  a  barbecue...  but  no-one  showed  up...  threw  a  lot  of  food  away 

(7:25:20  AM)  bradass87:  yes,  football  cheerleaders...  visiting  on  off  season...  apart  of  Morale 

Welfare  and  Recreation  (MWR)  projects 
(7:25:39  AM)  info@adrianlamo.com:  *siqh* 

(7:26:01  AM)  bradass87:  >shruq< 

(7:26:37  AM)  bradass87:  im  sunburned...  and  smell  like  charcoal,  sweat,  and  sunscreen...  thats 

about  all  thats  new 

(7:26:47  AM)  info@adrianlamo.com:  Is  there  a  Baghdad  2600  meeting?  ;> 

(7:28:04  AM)  bradass87:  there’s  only  one  other  person  im  aware  of  that  actually  knows  anything 

about  computer  security...  he’s  a  SIGINT  analyst,  of  course 

(7:28:41  AM)  info@adrianlamo.com:  Is  he  the  other  one  who  pokes  around  t  he  network? 

(7:29:26  AM)  bradass87:  no...  afaik.  he  doesn’t  play  around  with  classified  networks...  but  im  sure 

he’s  capable 
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(7:30:09  AM)  info@adrianlamo.com:  then  it  stands  to  reason  that  you  have  at  least  3  people  who 

have  some  infosec  knowledge 

(7:31:15  AM)  bradass87:  im  not  quite  sure  what  you’re  saving 

(7:31:23  AMI  bradass87:  infosec  knowledge  of  what? 

(7:31:29  AM)  bradass87:  the  networks? 

(7:32:13  AM)  bradass87:  i  know  a  lot  of  computer  security  people 

(7:32:44  AM)  info@adrianlamo.com:  i  mean,  in  a  wav  that  would  lend  itself  to  a  meeting. 

(7:33:33  AM)  info@adrianlamo.com:  i’m  writing  a  message  trying  to  tie  meetings  together  globally 

with  a  sampling  of  only  ~3000  people  to  work  with  and  get  to  go  out  and  evangelize,  so  i  have  it  on 

the  brain 

(7:33:50  AM)  bradass87:  not  really...  different  types  of  people...  know  how  to,  but  dont 

(7:34:33  AMI  bradass87:  you  don’t  want  these  people  having  a  meeting 

(7:34:48  AM)  bradass87:  though...  i  guess  you  do 

(7:35:37  AM)  bradass87:  other  person  knows  a  lot  about  phones...  how  to  tap  cellular  phones  (its 
his  job,  after  all) 

(7:35:56  AM)  bradass87:  PROPHET  team 

(7:36:22  AM)  bradass87:  http://www.globalsecurity.org/inteli/systems/prophet.htm 

(7:36:47  AM)  info@adrianlamo.com:  Can  they  do  CDMA  or  GSM  over-the-air  vs.  at  the  switch? 

(7:37:07  AM)  bradass87:  both 
(7:37:16  AM)  bradass87:  v3  as  well 

(7:37:48  AM)  bradass87:  over-the-air  and  at  switches  and  towers ... 

(7:38:06  AM)  bradass87:  redundancy  for  locational  refinement 

(7:38:14  AM)  info@adrianlamo.com: !  assume  the  same  could  be  done  in  the  U.S. 

(7:38:37  AM)  bradass87:  of  course 

(7:39:14  AM)  info@adrianlamo.com:  Too  bad  Philip  Agee  died.  You  and  he  would  have  fun 
conversations. 

(7:39:43  AM)  bradass87:  well,  im  not  an  expert  in  SIGINT...  im  just  familiar 

(7:40:06  AM)  info@adrianlamo.com:  Neither  was  he.  He  just  didn’t  like  what  he  saw  in  the  course 

of  his  work. 

(7:40:11  AM)  info@adrianlamo.com:  And  wrote  about  it. 

(7:40:43  AM)  info@adrianlamo.com:  Inside  the  Company”  -  followed  by  “On  the  Run", 
predictably. 

(7:40:56  AM)  bradass87:  i  know  that  approximately  85-90%  of  global  transmissions  are  sifted 
through  by  NSA...  but  vast  majority  is  noise...  so  its  getting  harder  and  harder  for  them  to  track 
anything  down... 

(7:41:31  AM)  bradass87:  its  like  finding  a  needle  in  a  haystack... 

(7:42:11  AM)  info@adrianlamo.com:  Especially  the  way  I  speak  Spanish.  Rapidftre,  few  pauses 
between  words  :p 

(7:43:11  AM)  bradass87:  heh 

(7:43:41  AM)  info@adrianlamo.com:  Colombians  in  Colombia  think  all  Americans  are  CIA.  It's  kind 
of  funny. 
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(7:44:01  AM)  bradass87:  but  once  a  single  piece  of  information  is  found. ..  then  the  databases  can 
be  sifted  and  sifted  and  sifted  some  more,  for  refinement,  so  other  intelligence  functions  can  get  in 
the  act 

(7:44:09  AM)  info@adrianlamo.com:  Fortunately,  there  are  plenty  of  Colombians  with  my  skin 
tone. 

(7:44:20  AM)  bradass87:  >nod< 

(7:45:52  AM)  bradass87:  im  not  ail  that  paranoid  about  NSA  /  SIGINT  services...  you  just  have  to 
be  OPSEC  savvy,  and  you’re  all  good 

(7:46:27  AM)  bradass87:  and  FISA  actually  does  come  in  very  handy 
(7:46:46  AM)  bradass87:  though,  its  frequently  overlooked 

(7:47:36  AM)  bradass87:  i.e.:  they’ll  collect  signal  information,  to  refine  other  intel  sources  and  try  to 
collect  evidence... 

(7:47:57  AM)  bradass87:  erasing  the  signal  data 
(7:48:11  AM)  bradass87:  since  its  not  legally  “evidence” 

(7:49:38  AM)  bradass87:  and  yes.  illegal  wiretaps  are  used  in  coordination  between  NSA  and  FBI... 
though  its  not  seen  as  illegal,  because  often  the  data  is  only  used  to  give  leads 

(7:49:42  AM)  bradass87:  and  not  evidence 
(7:50:49  AM)  info@adrianlamo.com:  *nod* 

(7:50:52  AM)  bradass87:  one  of  the  reasons  assange  uses  his  rubberhose  plausibly  deniable 
whole-disk  encryption  setup 

(7:51:46  AM)  bradass87:  i  can  see  both  sides  of  the  whole  illegal  wiretap  debate 

(7:52:17  AM)  bradass87:  it  IS  awfully  useful  in  catching  bad  people...  but  innocent  privacy  IS 

violated... 

(7:52:37  AM)  bradass87:  but  everyone  does  it  now... 

(7:53:08  AM)  bradass87:  its  an  inevitability...  thats  my  honest  opinion 

(7:53:31  AM)  bradass87:  so,  i  encrypt  as  much  as  i  can 

(7:54:31  AM)  info@adrianlamo.com:  how  much  encryption  can  be  trusted? 

(7:54:38  AM)  info@adrianlamo.com:  say,  is  PGP  secure?  OTR? 

(7:55:13  AM)  bradass87:  depends...  depends  on  the  algorithm...  depends  on  how  safe  you  keep 
your  private  keys 

(7:55:26  AM)  bradass87:  DES  /  Triple  DES...  you’re  doomed  in  minutes 
(7:55:46  AM)  bradass87:  AES  variants...  take  brute  force 
(7:56:06  AM)  bradass87:  days  to  weeks  to  break 

(7:56:24  AM)  bradass87:  its  about  securing  the  keys,  using  complex  enough  keys... 

(7:56:42  AM)  bradass87:  and  sticking  to  Rijndael  variants 

(7:57:15  AM)  info@adrianlamo.com:  Does  keylength  matter  past  2048? 

(7:57:28  AM)  bradass87:  it  can 

(7:58:06  AM)  bradass87:  RSA  1024  takes  a  few  weeks...  university  of  michigan  finally  broke  it  with 
a  partial 

(7:59:00  AM)  bradass87:  2048...  never  heard  of  it  being  broken  publicly...  NSA  can  feasibly  do  it,  if 
they  want  to  allocate  national  level  “number-crunching”  time  to  do  it... 

(7:59:56  AM)  info@adrianlamo.com:  What  about  OTR? 

(8:00:33  AM)  bradass87:  OTR  is  good...  but  change  fingerprints  every  few  weeks 
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(8:00:59  AM)  bradass87:  its  not  frequently  used  by  terrorists. . .  so. . .  its  not  a  priority  to  find  a  crack 

(8:01:25  AM)  bradass87:  the  whole  pidgin  /  adium  learning  curve  has  its  advantage 

(8:01:30  AM)  info@adrianlamo.com:  Does  Assange  use  AIM  or  other  messaging  services?  I’d  like 

to  chat  with  him  one  of  these  days  about  oosec.  Mv  only  credentials  beyond  intrusion  are  that  the 

FBI  never  got  my  data  or  found  me.  before  my  negotiated  surrender,  but  that’s  something. 

(8:01:53  AM)  info@adrianlamo.com:  And  mv  data  was  never  recovered. 

(8:02:07  AM)  bradass87:  no  he  does  not  use  AIM 

(8:02:37  AM)  info@adrianlamo.com:  How  would  I  get  ahold  of  him? 

(8:02:59  AM)  bradass87:  he  would  come  to  you 

(8:03:26  AM)  info@adrianlamo.com:  I've  never  failed  to  get  ahold  of  someone. 

(8:03:29  AM)  bradass87:  he  does  use  OTR  though...  but  discusses  nothing  OPSEC 

(8:03:42  AM)  info@adrianlamo.com:  I  cornered  Ashcroft  IRL,  in  the  end. 

(8:04:19  AM)  bradass87:  he  *miqht*  use  the  ccc.de  jabber  server...  but  you  didn’t  hear  that  from 

me 

(8:04:33  AM)  info@adrianlamo,com:  gotcha 

(8:06:00  AM)  bradass87:  im  going  to  grab  some  dinner,  ttvl 

(8:06:18  AM) 

info@adrianlamo.com:  http://www.facebook.com/photo. php?pid=31 1 30826&id=704990 

(8:06:47  AM)  info@adrianlamo.com:  i  didn’t  pass  security,  either,  or  rather,  i  did  :> 

(8:06:52  AM)  info@adrianlamo.com:  enjoy  dinner. 

(8:06:55  AM)  info@adrianlamo.com:  twys. 

(9:12:38  AM)  bradass87:  bk 

(9:12:38  AM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(9:22:54  AM)  bradass87:  interesting...  marine  uniform...  illegal,  but  certainly  easy 

(9:24:11  AM)  bradass87:  why  ashcroft? 

(9:24:24  AM)  bradass87:  oh.  nevermind...  DoJ 

(9:24:29  AM)  bradass87:  >vawn< 

(9:26:52  AM)  bradass87:  im  really  not  familiar  at  all  with  FBI  stuff 

(9:27:04  AM)  bradass87:  americans  have  so  many  more  rights  than  non-americans 

(9:31:42  AM)  bradass87:  its  awful 

(9:46:11  AM)  info@adrianlamo.com:  Ashcroft's  DOJ  tried  to  use  the  USA  PATRIOT  Act  on  me. 

(10:06:24  AM)  info@adrianiamo.com:  around? 

(10:12:34  AM)  bradass87:  yeah 

(10:12:57  AM)  info@adrianlamo.com:  are  you  baptist  bv  any  chance? 

(10:13:34  AM)  bradass87:  raised  catholic...  never  believed  a  word  of  it 
(10:13:59  AM)  bradass87:  im  godless...  i  guess  i  follow  humanist  values  though 

(10:14:15  AM)  bradass87:  have  custom  doqtaqs  that  say  “Humanist” 

(10:15:19  AM)  bradass87:  always  been  too  intellectual,  if  not  just  plain  queer,  for  religion 
(10:15:48  AM)  bradass87:  why? 

(10:17:15  AM)  info@adrianlamo.com:  regional  religions  in  the  U  S.  -  incorrect  hunch 

(10:17:34  AM)  bradass87:  i  suffered  out  there 

(10:17:56  AM)  bradass87:  i  was  the  only  non-reliqous  person  in  town 


Page  17  of  48 


Q 


a 


(10:18:17  AM)  bradass87:  more  pews  than  people... 

(10:18:37  AM)  bradass87:  i  understand  them  though 

(10:18:53  AM)  bradass87:  im  not  mean  to  them...  they  *reallv*  don't  know 

(10:19:39  AMI  bradass87:  i  politely  disagree...  but  they  are  the  ones  who  get  uncomfortable  when  i 

make,  very  politely,  good  leading  points. . . 

(10:20:48  AM)  bradass87:  (by  leading  points,  i  mean  ask  multiple  questions,  with  obvious  answers. 

then  ask  a  question  based  on  the  answers  from  the  previous  questions  that  challenges  their  normal 

response  to  the  same  question) 

(10:21:26  AM)  bradass87:  [excellent  example  of  this: 

http.7/www.voutube.com/watch?v=2vhN1IDLQiol 

er  is  running  10k  word  article  on  wl.org  on  30  may,  btw 


(10:28:21  AM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 

allocatabie  to  action  them.  Please  be  very  patient. 

(10:33:07  AM)  info@adrianlamo.com:  one  moment  tone 

(10:33:30  AM)  bradass87:  (tracking  device) 

(10:37:28  AM)  bradass87:  trust  level  increasing?  [quantify] 

(10:58:30  AM)  bradass87:  http://sphotos.ak.fbcdn.net/hphotos-ak- 

snc3/hs005.snc3/1 1 240_209778763205_642858205_4266300_631 2600_n.jpg 

(10:58:30  AM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 

allocatabie  to  action  them.  Please  be  very  patient. 

(11:09:27  AM)  bradass87:  :whistle: 

(11:09:27  AM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatabie  to  action  them.  Please  be  very  patient. 

(11:16:39  AM)  bradass87:  here’s  an  awkward  pic...  i  look  so  short 
http://sphotos.ak.fbcdn.net/hphotos-ak- 

snc1/hs146.snci/541 3_150043228205_642858205_3563600_6825681_n.jpg 
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(11:17:45  AM)  info@adrianlamo.com:  was  on  the  phone,  may  have  a  gig  copy-editing. 
(11:21:34  AM)  info@adrianfamo.com:  ironic,  huh? 

(11:21:55  AM)  info@adrianlamo.com:  well,  not  ironic 
(11:21:57  AM)  info@adrianlamo.com:  just  funny 

(11:22:14  AM)  info@adrianlamo.com:  all  the  things  i  could  do,  but  i  copy-edit 
(11:28:38  AM)  bradass87:  lol 

(1 1 :28:38  AM)  bradass87:  not  much  different  from  my  (previous?)  job 
(11:28:42  AM)  bradass87:  take  slides  from  subordinate  battalions,  change  wording,  improve 
spelling,  replace  battalion  symbols  with  brigade  symbols,  disseminate  throughout  brigade  and 
forward  to  division 

(11:29:12  AM)  bradass87:  leaves  a  computer  savvy  guy  a  lot  of  time  to  pry  around 
(11:31:13  AM)  bradass87:  i  dont  know  what  im  going  to  do  now...  =L 
(11:31:13  AM)  bradass87:  well,  wait...  obviously 

(11:31:17  AM)  bradass87:  i  guess  i  could  start  electrolysis  as  soon  im  back  in  the  states...  even 
before  im  outprocessed 

(11:36:12  AM)  bradass87;  still  gonna  be  weird  watching  the  world  change  on  the  macro  scale, 
while  my  life  changes  on  the  micro 

(11:36:12  AM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(11:36:12  AM)  bradass87:  never  been  good  at  the  micro 
(12:12:01  PM)  bradass87:  fucking  satellite  internet  :@ 

(12:12:01  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(12:13:25  PM)  bradass87:  light  dust  storm...  might  go  in  and  out  of  Cx 
(12:33:53  PM)  bradass87:  still  there? 

(12:33:53  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(12:38:30  PM)  bradass87:  ping 
(1:08:40  PM)  bradass87:  ping 

(1 :24:21  PM)  bradass87:  did  you  know  it  took  NSA  6  months,  and  50  people  to  figure  out  how  to 
tap  the  iPhone 
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(1:24:21  PM)  info@adrianlamo.com  <AUT0-REPLY>:  I  have  more  messages  than  resources 
allocatable  to  action  them.  Please  be  very  patient. 

(1:26:16  PM)  bradass87:  they  honestly  didn’t  know  what  was  going  on,  because  of  the  sudden 
format  switch  when  AT&T  made  the  contract 

(1:26:32  PM)  bradass87:  =P 

(1:27:42  PM)  bradass87:  [not  100%  if  thats  true,  but  i’ve  heard  enough  variations  by  NSA  types  to 
believe  it] 

(1:27:46  PM)  bradass87:  ‘sure 
(1:35:13  PM)  bradass87:  ping 
(1:40:41  PM)  bradass87:  ping 

(1:41:29  PM)  bradass87:  [sorry,  have  a  lot  on  my  mind...  i  like  talking] 

(1:55:28  PM)  bradass87:  <-  sleep  [you  can  reply,  ill  check  in  morning] 


(12:24:04  PM)  bradass87:  hello  again 

(12:24:04  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 
(12:24:15  PM)  bradass87  has  not  been  authenticated  yet.  You  should  authenticate  this  buddy. 
(12:24:15  PM)  Unverified  conversation  with  bradass87  started. 

(12:24:58  PM)  bradass87:  hello  again 
(12:26:54  PM)  bradass87:  The  New  York  Times 
Published,  January  20, 1919 

OPEN  DIPLOMACY. 

“Open  diplomacy”  does  not  mean 
that  every  word  said  in  preparing  a 
treaty  should  be  shouted  to  the  whole 
world  and  submitted  to  all  the  mis¬ 
constructions  that  malevolence,  folly, 
and  evil  ingenuity  could  put  upon  it. 

Open  diplomacy  is  the  opposite  of  se¬ 
cret  diplomacy,  which  consisted  in  the 
underhand  negotiation  of  treaties 
whose  very  existence  was  kept  from 
the  world.  It  consisted  also  in  the 
modification  of  openly  negotiated 
treaties  by  secret  treaties  by  some 
of  the  Powers  behind  the  backs  of  the 
others.  It  is  against  this  kind  of 
double  dealing  and  secret  dealing,  the 
mother  of  wars,  that  the  world 
protested.  It  has  demanded  the  sub¬ 
stitution  of  open  diplomacy  for  secret 
diplomacy.  But  open  diplomacy  does 
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not  turn  a  peace  conference  into  a 
debating  society. 

It  would  be  reasonable  for  the 
newspaper  correspondents  at  Ver¬ 
sailles  to  expect  that  the  delicate  work 
of  reconciling  divergent  points  of  view 
on  so  tender  a  subject  as  national  in¬ 
terests  should  be  wholly  conducted  in 
their  presence.  The  conferees,  by  re¬ 
serving  the  right  of  holding  executive 
sessions  while  they  admit  the  corre- 
spondants  to  open  sessions,  have  gone 
as  far  as  the  needs  of  the  public  de- 
manned.  The  world  has  intrusted  the 
Peace  Conference  with  the  work  of 
preparing  the  treaty.  It  wishes  to 
know  what  is  done,  and  why  it  is 
done;  but  the  sensible  part  of  it,  at 
any  rate,  has  no  desire  to  have  spread 
before  it  all  the  heart-to-heart  talks 
and  turns  of  phrase  of  men  perform¬ 
ing  the  gigantic  task  of  reconciling 
national  differences  and  coming  to 
agreement.  It  wishes  to  give  malice 
and  anti-Ally  propaganda  as  little  as 
possible  to  distort  and  warp.  It 
knows  from  four  years’  experience 
what  infinite  possibilities  are  in 
that  line. 

Copyright  A©  The  New  York  Times 

(01:58:40  PM)  bradass87:  hi 

(02:00:30  PM)  info@adrianlamo.com:  hey 

(02:00:37  PM)  info@adrianlamo.com:  just  woke  up  from  a  nap 

(02:00:42  PM)  bradass87:  :) 

(02:00:58  PM)  info@adrianlamo.com:  feel  hung  over,  without  any  alcohol  to  blame  for  it 
(02:01:10  PM)  info@adrianlamo.com:  how's  stuff? 

(02:01:14  PM)  bradass87:  haven’t  had  any  alcohol  since  September 
(02:01:24  PM)  info@adrianlamo.com:  i  don’t  usually  drink 
(02:01:28  PM)  bradass87:  nor  do  i 

(02:01:52  PM)  bradass87:  but  i  had  a  few  drinks  in  September,  since  i  knew  i  wasn’t  going  to  have 
any  for  awhile 
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(02:02:05  PM)  info@adrianIamo.com:  good  enough  reason. 

(02:02:12  PM)  bradass87:  uhm,  i  was  reduced  in  rank  today 
(02:03:23  PM)  info@adrianlamo.com:  to  what? 

(02:03:27  PM)  bradass87:  received  a  “Company  Grade  Article  15"  —  a  formality  (they  only  reduced 
me  in  grade,  and  aren’t  making  me  do  “extra  duty”)  since  they  needed  to  punish  me  in  some  way 

(02:03:36  PM)  bradass87:  PFC 

(02:04:59  PM)  bradass87:  i  punched  a  colleague  in  the  face  during  an  argument...  (something  I 

NEVER  DO...!?)  its  whats  sparked  this  whole  saga 

(02:06:24  PM)  info@adrianlamo.com:  did  they  have  it  oming? 

(02:06:33  PM)  bradass87:  yes 

(02:06:44  PM)  bradass87:  as  a  result,  i  was  referred  (forced)  to  behavioral  health...  to  evaluate 
me...  as  a  result,  my  commander  had  access  to  all  of  my  mental  health  files...  ergo  how  they  found 
out  about  my  cross-dressing  history,  discomfort  with  my  role  in  society,  and  the  environment  i’ve 
placed  myself  in 

(02:07:03  PM)  bradass87:  it  was  a  minor  incident...  but  it  brought  attention  to  me 

(02:07:46  PM)  bradass87:  the  person  kind  of  deserved  it...  but  kind  of  didn't...  it  wasn’t  worth  this 

mess  at  all 

(02:08:14  PM)  bradass87:  (had  a  lot  of  high  fives  and  “Go  Mannings!”) 

(02:08:31  PM)  bradass87:  not  proud  of  it  at  all 

(02:08:38  PM)  info@adrianlamo.com:  These  things  happen. 

(02:08:41  PM)  bradass87:  and  very  surprised 

(02:08:52  PM)  bradass87:  im  not  a  violent  person 

(02:09:05  PM)  bradass87:  (odd  to  hear  from  someone  in  the  Army?) 

(02:09:13  PM)  info@adrianlamo.com:  neither  am  i.  but  i’ll  be  violent  if  i  have  to. 

(02:09:58  PM)  info@adrianlamo.com:  most  people  in  the  Army  aren’t  in  specialties  that  involve 
directly  servicing  targets. 

(02:10:14  PM)  bradass87:  im  glad  you  realize  that 
(02:10:27  PM)  bradass87:  (forgot  you  dated  a  Cl  guy) 

(02:11:16  PM)  info@adrianlamo.com:  I  make  it  my  business  to  know  as  much  as  I  can  about 
relevant  topics. 

(02:11:43  PM)  bradass87:  indeed,  a  heavy  curiosity 
(02:11:51  PM)  bradass87:  find  much  more  about  me? 

(02:12:13  PM)  info@adrianlamo.com:  Only  by  talking  to  you  :) 

(02:12:27  PM)  info@adrianlamo.com:  it’d  be  rude  to  deep  search  you. 

(02:12:45  PM)  bradass87:  its  something  im  used  to 
(02:12:58  PM)  bradass87:  i  barely  exist... 

(02:13:07  PM)  bradass87:  because  i  anticipate  interest 

(02:13:15  PM)  info@adrianlamo.com:  words  and  actions  say  more  than  records  on  paper 
(02:13:29  PM)  bradass87:  >nod<  know  this  all  too  well 

(02:13:54  PM)  bradass87:  gathering  as  many  documents  as  possible  re:  my  career 
(02:14:12  PM)  bradass87:  trying  to  control  the  narrative 

(02:14:50  PM)  bradass87:  From  an  award  recommendation  (never  completed):  “SPC  Manning’s 
persistence  led  to  the  disruption  of  “Former  Special  Groups"  in  the  New  Baghdad  area.  SPC 
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Manning’s  tracking  of  targets  led  to  the  identification  of  previously  unknown  enemy  support  zones. 
His  analysis  led  to  heavy  targeting  of  insurgent  leaders  in  the  area  that  consistently  disrupted  their 
operations.  SPC  Manning’s  dedication  led  to  the  detainment  of  Malik  Fadil  al-Ugayli,  a  Tier  2  level 
target  within  the  Commando  OE." 

Recommended  awards  for  assisting  in  the  disruption  of  Former  Special  Groups  (FSG)  in 
Southeastern  Baghdad,  identifying  and  disrupting  operations  from  previously  unknown  enemy 
support  zones  in  Hayy  Zafaraniyah,  and  assisting  in  the  detainment  of  Malik  Fadil  al-Ugayli,  a  Tier  2 
level  target. 

(02:16:47  PM)  bradass87:  Malik  was  a  heavy  cell  phone  user 

(02:17:42  PM)  info@adrianlamo.com:  I  gave  mine  to  a  friend  to  make  one  call  a  mile  away  and 
then  went  dark. 

(02:17:47  PM)  info@adrianlamo.com:  During  my  hunt. 

(02:17:57  PM)  bradass87:  smart  move 

(02:19:54  PM)  bradass87:  my  speciality  is  (was)  tracking  a  Shi'a  group  called  Khatiai’b  Hizboilah... 
they  were  OPSEC  savvy  as  all  fuck. . .  didn't  even  know  the  group  existed  until  2008. . .  Iranian 
backed  group...  they  make  al-Qaeda  knock  offs  look  like  kids... 

(02:20:17  PM)  bradass87:  they're  the  most  dangerous  guys  in  the  world... 

(02:20:28  PM)  bradass87:  Hezbollah...  that  is 

(02:21:10  PM)  info@adrianlamo.com:  Only  because  they  are  savvy  in  helping  their  communities 
and  building  goodwill. 

(02:21:39  PM)  info@adrianlamo.com:  otherwise  they’re  just  light  infantry. 

(02:21:52  PM)  bradass87:  they  also  specialize  in  the  construction  of  EFPs 
(02:22:02  PM)  bradass87:  so  good,  we  cant  trace  anything 
(02:22:11  PM)  bradass87:  not  a  sensor,  not  a  cell  phone...  nothing  but  a  crater 
(02:22:35  PM)  bradass87:  they’re  ghosts 

(02:22:54  PM)  info@adrianlamo.com:  They  taught  Israel  a  few  memorable  lessons. 

(02:23:16  PM)  bradass87:  they  stopped  targeting  us,  thank  fsm 
(02:23:35  PM)  bradass87:  they’ve  moved  into  the  political  phase  of  their  operations 
(02:23:51  PM)  info@adrianlamo.com:  Fucks  are  our  allies  and  still  spy  on  us  as  much  as  they 
please.  And  it’s  kosher;  cos  it’s  part  of  the  game. 

(02:23:58  PM)  info@adrianlamo.com:  Israel,  that  is. 

(02:24:23  PM)  bradass87:  well,  we’ve  got  plenty  of  assets  watching  them  too...  all  NF  stuff  of 
course 

(02:24:51  PM)  info@adrianlamo.com:  that’s  different,  we’re  the  Godd  Guys  (TM) 

(02:24:56  PM)  info@adrianlamo.com:  *good 

(02:26:01  PM)  bradass87:  i  dont  believe  in  good  guvs  versus  bad  guvs  anymore...  i  only  a  plethora 

of  states  acting  in  self  interest...  with  varying  ethics  and  moral  standards  of  course,  but  self-interest 

nonetheless 


(02:26:18  PM)  bradass87:  s/only/only  see/ 

(02:26:47  PM)  info@adrianlamo.com:  the  tm  meant  i  was  being  facetious 

(02:26:59  PM)  bradass87:  qotchva 
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(02:27:47  PM)  bradass87:  i  mean,  we’re  better  in  some  respects...  we’re  much  more  subtle...  use  a 

lot  more  words  and  legal  techniques  to  legitimize  everything 

(02:28:00  PM)  bradass87:  its  better  than  disappearing  in  the  middle  of  the  night 

(02:28:19  PM)  bradass87:  but  just  because  something  is  more  subtle,  doesn’t  make  it  right 

(02:29:04  PM)  bradass87:  i  guess  im  too  idealistic 

(02:31:02  PM)  bradass87:  i  think  the  thing  that  got  me  the  most...  that  made  me  rethink  the  world 

more  than  anything 

(02:35:46  PM)  bradass87:  was  watching  15  detainees  taken  by  the  Iraqi  Federal  Police...  for 

printing  “anti-Iraqi  literature”...  the  Iraqi  federal  police  wouldn’t  cooperate  with  US  forces,  so  i  was 

instructed  to  investigate  the  matter,  find  out  who  the  “bad  guvs"  were,  and  how  significant  this  was 

for  the  FPs...  it  turned  out,  they  had  printed  a  scholarly  critique  against  PM  Maliki...  i  had  an 

interpreter  read  it  for  me. . .  and  when  i  found  out  that  it  was  a  benign  political  critique  titled  “Where 

did  the  money  go?’’  and  following  the  corruption  trail  within  the  PM's  cabinet...  i  immediately  took 

that  information  and  *ran*  to  the  officer  to  explain  what  was  going  on. . .  he  didn’t  want  to  hear  any  of 

it...  he  told  me  to  shut  up  and  explain  how  we  could  assist  the  FPs  in  finding  *MORE*  detainees.  .. 

(02:35:46  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 

(02:36:27  PM)  bradass87:  everything  started  slipping  after  that...  i  saw  things  differently 

(02:37:37  PM)  bradass87:  i  had  always  questioned  the  things  worked,  and  investigated  to  find  the 

truth...  but  that  was  a  point  where  i  was  a  *part*  of  something...  i  was  actively  involved  in  something 

that  i  was  completely  against... 

(02:38:12  PM)  info@adrianlamo.com:  That  could  happen  in  Colombia. 

(02:38:21  PM)  info@adrianlamo.com:  Different  cultures,  dude. 

(02:38:28  PM)  info@adrianlamo.com:  Life  is  cheaper 

(02:38:34  PM)  bradass87:  oh  im  quite  aware 

(02:38:45  PM)  info@adrianlamo.com:  What  would  you  do  if  vour  role  /w  Wikileaks  seemed  in 

danger  of  being  blown? 

(02:38:48  PM)  bradass87:  but  i  was  a  part  of  it...  and  completely  helpless... 

(02:39:01  PM)  info@adrianlamo.com:  sometimes  we  re  all  helpless 

(02:39:34  PM)  bradass87:  try  and  figure  out  how  i  could  get  mv  side  of  the  story  out...  before 

everything  was  twisted  around  to  make  me  look  like  Nidal  Hassan 

(02:40:15  PM)  bradass87:  i  dont  think  its  going  to  happen 

(02:40:26  PM)  bradass87:  i  mean,  i  was  never  noticed 

(02:41:10  PM)  bradass87:  regularly  ignored...  except  when  i  had  something  essential...  then  it  was 

back  to  “bring  me  coffee,  then  sweep  the  floor" 

(02:42:24  PM)  bradass87:  i  never  quite  understood  that 
(02:42:44  PM)  bradass87:  felt  like  i  was  an  abused  work  horse... 

(02:43:33  PM)  bradass87:  also,  theres  god  awful  accountability  of  IP  addresses... 

(02:44:47  PM)  bradass87:  the  network  was  upgraded,  and  patched  up  so  many  times...  and 

systems  would  go  down,  logs  would  be  lost...  and  when  moved  or  upgraded...  hard  drives  were 

zeroed 

(02:45:12  PM)  bradass87:  its  impossible  to  trace  much  on  these  field  networks... 

(02:46:10  PM)  bradass87:  and  who  would  honestly  expect  so  much  information  to  be  exfiltrated 

from  a  field  network? 
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(02:46:25  PM)  info@adrianlamo.com:  I'd  be  one  paranoid  boy  in  your  shoes. 

(02:47:07  PM)  bradass87:  the  CM  video  came  from  a  server  in  our  domain!  and  not  a  single  person 

noticed 

(02:47:21  PM)  info@adrianlamo.com:  CM? 

(02:48:17  PM)  bradass87:  Apache  Weapons  Team  video  of  12  JUL  07  airstrike  on  Reuters 

Journos.. .  some  sketchy  but  fairly  normal  street-folk...  and  civilians 

(02:48:52  PM)  info@adrianlamo.com:  How  long  between  the  leak  and  the  publication? 

(02:49:18  PM)  bradass87:  some  time  in  february 

(02:49:25  PM)  bradass87:  it  was  uploaded 

(02:50:04  PM)  info@adrianlamo.com:  uploaded  where?  how  would  i  transmit  something  if  i  had 

similarly  damning  data 

(02:51:49  PM)  bradass87:  uhm...  preferably  openssl  the  file  with  aes-256...  then  use  sftp  at 

prearranged  drop  ip  addresses 

(02:52:08  PM)  bradass87:  keeping  the  key  separate...  and  uploading  via  a  different  means 

(02:52:31  PM)  info@adrianlamo.com:  so  i  myself  would  be  SQL  w/o  a  wav  to  prearrange 

(02:54:33  PM)  bradass87:  not  necessarily...  the  HTTPS  submission  should  suffice  legally...  though 

i’d  use  tor  on  top  of  it. . . 

(02:54:43  PM)  bradass87:  but  you’re  data  is  going  to  be  watched 

(02:54:44  PM)  bradass87:  *vour 

(02:54:49  PM)  bradass87:  by  someone,  more  than  likely 

(02:54:53  PM)  info@adrianlamo.com:  submission  where? 

(02:55:07  PM)  bradass87:  wl.org  submission  system 
(02:55:23  PM)  info@adrianlamo,com:  in  the  massive  gueue? 

(02:55:54  PM)  bradass87:  lol,  yeah,  it  IS  pretty  massive... 

(02:55:56  PM)  bradass87:  buried 
(02:56:04  PM)  bradass87:  i  see  what  you  mean 

(02:56:35  PM)  bradass87:  long  term  sources  do  get  preference...  i  can  see  where  the  “unfairness" 

factor  comes  in 

(02:56:53  PM)  info@adrianiamo.com:  how  does  that  preference  work? 

(02:57:47  PM)  bradass87:  veracity.. .  the  material  is  easy  to  verify... 

(02:58:27  PM)  bradass87:  because  they  know  a  little  bit  more  about  the  source  than  a  purely 

anonymous  one 

(02:59:04  PM)  bradass87:  and  confirmation  publicly  from  earlier  material,  would  make  them  more 

likely  to  publish...  i  guess... 

(02:59:16  PM)  bradass87:  im  not  saving  they  do...  but  i  can  see  how  that  might  develop 

(03:00:18  PM)  bradass87:  if  two  of  the  largest  public  relations  “coups”  have  come  from  a  single 

source...  for  instance 

(03:02:03  PM)  bradass87:  you  yeah...  purely  *submitting*  material  is  more  likely  to  get  overlooked 

without  contacting  them  by  other  means  and  saving  hev.  check  your  submissions  for  x... 

(03:02:03  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 
(03:02:19  PM)  bradass87:  s/you/so 

(03:03:38  PM)  bradass87:  iono,  im  not  so  paranoid...  ive  seen  the  way  the  system  works,  and  the 
way  the  public  reacts,  and  the  way  the  PR  people  react. . .  ive  never  felt  threatened 
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(03:06:10  PM)  bradass87:  i  dont  know  whats  wrong  with  me... 

(03:07:01  PM)  bradass87:  i  lust...  couldnt  let  these  things  stay  inside  of  the  system...  and  inside  of 
mv  head... 

(03:07:26  PM)  bradass87:  i  recoonized  the  value  of  some  things... 

(03:07:33  PM)  bradass87:  knew  what  they  meant...  dug  deeper 

(03:07:53  PM)  bradass87:  i  watched  that  video  coid.  for  instance 

(03:10:32  PM)  bradass87:  at  first  glance...  it  was  iusta  bunch  of  guvs  getting  shot  up  by  a 

helicopter. , .  no  big  deal. . .  about  two  dozen  more  where  that  came  from  right. . .  but  something  struck 

me  as  odd  with  the  van  thing...  and  also  the  fact  it  was  being  stored  in  a  JAG  officer’s  directory...  so 

i  looked  into  it...  eventually  tracked  down  the  date,  and  then  the  exact  GPS  co-ord...  and  i  was 

like...  ok,  so  thats  what  happened...  cool...  then  i  went  to  the  regular  internet...  and  it  was  still  on  mv 

mind...  so  i  typed  into  qooq...  the  date,  and  the  location...  and  then  i  see  this 

http://www.nvtimes.eom/2007/07/1 3/world/middleeast/1 3iraq.html 

(03:11:07  PM)  bradass87:  i  kept  that  in  mv  mind  for  weeks...  probably  a  month  and  a  half...  before 

i  forwarded  it  to  them 

(03:11:54  PM)  bradass87:  then  there  was  the  Finkel  book 

(03:12:16  PM)  bradass87:  im  almost  certain  he  had  a  copy 

(03:12:16  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 

(03:13:31  PM)  bradass87:  it  was  unreal. ..  i  mean,  i’ve  identified  bodies  before...  its  rare  to  do  so, 

but  usually  its  just  some  nobody 

(03:13:48  PM)  bradass87:  it  humanized  the  whole  thing. . .  re-sensitized  me 
(03:15:38  PM)  bradass87:  i  dont  know...  im  just,  weird  i  guess 
(03:15:49  PM)  bradass87:  i  cant  separate  myself  from  others 

(03:16:12  PM)  bradass87:  i  feel  connected  to  everybody...  like  they  were  distant  family 
(03:16:24  PM)  bradass87:  i...  care? 

(03:17:27  PM)  bradass87:  http://www.kxol.com.au/images/pale_blue_dot.jpg  <-  sums  it  up  for  me 
(03:18:17  PM)  bradass87:  i  probably  shouldn’t  have  read  sagan,  feynman,  and  so  many  intellectual 
authors  last  summer... 

(03:21:11  PM)  bradass87:  >sigh< 

(03:22:14  PM)  info@adrianlamo.com:  i  get  that 
(03:22:45  PM)  bradass87:  get  what...  that  connection? 

(03:23:38  PM)  info@adrianiamo.com:  yeah. 

(03:24:08  PM)  info@adrianlamo.com:  which  is  why  i’m  sad  for  the  people  i  sometimes  have  to 
hurt. 

(03:24:10  PM)  bradass87:  we’re  human...  and  we’re  killing  ourselves...  and  no-one  seems  to  see 
that...  and  it  bothers  me 
(03:24:26  PM)  bradass87:  apathy 

(03:25:28  PM)  bradass87:  apathy  is  far  worse  than  the  active  participation 

(03:26:23  PM)  bradass87:  >hug< 

(03:29:31  PM)  bradass87:  http://vimeo.com/5081720  Elie  Wiesel  summed  it  up  pretty  well  for  me... 
though  his  story  is  much  much  more  important  that  mine 

(03:29:48  PM)  bradass87:  ‘than 

(03:31:33  PM)  bradass87:  I  prefer  a  painful  truth  over  any  blissful  fantasy. 
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(03:31:48  PM)  bradass87:  s/a/the 

(03:32:05  PM)  info@adrianlamo.com:  ‘hugback* 

(03:34:16  PM)  bradass87:  :* 

(03:35:44  PM)  bradass87:  i  think  ive  been  traumatized  too  much  by  reality,  to  care  about 

consequences  of  shattering  the  fantasy 

(03:36:18  PM)  bradass87:  im  not  brave,  im  weak 

(03:39:00  PM)  info@adrianlamo.com:  sometimes  they’re  the  same  thing 

(03:40:33  PM)  info@adrianlamo.com:  brb 

(03:40:43  PM)  bradass87:  k 

(03:52:34  PM)  bradass87:  like  i  think  ive  said  before....  im  not  so  much  scared  of  getting  caught 
and  facing  consequences  at  this  point...  as  i  am  of  being  misunderstood,  and  never  having  the 
chance  to  live  the  life  i  wanted  to... 

(03:52:34  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 
(03:53:38  PM)  bradass87:  im  way  way  way  too  easy  to  marginalize. 

(03.55:52  PM)  bradass87:  i  dont  like  this  person  that  people  see...  no-one  knows  who  i  am  inside 
(04:24:21  PM)  info@adrianiamo.com:  are  you  in  the  green  zone?  ‘random* 

(04.26.02  PM)  info@adrianlamo.com:  i  know  all  about  having  a  persona  vs.  a  real  person 
(04:26:06  PM)  info@adrianiamo.com:  <3 
(04:28:46  PM)info@adrianlamo.com:  yt? 

(06:19:10  PM)  bradass87  has  signed  off. 

(01:37:03  AM)  bradass87  has  signed  on. 

(01:37:51  AM)  bradass87:  no  no...  im  at  FOB  hammer  (re:  green  zone);  persona  is  killing  the  fuck 
out  of  me  at  this  point. . .  =L 

(01:37:51  AM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 
(01:37:55  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:37:55  AM)  We  received  an  unreadable  encrypted  message  from  bradass87. 

(01:37:58  AM)  bradass87:  [resent]  <HTML>no  no...  im  at  FOB  hammer  (re:  green  zone);  persona 
is  killing  the  fuck  out  of  me  at  this  point...  =L 

(01:38:07  AM)  bradass87  has  ended  his/her  private  conversation  with  you;  you  should  do  the  same. 
(01:38:18  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:38:20  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:38:30  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:38:33  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:38:43  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:38:46  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:38:57  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:38:59  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:39:10  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
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(01:39:13  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:39:22  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:39:25  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:39:36  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:39:39  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:39:49  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:39:52  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:40:02  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:40:04  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:40:15  AM)  Error  setting  up  private  conversation:  Malformed  message  received 

(01 :40:18  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 

currently  communicating  privately. 

(01:40:30  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:40:31  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:40:41  AM)  Error  setting  up  private  conversation:  Malformed  message  received 

(01 :40:45  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 

currently  communicating  privately. 

(01:40:54  AM)  Error  setting  up  private  conversation:  Malformed  message  received 

(01 :40:57  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 

currently  communicating  privately. 

(01:41:08  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:41:10  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:41:21  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:41:23  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01 :41:37  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:41:50  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:41:52  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:42:03  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:42:05  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:42:19  AM)  Error  setting  up  private  conversation:  Malformed  message  received 
(01:45:17  AM)  The  encrypted  message  received  from  bradass87  is  unreadable,  as  you  are  not 
currently  communicating  privately. 

(01:45:20  AM)  Unverified  conversation  with  bradass87  started. 
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(01:45:20  AM)  bradass87:  [resent]  <HTML>otr  fritzing 

(01 :45:40  AM)  bradass87  has  ended  his/her  private  conversation  with  you;  you  should  do  the  same. 
(01:45:46  AM)  The  following  message  received  from  bradass87  was  not  encrypted:  [otr  is  bugging 
out] 

(01:45:54  AM)  Unverified  conversation  with  bradass87  started. 

(01:46:02  AM)  bradass87:  no  no...  im  at  FOB  hammer  (re:  green  zone);  persona  is  killing  the  fuck 
out  of  me  at  this  point. . .  =L 

(01:46:15  AM)  bradass87:  [phew,  seems  to  be  working  now] 

(01:47:36  AM)  info@adrianlamo.com: :) 

(01 :48:50  AM)  bradass87:  “SPC  Manning’s  persistence  led  to  the  disruption  of  “Former  Special 
Groups"  in  the  New  Baghdad  area.  SPC  Manning’s  tracking  of  targets  led  to  the  identification  of 
previously  unknown  enemy  support  zones.  His  analysis  led  to  heavy  targeting  of  insurgent  leaders  in 
the  area  that  consistently  disrupted  their  operations.  SPC  Manning’s  dedication  led  to  the 
detainment  of  Malik  Fadil  al-Ugayli,  a  Tier  2  level  target  within  the  Commando  OE.” 

(01:49:17  AM)  bradass87:  oh  sent  you  that  last  night,  nevermind 

(01:49:59  AM)  bradass87:  im  hoping  i  can  get  a  decent  job  through  connections 

(01:50:48  AM)  info@adrianlamo.com:  what  kind  of  work? 

(01:50:59  AM)  bradass87:  >shrug< 

(01:51:11  AM)  bradass87:  i’m  good  at  so  much 

(01:51:34  AM)  bradass87:  proving  it  is  the  issue...  ergo  contacts 

(01:51:36  AM)  bradass87:  im  such  a  ghost 

(01:53:36  AM)  bradass87:  graphics  design,  web  development,  intelligence  analysis,  mathematics, 
cryptography,  economics,  and  both  domestic  and  international  politics 
(01:53:48  AM)  bradass87;  dont  really  have  a  specialty;  can  roam 

(01:54:47  AM)  bradass87:  if  it  involves  thought,  rather  than  menial  action...  i  can  probably  do  it 

(02:06:07  AM)  bradass87:  im  an  east  coaster...  so  i’ll  probably  roam  up  and  down  from  Boston  to 

DC  for  awhile...  building  connections 

(02:07:34  AM)  bradass87:  im  writing  my  resume  already 

(02:10:58  AM)  bradass87:  i  need  to  build  a  portfolio 

(02:11:17  AM)  bradass87:  so  i  might  freelance  for  a  few  weeks 

(02:19:39  AM)  bradass87:  assange  offered  me  a  position  at  wl...  but  im  not  interested  right  now... 
too  much  excess  baggage 

(02:20:19  AM)  bradass87:  its  also  a  shoe-string  op...  cant  make  much  of  living  doing  that 
(02:31:38  AM)  bradass87:  i  dont  know  what  to  call  myself 
(05:15:39  AM)  bradass87  has  signed  off. 

(07:21:07  AM)  bradass87  has  signed  on. 

(07:31:09  AM)  bradass87:  hello 

(07:33:22  AM)  info@adrianlamo.com:  hey 

(07:33:56  AM)  info@adrianlamo.com:  tell  him  i’ll  do  opsec  for  'em 

(07:34:03  AM)  info@adrianlamo.com:  is  he  gay? 

(07:34:11  AM)  info@adrianlamo.com:  ‘random* 

(07:34:18  AM)  bradass87:  are  you  talking  to  the  right  person? 

(07:34:23  AM)  info@adrianlamo.com:  yeah 
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(07:34:43 

(07:34:49 

(07:34:52 

(07:35:47 

“definitely 

(07:37:44 

(08:01:09 

(08:05:33 

(10:29:02 

(10:29:02 

□ 


AM)  bradass87:  white  haired  crazy  dude? 

AM)  info@adrianlamo.com:  continuing  convo  where  it  dropped 
AM)  info@adrianlamo.com:  yeah 
AM)  bradass87:  ah...  no... 

AM)  bradass87:  very  str8 

AM)  bradass87:  had  a  camera  smuggled  via  rectum  once...  he  commented  that  he’s 
not  gay” 

AM)  bradass87:  [long  story] 

AM)  bradass87  has  become  idle. 

AM)  bradass87  has  signed  off. 

AM)  bradass87  has  signed  on. 

AM)  bradass87  is  no  longer  idle. 

Breamta  Manning 

tngtm  *  m:  §  §  ;  $ 


(10:33:58  AM)  bradass87:  im  already  starting  to  give  “Breanna"  a  digital  presence...  twitter, 
youtube  accounts  set  up  in  her  name 

(10:35:02  AM)  bradass87:  domain  and  server  set  up  some  time  this  week...  going  to  design  and 

build  an  entire  content  management  system  from  scratch 

(10:35:43  AM)  bradass87:  literally  going  backwards  four  years  to  start  over... 

(10:56:28  AM)  bradass87:  this  is  such  a  disaster...  //CRISIS// 

(11:02:24  AM)  bradass87:  i  need  a  lot  more  than  a  hug  :( 

(11:03:06  AM)  bradass87:  if  im  on  my  own...  im  on  my  own,  i  guess...  but  people  are  gonna  see 

my  true  colors  either  way 

(05:35:45  PM)  bradass87  has  signed  on. 

(05:46:39  PM)  info@adrianlamo.com:  hey 
(05:47:10  PM)  info@adrianlamo.com:  how’s  stuff? 

(01 :20:55  AM)  bradass87  has  signed  on. 

(01:27:30  AM)  bradass87:  im  alive 

(01:27:40  AM)  bradass87:  and  breathing 

(01:28:10  AM)  info@adrianlamo.com:  good  to  hear :) 

(01:28:27  AM)  info@adrianiamo.com:  SITREP 
(01:35:50  AM)  bradass87:  1  PAX  up 

(01:36:28  AM)  bradass87:  i  had  an  hour  session  with  my  therapist 
(01 :36:40  AM)  bradass87:  i  didnt  say  word  for  like  30  minutes 
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(01 :36:47  AM)  bradass87:  i  just  sat  there,  and  he  took  notes 

(01:37:18  AM)  bradass87:  im  an  awkward  patient 

(01:38:13  AM)  bradass87:  its  difficult  to  communicate  with  therapists 

(01:38:27  AM)  bradass87:  i  try  to  explain  something,  and  they  twist  it  around 

(01  ;39:04  AM)  bradass87:  and  then  they  ask  why  i  dont  want  to  say  anything 

(01 :39:43  AM)  bradass87:  one  of  my  friends  is  in  the  Democratic  Primary  for  a  South  Dakota 

Senate  seat...  Angie  Buhl...  we  played  Guitar  Hero  together 

(01:40:15  AM)  bradass87:  very  very  gay  friendly...  =) 

(01:41:22  AM)  bradass87:  State  Senate  that  is...  [not  federal] 

(01:42:05  AM)  bradass87:  http://www.angiebuhl.com/ 

(01:42:36  AM)  info@adrianlamo.com:  I  gathered 

(01:43:53  AM)  bradass87:  same  circle  of  friends  as  [redacted]...  he’s  cute,  but  he’s  a  bottom...  so 
we  didn’t  work  out  [redacted] 

(01:44:40  AM)  bradass87:  slept  with  him  a  few  times,  but  sex  was  awkward... 

(01:44:50  AM)  info@adrianlamo.com:  howso? 

(01:45:04  AM)  bradass87:  two  bottoms... 

(01:45:40  AM)  bradass87:  so,  yeah...  we’re  friends 

(01:46:48  AM)  bradass87:  though,  its  been  a  year ...  and  political  friends  can  forget  you  exist  in 
three  news  cycles 

(01:47:19  AM)  bradass87:  kind  of  reinforces  my  cynicism 

(01:47:55  AM)  bradass87:  i  still  have  a  little  spark  of  a  dream  though ...  call  me  crazy... 

(01:48:30  AM)  bradass87:  but,  i’d  like  to  insert  myself  into  politics,  as  a  technical  person  with  real 
ideas... 

(01:49:28  AM)  bradass87:  too  many  words  in  political  spheres...  too  short  of  an  attention  span, 
too  short  of  goals 

(01:50:38  AM)  bradass87:  humanity  can  accomplish  so  much...  but  its  like  herding  cats 
(01 :50:57  AM)  bradass87:  getting  the  smart  people  with  ideas  to  cooperate,  that  is 
(01:51:59  AM)  bradass87:  im  probably  suffering  from  depression 
(01 :51 :59  AM)  bradass87:  ={ 

(01:52:03  AM)  bradass87:  ={ 

(01:52:06  AM)  bradass87:  =P 

(01:52:15  AM)  info@adrianlamo.com:  Who  isn’t :( 

(01 :52:20  AM)  bradass87:  goddamn,  i  missed  the  “P”  key  twice 
(01:52:27  AM)  info@adrianiamo.com:  I'm  supposedly  bipolar. 

(01:52:38  AM)  bradass87:  oh  well,  still  not  medicated 
(01:53:00  AM)  bradass87:  i  dont  believe  a  third  of  the  DSM-IV-TR 

(01:53:58  AM)  bradass87:  so  many  Disorders  that  so  many  people  fall  into...  it  just  seems  like  a 
method  to  categorize  a  person,  medicate  them,  and  make  money  from  prescription  medications 

(01:54:04  AM)  info@adrianlamo.com:  brb 

(01 :54:31  AM)  bradass87:  i  d  like  to  meet  a  single  person  that  wouldn’t  fall  into  a  Disorder  in  the 
DSM-IV-TR 

(01:55:31  AM)  bradass87:  [I'm  random,  too] 

(02:01:12  AM)  info@adrianlamo.com:  no  such  animal 
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(02:02:25  AM)  bradass87:  indeed 

(02:02:39  AM)  bradass87:  http://www.facebook.com/profile.php?id=647441030 

(02:03:10  AM)  bradass87:  amazing  how  the  world  works 

(02:03:27  AM)  bradass87:  takes  6  degrees  of  separation  to  a  whole  new  level 

(02:04:12  AM)  info@adrianlamo.com:  hev.  vacaville 

(02:04:18  AM)  info@adrianlamo.com:  er 

(02:04:23  AM)  info@adrianlamo.com:  vacaville 

(02:05:12  AM)  bradass87:  its  almost  bookworthv  in  itself,  how  this  played 

(02:07:41  AM)  bradass87:  event  occurs  in  2007,  i  watch  video  in  2009  with  no  context,  do  research, 
forward  information  to  group  of  FQ1  activists,  more  research  occurs,  video  is  released  in  2010,  those 

involved  come  forward  to  discuss  event,  i  witness  those  involved  coming  forward  to  discuss  publicly. 

even  add  them  as  friends  on  FB.  ..  without  them  knowing  who  i  am 

(02:08:37  AM)  bradass87:  they  touch  mv  life,  i  touch  their  life,  they  touch  mv  life  again...  full  circle 

(02:08:58  AM)  info@adrianlamo,com:  Life's  funny. 

(02:09:24  AM)  info@adrianlamo.com:  *random*  are  you  concerned  about  CI/CID  looking  into  vour 

Wiki  stuff?  I  was  always  paranoid. 

(02:09:40  AM)  bradass87:  CID  has  no  open  investigation 

(02:10:28  AM)  bradass87:  State  Department  will  be  uber-pissed...  but  i  dont  think  they’re  capable 

of  tracing  everything. . . 

(02:10:44  AM)  info@adrianlamo.com:  what  about  Cl? 

(02:10:51  AM)  bradass87:  might  be  a  congressional  investigation,  and  a  joint  effort  to  figure  out 

what  happened 

(02:11:23  AM)  bradass87:  Cl  probably  took  note,  but  it  had  no  effect  on  operations 
(02:11:48  AM)  bradass87:  so.  it  was  publicly  damaging,  but  didn’t  increase  attacks  or  rhetoric... 

(02:12:10  AM)  info@adrianlamo,com:  *nod* 

(02:12:34  AM)  bradass87:  re:  joint  effort  will  be  purely  political,  “factfinding”...  “how  can  we  stop 

this  from  happening  again” 

(02:12:46  AM)  bradass87:  regarding  State  Dept,  cables 

(02:13:12  AM)  info@adrianlamo.com:  Would  the  cables  come  from  State? 

(02:13:21  AM)  bradass87:  ves 
(02:13:25  AM)  bradass87:  State  Department 

(02:13:29  AM)  info@adrianlamo.com:  I  was  always  a  commercial  intruder. 

(02:13:51  AM)  info@adrianlamo.com:  Why  does  vour  job  afford  you  access? 

(02:13:59  AM)  info@adrianlamo.com:  except  for  the  UN. 

(02:14:03  AM)  bradass87:  because  i  have  a  workstation 

(02:14:15  AM)  info@adrianlamo.com:  and  World  Bank 

(02:14:17  AM)  bradass87:  *had* 

(02:14:36  AM)  info@adrianlamo.com:  So  you  have  these  stored  now? 

(02:14:54  AM)  bradass87:  i  had  two  computers...  one  connected  to  SIPRNET  the  other  to 

JWICS... 

(02:15:07  AM)  bradass87:  no,  they’re  government  laptops 

(02:15:18  AM)  bradass87:  they’ve  been  zerofilled 

(02:15:22  AM)  bradass87:  because  of  the  pullout 


Page  32  of  48 


0 


(02:15:57  AM)  bradass87:  evidence  was  destroyed...  by  the  system  itself 
(02:16:10  AM)  info@adrianlamo.com:  So  how  would  you  deploy  the  cables?  If  at  all. 

(02:16:26  AM)  bradass87:  oh  no...  cables  are  reports 

(02:16:34  AM)  info@adrianlamo.com:  ah 

(02:16:38  AM)  bradass87:  State  Department  Cable  =  a  Memorandum 

(02:16:48  AM)  info@adrianiamo.com:  embassy  cables? 

(02:16:54  AMI  bradass87:  ves 

(02:17:00  AM)  bradass87:  260.000  in  all 

(02:17:10  AM)  bradass87:  i  mentioned  this  previously 

(02:17:14  AM)  info@adrianlamo.com:  ves 

(02:17:31  AM)  info@adrianlamo.com:  stored  locally,  or  retreiveable? 

(02:17:35  AM)  bradass87:  brb  latrine  =P 
(02:17:43  AM)  bradass87:  i  dont  have  a  copy  anymore 

(02:17:59  AM)  info@adrianlamo.com:  *nod* 

(02:18:09  AM)  bradass87:  they  were  stored  on  a  centralized  server.  .  . 

(02:18:34  AM)  info@adrianlamo.com:  what’s  your  endgame  plan,  then? 

(02:18:36  AM)  bradass87:  it  was  vulnerable  as  fuck 

(02:20:57  AM)  bradass87:  well,  it  was  forwarded  to  WL 

(02:21:18  AM)  bradass87:  and  god  knows  what  happens  now 

(02:22:27  AM)  bradass87:  hopefully  worldwide  discussion,  debates,  and  reforms 

(02:23:06  AM)  bradass87:  if  not...  than  we’re  doomed 
(02:23:18  AM)  bradass87:  as  a  species 

(02:24:13  AM)  bradass87:  i  will  officially  give  up  on  the  society  we  have  if  nothing  happens 

(02:24:58  AM)  bradass87:  the  reaction  to  the  video  gave  me  immense  hope...  CNN’s  iReport  was 

overwhelmed...  Twitter  exploded... 

(02:25:18  AM)  bradass87:  people  who  saw,  knew  there  was  something  wrong 

(02:26:10  AM)  bradass87:  Washington  Post  sat  on  the  video...  David  Finkel  acquired  a  copy  while 

embedded  out  here 

(02:26:36  AM)  bradass87:  (also  reason  as  to  why  there's  probably  no  investigation! 

(02:28:10  AM)  bradass87:  i  want  people  to  see  the  truth.  ..  regardless  of  who  they  are...  because 

without  information,  you  cannot  make  informed  decisions  as  a  public 
(02:28:10  AM)  info@adrianlamo,com  <AUTO-REPLY>:  I’m  not  here  right  now 

(02:28:50  AM)  bradass87:  if  i  knew  then,  what  i  knew  now...  kind  of  thing... 

(02:29:31  AM)  bradass87:  or  maybe  im  just  young,  naive,  and  stupid. .. 

(02:30:09  AM)  info@adrianlamo.com:  which  do  you  think  it  is? 

(02:30:29  AM)  bradass87:  im  hoping  for  the  former 

(02:30:53  AM)  bradass87:  it  cant  be  the  latter 

(02:31:06  AM)  bradass87:  because  if  it  is...  were  fucking  screwed 

(02:31:12  AM)  bradass87:  (as  a  society) 

(02:31 :49  AM)  bradass87:  and  i  dont  want  to  believe  that  we’re  screwed 


(02:32:53  AM)  bradass87:  food  time...  ttys 

(02:32:58  AM)  info@adrianlamo.com:  kk 
(02:33:00  AM)  info@adrianlamo.com:  and 
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(02:33:03  AM)  info@adrianlamo.com:  fwiw 
(02:33:10  AM)  info@adrianiamo.com:  me  neither 
(03:14:33  AM)  bradass87:  >phew< 

(03:14:37  AM)  bradass87:  its  hot  as  fuck 
(03:16:02  AM)  bradass87:  36A°C  |  96A°F 
Wind:  N  at  1 1  km/h 
Humidity:  5% 

(03:16:44  AM)  info@adrianlamo.com:  wb 
(03:16:55  AM)  bradass87:  its  raining  there 
(03:17:03  AM)  bradass87:  ? 

(03:17:16  AM)  info@adrianlamo.com:  rain  is  niece 
(03:17:26  AM)  info@adrianlamo.com:  welcome  nack 
(03:17:36  AM)  bradass87:  nvm,  just  cloudy 
(03:18:16  AM)  bradass87:  t/y 
(03:18:38  AM)  bradass87:  12A°C  |  54A°F 
Current:  Cloudy 
Wind:  S  at  8  km/h 
Humidity:  100% 

(03:19:21  AM)  bradass87:  =P 

(03:19:45  AM)  bradass87:  here,  its  hot,  dry...  and  fucking  hot 
(03:19:58  AM)  bradass87:  [double  emphasis  on  hot] 

(03:20:12  AM)  bradass87:  its  also  rather  dusty 

(03:20:41  AM)  bradass87:  i  d  prefer  the  heat  over  the  peanut  butter  that  forms  when  it  rains 
(03:21:01  AM)  bradass87:  i  grow  3  inches  in  height  when  it  rains  here 
(03:22:22  AM)  bradass87:  its  a  desert,  but  the  ground  is  slightly  fertile  here...  its  a  fine  silt  that 
forms  clay 

(03:22:59  AM)  bradass87:  “Fertile  Crescent” 

(03:24:51  AM)  bradass87:  vegetation  is  sparse...  an  odd  mixture  of  deciduous  and  tropical  trees 
and  shrubs 

(03:25:18  AM)  bradass87:  and  usually  keeled  over  slightly,  from  wind  erosion 
(03:26:00  AM)  bradass87:  i  dont  think  99%  of  the  people  i  work  with  would  make  such  observations 
(03:26:52  AM)  bradass87:  humans  brought  a  lot  of  gravel  and  pebbles  in  from  turkish  pits... 
(03:27:14  AM)  bradass87:  so  that  KBR  contractors  dont  get  their  feet  too  dirty  when  it  rains 
(03:30:28  AM)  bradass87:  im  still  slowly  trying  to  download  that  “leaked”  documentary 
(03:31:16  AM)  info@adrianlamo.com: :) 

(03:31:33  AM)  info@adrianlamo.com:  it  was  rly  leakeddd 

(03:31:51  AM)  bradass87:  satellite  internet  is  not  very  good...  falls  in  and  out  depending  on 

weather...  bandwidth  ebbs  and  flows 

(03:33:22  AM)  info@adrianlamo.com:  brb  sleep 

(03:33:30  AM)  bradass87:  then  there’s  the  points  when  generators  are  switched  over  every  24-48 
hours 

(03:33:38  AM)  bradass87:  ttyl...  im  going  back  to  work 
(03:33:56  AM)  info@adrianlamo.com:  <,,,,,,,,,,3 
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(03:34:37  AM)  info@adrianlamo.com:  b 
(03:34:52  AM)  info@adrianlamo.com:  er 
(03:35:01  AM)  info@adrianlamo.com:  brb  sleep 
(04:06:46  AM)  bradass87  has  signed  off. 

(06:22:53  AM)  bradass87  has  signed  on. 

(06:42:38  AM)  bradass87  has  signed  off. 

(01:35:26  PM)  bradass87  has  signed  on. 

(01:37:27  PM)  bradass87:  >yawn< 

(01:38:43  PM)  info@adrianiamo.com:  g’day  ace 

(01:39:09  PM)  bradass87:  its  late...  internet  just  came  back  up  for  me 

(01:39:25  PM)  info@adrianlamo.com:  *nod* 

(01:40:18  PM)  bradass87:  wtf 

(01:40:44  PM)  bradass87:  my  ex  is  wearing  my  pink  shirt  at  a  damn  “tea  party”  counterprotest 
http://sphotos.ak.fbcdn.net/hphotos-ak- 


(01:40:44  PM)  info@adrianlamo.com:  ? 
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(01:40:56  PM)  info@adrianlamo.com:  that  jerk! 

(01:41:03  PM)  bradass87:  =L 

(01:41:25  PM)  bradass87:  oh  well,  its  just  A&F 

(01:41:36  PM)  bradass87:  he  hates  A&F...  i  have  proof  he  wore  it 

(01:42:28  PM)  info@adrianlamo.com:  are  you  seeing  anyone  in  the  mil? 

(01:42:40  PM)  bradass87:  ew,  no 

(01:43:01  PM)  bradass87:  i  dated  once...  having  two  paranoid  people  doesn’t  work 
(01:43:12  PM)  info@adrianlamo.com:  my  ex  said  Cl  was  lousy  with  queers  ;> 

(01:43:18  PM)  bradass87:  i’ve  had  sex  with  .mil  people...  but  overall  its  bad 
(01:43:32  PM)  bradass87:  Cl? 

(01:43:37  PM)  bradass87:  why  would  Cl  be  involved 

(01:43:45  PM)  info@adrianlamo.com:  my  ex  was  97B 

(01 :44:14  PM)  bradass87:  i  forget  it  was  probably  pretty  bad  in  the  past 

(01:44:33  PM)  bradass87:  DADT  isnt  really  enforced 

(01:44:56  PM)  bradass87:  top  interrogator  here  has  a  civil  union  in  NJ 

(01:45:18  PM)  bradass87:  i  punched  a  dyke  in  the  phace ... 

(01:45:22  PM)  info@adrianlamo.com:  lol 

(01:45:43  PM)  bradass87:  half  the  S2  shop  was  at  least  bi 

(01:45:57  PM)  info@adrianiamo.com:  you  know  this  personal-like?  ; ) 

(01:46:05  PM)  bradass87:  it  was  all  female 
(01:46:10  PM)  info@adrianlamo.com:  ah 

(01:46:46  PM)  bradass87:  i  got  sick  of  these  dykes  and  their  drama...  it  was  worse  than  “The  L 
Word”... 

(01:47:12  PM)  bradass87:  i  even  created  a  “chart” 

(01:47:42  PM)  info@adrianlamo.com:  physical  or  virtual? 

(01 :48:07  PM)  bradass87:  we  never  got  a  replacement  Cl  expert 
(01:48:39  PM)  bradass87:  virtual...  on  SIPR  =P 

(01 :49:20  PM)  info@adrianlamo.com:  shouldn’t  be  a  challenge  for  you  to  exfiltrate  a  copy  ;> 
(01:51:07  PM)  bradass87:  that  was  probably  a  primary  facilitator...  Cl  officer  was  an  open  position, 
taken  up  by  a  lesbian  interrogator  who  was  more  worried  about  the  drama  than  the  exfiltration  of 
classified  information 

(01 :51 :25  PM)  bradass87:  dual  tasked. . .  plus  she  was  only  an  E-5 

(01:52:30  PM)  bradass87:  funny  thing  is...  we  transffered  so  much  data  on  unmarked  CDs... 

(01:52:42  PM)  bradass87:  everyone  did...  videos...  movies...  music 

(01:53:05  PM)  bradass87:  all  out  in  the  open 

(01:53:53  PM)  bradass87:  bringing  CDs  too  and  from  the  networks  was/is  a  common  phenomeon 

(01:54:14  PM)  info@adrianiamo.com:  is  that  how  you  got  the  cables  out? 

(01:54:28  PM)  bradass87:  perhaps 

(01:54:42  PM)  bradass87:  i  would  come  in  with  music  on  a  CD-RW 

(01:55:21  PM)  bradass87:  labelled  with  something  like  “Lady  Gaga’...  erase  the  music...  then  write 

a  compressed  split  file 

(01:55:46  PM)  bradass87:  no-one  suspected  a  thing 

(01:55:48  PM)  bradass87:  =L  kind  of  sad 
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(01:56:04  PM)  info@adrianlamo.com:  and  odds  are,  they  never  will 

(01:56:07  PM)  bradass87:  i  didnt  even  have  to  hide  anything 

(01:56:36  PM)  info@adrianlamo.com:  from  a  professional  perspective,  i’m  curious  how  the  server 

they  were  on  was  insecure 

(01:57:19  PM)  bradass87:  you  had  people  working  14  hours  a  day...  every  single  day...  no 

weekends. ..  no  recreation. .. 

(01:57:27  PM)  bradass87:  people  stopped  caring  after  3  weeks 

(01:57:44  PM)  info@adrianlamo.com:  i  mean,  technically  speaking 

(01:57:51  PM)  info@adrianlamo.com:  or  was  it  physical 

(01:57:52  PM)  bradass87:  >nod< 

(01:58:16  PM)  bradass87:  there  was  no  physical  security 
(01:58:18  PM)  info@adrianlamo.com:  it  was  physical  access,  wasn't  it 

(01:58:20  PM)  info@adrianlamo.com:  hah 
(01:58:33  PM)  bradass87:  it  was  there,  but  not  really 

(01:58:51  PM)  bradass87:  5  digit  cipher  lock...  but  you  could  knock  and  the  door... 

(01:58:55  PM)  bradass87:  *on 

(01:59:15  PM)  bradass87:  weapons,  but  everyone  has  weapons 

(02:00:12  PM)  bradass87:  everyone  just  sat  at  their  workstations...  watching  music  videos  /  car 

chases  /  buildings  exploding...  and  writing  more  stuff  to  CD/DVD...  the  culture  fed  opportunities 

(02:01:44  PM)  bradass87:  hardest  part  is  arguably  internet  access...  uploading  any  sensitive  data 

over  the  open  internet  is  a  bad  idea. . .  since  networks  are  monitored  for  any 
insurgent/terrorist/militia/criminal  types 
(02:01:52  PM)  info@adrianlamo.com:  tor? 

(02:02:13  PM)  bradass87:  tor  +  ssl  +  sfto 

(02:02:33  PM)  info@adrianlamo.com:  *nod* 

(02:03:05  PM)  info@adrianlamo.com:  not  Quite  how  i  might  do  it.  but  good 

(02:03:22  PM)  bradass87:  i  even  asked  the  NSA  guv  if  he  could  find  any  suspicious  activity  coming 

out  of  local  networks...  he  shrugged  and  said...  “its  not  a  priority" 

(02:03:53  PM)  bradass87;  went  back  to  watching  “Eagle’s  Eve” 

(02:03:55  PM)  info@adrianlamo.com:  oh,  those  NSA  guys. 

(02:04:05  PM)  info@adrianlamo.com:  pffft 

(02:04:15  PM)  info@adrianlamo.com:  probably  thought  it  was  plausible 
(02:04:40  PM)  bradass87:  he  had  a  lot  of  girl  scout  cookies 
(02:05:03  PM)  info@adrianlamo.com:  not  a  Threat  Level  fan. 

(02:05:20  PM)  bradass87:  don’t  judge,  he  actually  kept  up  with  that  stuff 
(02:05:33  PM)  info@adrianlamo.com:  clearly  not  enough 

(02:05:39  PM)  bradass87:  and  we  were  in  a  SCIF,  so  he  would  talk...  and  talk.  ..  and  talk 
(02:06:58  PM)  bradass87:  NSA  capabilities...  how  FISA  operates...  i  even  asked  a  hypothetical 
question  of  my  situation...  and  he  was  like...  “if  that  did  happen...  doubtful  anyone  would  figure  it  all 
out...  resources  are  strained...  plus  the  FISA  mess” 

(02:07:20  PM)  bradass87:  we  tracked  two  american  citizens  “off-the-record” 

(02:07:30  PM)  info@adrianlamo.com:  who,  and  why? 

(02:07:59  PM)  bradass87:  two  naturalized  american  citizens... 


Page  37  of  48 


a 


(02:08:22  PM)  bradass87:  one  lived  in  texas  for  17  years  before  moving  back  to  Iraq...  and  then 
started  constructed  EFPs 

(02:08:41  PM)  bradass87:  only  part  of  the  name  i  remember  is  “Nai’m  Mazan’’ 

(02:08:58  PM)  bradass87:  he  was  definitely  crooked 
(02:09:10  PM)  bradass87:  neither  were  high  profile 

(02:11:16  PM)  bradass87:  that  product  did  thrown  around  a  lot...  saw  our  report  regurgitated  by 
NCIS 

(02:11:33  PM)  bradass87:  CID  doesn’t  make  fancy  Cl  products 

(02:12:23  PM)  bradass87:  so...  it  was  a  massive  data  spillage...  facilitated  by  numerous  factors... 

both  physically,  technically,  and  culturally 

(02:13:02  PM)  bradass87:  perfect  example  of  how  not  to  do  INFOSEC 

(02:14:21  PM)  bradass87:  listened  and  lip-svnced  to  Lady  Gaga's  Telephone  while  exfiltratratinq 

possibly  the  largest  data  spillage  in  american  history 
(02:15:03  PM)  bradass87:  pretty  simple,  and  unqlamorous 

(02:16:37  PM)  bradass87:  *exfiltratinq 

(02:17:56  PM)  bradass87:  weak  servers,  weak  logging,  weak  physical  security,  weak  counter¬ 

intelligence,  inattentive  signal  analysis...  a  perfect  storm 

(02:19:03  PM)  bradass87:  >siah< 

(02:19:19  PM)  bradass87:  sounds  pretty  bad  huh? 

(02:20:06  PM)  info@adrianlamo.com:  kinda  :x 

(02:20:25  PM)  bradass87:  :L 

(02:20:52  PM)  info@adrianlamo.com:  i  mean,  for  the  mil 

(02:21:08  PM)  bradass87:  well,  it  SHOULD  be  better 

(02:21:32  PM)  bradass87:  its  sad 

(02:22:47  PM)  bradass87:  i  mean  what  if  i  were  someone  more  malicious 

(02:23:25  PM)  bradass87:  i  could’ve  sold  to  russia  or  china,  and  made  bank? 

(02:23:36  PM)  info@adrianlamo.com:  why  didn't  you? 

(02:23:58  PM)  bradass87:  because  it’s  public  data 
(02:24:15  PM)  info@adrianiamo.com:  i  mean,  the  cables 

(02:24:46  PM)  bradass87:  it  belongs  in  the  public  domain 

(02:25:15  PM)  bradass87:  information  should  be  free 

(02:25:39  PM)  bradass87:  it  belongs  in  the  public  domain 

(02:26:18  PM)  bradass87:  because  another  state  would  just  take  advantage  of  the  information...  try 

and  get  some  edge 

(02:26:55  PM)  bradass87:  if  its  out  in  the  open...  it  should  be  a  public  good 

(02:27:04  PM)  bradass87:  *do  the 

(02:27:23  PM)  bradass87:  rather  than  some  slimy  intel  collector 

(02:29:18  PM)  bradass87:  im  crazy  like  that 

(02:29:18  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 

(02:29:31  PM)  info@adrianlamo.com:  sorry,  phone  call 

(02:30:09  PM)  bradass87:  n/p 

(02:35:42  PM)  bradass87:  “Net-Centric  Diplomacy” 


Page  38  of  48 


& 


(02:38:29  PM)  bradass87:  http://www.flickr.eom/photos/22683890@N00/  photos  by  the  guy  who 
runs  “Net-Centric  Diplomacy” 

(02:41:23  PM)  bradass87:  AKA  “NCD” 

http://www.google.com/search?q=%22net+centric+diplomacy%22 

(02:41:23  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 

(02:44:06  PM)  bradass87:  http://www.sixpica.eom/blog/2009/04/05/preparing-your-eer-forms-and- 

tips/ 

(02:44:07  PM)  bradass87:  paragraph  2. 

(02:46:25  PM)  info@adrianlamo.com:  ok,  back 
(02:46:42  PM)  info@adrianlamo.com:  two  back-to-back  calls 
(02:47:06  PM)  bradass87:  im  armed...  ;)  so  im  ready  for  whoever  you  called 
(02:47:56  PM)  info@adrianlamo.com:  haha 

(02:48:32  PM)  info@adrianlamo.com:  or  was  that  serious  paranoia?  :PP 
(02:48:54  PM)  bradass87:  would  i  be  communicating  with  you  if  i  were  that  paranoid? 

(02:49:36  PM)  info@adrianlamo.com:  hey,  people  are  strange 

(02:49:54  PM)  bradass87:  re:  sent  links,  basically  all  published  cables  that  aren’t  NODIS,  or  EXDIS 
(02:50:44  PM)  bradass87:  (17)  SIPDIS — ’’formessagesintendedforautomaticWebpublishingtothe 
originating  post’s  or  office’s  Web  site,  (see  5  FAM  770  for  policies  regarding  information  on  Federal 
Web  site  and  5  FAH-2  H-443.1 ,  When  and  How  to  Use  SIPDIS); 

(02:51:58  PM)  bradass87:  http://www.state.gov/documents/organization/89284.pdf 
(02:52:03  PM)  bradass87:  [reference] 

(02:52:47  PM)  bradass87:  state  dept  fucked  itself...  placed  volumes  and  volumes  of  information  in 
a  single  spot,  with  no  security 

(02:53:28  PM)  info@adrianlamo.com:  only  the  people  you  trust  can  fuck  you  -  infowise  ;> 
(02:54:03  PM)  bradass87:  so  anything  published,  and  classified  up  to  SECRET//NOFORN 
(02:54:44  PM)  info@adrianlamo.com:  in  all  seriousness,  would  you  shoot  if  MP’s  showed  up?  ;> 
(02:55:04  PM)  bradass87:  why  would  i  need  to? 

(02:55:18  PM)  info@adrianlamo.com:  suicide  by  MP. 

(02:55:34  PM)  bradass87:  :L 

(02:55:39  PM)  bradass87:  do  i  seem  unhinged? 

(02:56:04  PM)  info@adrianlamo.com:  i  mean,  showed  up  -  for  you  -  if  Julian  were  to  slip  up. 

(02:56:46  PM)  bradass87:  he  knows  very  little  about  me 

(02:56:54  PM)  bradass87:  he  takes  source  protection  uber-seriously 

(02:57:01  PM)  bradass87:  “lie  to  me”  he  says 

(02:57:06  PM)  info@adrianlamo.com:  Really.  Interesting. 

(02:57:34  PM)  bradass87:  he  wont  work  with  you  if  you  reveal  too  much  about  yourself 
(02:58:13  PM)  info@adrianlamo.com:  why  talk  to  me? 

(02:58:47  PM)  bradass87:  because  im  isolated  as  fuck...  my  life  is  falling  apart,  and  i  dont  have 
anyone  to  talk  to 

(02:59:02  PM)  info@adrianlamo.com:  I’m  flattered  ;) 

(02:59:09  PM)  info@adrianlamo.com:  How  is  it  failing  apart? 

(02:59:41  PM)  bradass87:  GID.  ..  discharge.  ..  family  issuess...  and  possibility  of  transition  in  near 
future 
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(03:00:21  PM)  bradass87:  its  all  happening  so  quick  for  me...  its  overwhelming  :’( 

(03:00:35  PM)  info@adrianlamo.com:  but  you  make  a  cute  boy!  ;> 

(03:00:53  PM)  bradass87:  im  not  comfortable  with  myself 
(03:01:06  PM)  bradass87:  im  in  an  awkward  state 

(03:01:23  PM)  info@adrianlamo.com:  i  don't  understand,  but  i  understand  the  idea,  if  that  makes 
sense. 

(03:01:39  PM)  bradass87;  and  the  weird  partis...  i  love  my  job...  i  was  very  good  at  it...  i  wish  this 
didnt  have  to  happen  like  this 

(03:01:48  PM)  info@adrianlamo.com:  one  of  my  ex’s  is  living  as  a  girl  in  .au 
(03:02:05  PM)  bradass87:  i  dont  understand  it  either 

(03:04:05  PM)  bradass87:  its  clearly  an  issue...  i  mean,  i  dont  think  its  normal  for  people  to  spend 
this  much  time  worrying  about  whether  they’re  behaving  masculine  enough,  whether  what  they’re 
going  to  say  is  going  to  be  perceived  as  “gay”...  not  to  mention  how  i  feel  about  the  situation...  for 
whatever  reason,  im  not  comfortable  with  myself...  i  mean,  i  behave  and  look  like  a  male,  but  its  not 
“me”  =L 

(03:04:34  PM)  bradass87:  its...  odd 
(03:04:40  PM)  bradass87:  or  at  least  painful 

(03:05:31  PM)  bradass87:  8  months  ago,  if  you’d  have  asked  me  whether  i  wanted  i  would  identify 
as  female,  i’d  say  you  were  crazy 

(03:06:11  PM)  bradass87:  that  started  to  slip  very  quickly,  as  the  stresses  continued  and  piled  up 
(03:06:48  PM)  bradass87:  i  had  about  three  breakdowns...  successively  worse,  each  one  revealing 
more  and  more  of  mv  uncertainty  and  emotional  insecurity 

(03:07:57  PM)  bradass87:  now...  i  spend  a  lot  of  time  thinking  of  transitioning...  im  now  very 
familiar  with  the  process. . .  and  have  a  rough  plan  of  how  to  get  portions  of  it  to  work 
(03:10:34  PM)  info@adrianlamo.com:  *nod* 

(03:10:39  PM)  info@adrianlamo.com:  *makes  the  bed* 

(03:11:15  PM)  bradass87:  have  you  heard  similar? 

(03:11:22  PM)  info@adrianlamo.com:  yes 

(03:12:25  PM)  bradass87:  what  did  your  ex  say?  if  you  dont  mind  me  asking? 

(03:14:15  PM)  info@adrianlamo.com:  they  felt  uncomfortable  in  their  own  body,  they  hated  their 
genitals,  they  didn’t  like  looking  manly 

(03:14:49  PM)  bradass87:  im  uncomfortable  with  my  role  in  society  in  particular... 

(03:15:30  PM)  bradass87:  im  not  so  uncomfortable  with  my  genitalia,  i  mean,  it  works  for  me...  but  i 
dont  like  the  masculine  features  in  my  appearance 

(03:17:04  PM)  bradass87:  iwenton  leave  in  late  january/ early  february...  and...  i  cross-dressed, 
full  on...  wig,  breastforms,  dress,  the  works...  i  had  crossdressed  before...  but  i  was  public...  for  a 
few  days 

(03:17:33  PM)  bradass87:  i  blended  in.... 

(03:17:34  PM)  bradass87:  no-one  knew 

(03:18:06  PM)  bradass87:  the  first  thing  i  learned  was  that  chivalry  isn't  dead...  men  would  walk  out 
of  their  way  and  open  doors  for  me. . .  it  was  so  weird 

(03:18:19  PM)  info@adrianlamo.com:  awww. 
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(03:18:51  PM)  bradass87:  i  was  referred  to  as  “Ma’am”  or  “Miss"  at  places  like  Starbucks  and 
McDonalds  (hey,  im  not  a  fancy  eater) 

(03:19:35  PM)  bradass87:  i  even  took  the  Acela  from  DC  to  Boston...  whatever  compelled  me  to  do 

that...  idk...  but  i  wanted  to  see  my  then-still-boyfriend 

(03:20:01  PM)  bradass87:  i  rode  the  train,  dressed  in  a  casual  business  outfit 

(03:20:36  PM)  bradass87:  i  really  enjoyed  the  trip...  minus  the  conductor 

(03:21:06  PM)  bradass87:  as  he  asked  for  my  ID,  and  clipped  my  ticket...  he  made  a  fuss 

(03:21:24  PM)  info@adrianlamo.com:  that  sucks  =z 

(03:21:26  PM)  bradass87:  “Thank  you.  MISTER  Manning..." 

(03:21:31  PM)  info@adrianlamo.com:  asshole 
(03:21:35  PM)  info@adrianlamo.com:  him,  not  you 
(03:21:41  PM)  bradass87:  i  know 

(03:21:53  PM)  bradass87:  it  was...  an  experience  i  wont  forget. . . 

(03:22:36  PM)  bradass87:  i  mean...  99.9%  of  people  coming  from  iraq  and  afghanistan  want  to 
come  home,  see  their  families,  get  drunk,  get  laid... 

(03:22:56  PM)  bradass87:  i...  wanted  to  try  living  as  a  woman,  for  whatever  reason 

(03:23:14  PM)  bradass87:  obviously,  its  important  to  me...  since  there  were  plenty  of  other  things  i 

could’ve  done 

(03:23:23  PM)  info@adrianlamo.com:  Overall,  how  did  you  feel  about  your  sojourn? 

(03:25:50  PM)  bradass87:  idk.  i  just  kind  of  blended  in...  i  didn’t  have  to  make  an  effort  to  do  so,  it 
just  came  naturally. . .  instead  of  thinking  all  the  time  about  how  im  perceived,  being  self  conscious,  i 

just  let  myself  go . well,  i  was  still  self-concious,  but  in  a  different  way...  i  was  worried  about 

whether  i  looked  pretty,  whether  my  makeup  was  running,  whether  i  spilled  coffee  on  my  (expensive) 
outfit...  and  to  some  extent  whether  i  was  passing... 

(03:28:12  PM)  bradass87:  but  i  went  to  get  gas...  and  bought  cigarettes  (i  know,  need  to  quit)... 
and  the  man  asked  to  see  my  ID...  so  i  did...  and  he  about  had  a  heart  attack...  he  couldn’t  hoid 
himself  back,  he  looked  up  and  down  twice...  and  gave  me  this  look  like...  WTF,  it  is  the  same... 
handed  it  back  to  me...  and  tried  to  keep  himself  composed...  so  i  wasn’t  worried  about  whether  i 
was  passing  as  much,  because  he  had  no  idea  whatsoever 
(03:28:55  PM)  info@adrianlamo.com:  i  smoze  zero  to  five  a  day  myself. 

(03:29:44  PM)  bradass87:  but  the  point  was,  i  guess  my  face  is  androgynous  enough  that  i  can 
pass  with  ease 

(03:30:11  PM)  bradass87:  my  prominent  adams  apple  is  the  only  issue  i  was  concerned  about 
(03:30:26  PM)  bradass87:  so  i  wore  a  turtleneck,  and  had  collar  up  with  my  coat 
(03:30:29  PM)  info@adrianlamo.com:  yeah,  i’d  say  that  re.  the  former. 

(03:30:38  PM)  info@adrianlamo.com:  which  i  find  cute. 

(03:32:29  PM)  bradass87:  i  dont  think  i’d  need  much  work  done  for  FFS,  if  i  seeked  for  it 

(03:32:58  PM)  bradass87:  ‘sought  it 

(03:33:07  PM)  bradass87:  (my  english  is  BAD  today) 

(03:34:25  PM)  info@adrianlamo.com:  hey,  can  you  torrent  from  there 
(03:34:45  PM)  bradass87:  i’ve  tried...  it  eats  too  much  bandwidth 
(03:34:54  PM)  info@adrianlamo.com:  limit  it 
(03:35:00  PM)  info@adrianlamo.com:  with  utorrent 
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(03:35:14  PM)  bradass87:  tried...  its  just  networking 
(03:35:20  PM)  info@adrianlamo.com:  shame 
(03:35:23  PM)  bradass87:  satellite  cant  handle 

(03:36:05  PM)  bradass87:  one  of  the  reasons  its  taking  so  long  to  see  “Hackers  Wanted”...  still 
downloading  portions 

(03:36:14  PM)  info@adrianlamo.com:  *nod* 

(03:38:07  PM)  bradass87:  its  not  much  of  a  pic,  but  here’s  harry  pontinq 
http://farm4.static.flickr.com/3161/2814062Q24  c39d25f27d.jpg  the  man  who’s  mission  it  is  to  sell 

the  benefits  of  NCD  throughout  the  State  Department,  Military,  and  1C 

(03:38:18  PM)  bradass87:  i  feel  terribly,  terribly  sorry  for  the  guv  :( 

(03:39:17  PM)  bradass87:  im  not  a  bad  person,  i  keep  track  of  everything 

(03:39:30  PM)  bradass87:  i  watch  the  whole  thing  unfold...  from  a  distance 

(03:40:07  PM)  bradass87:  i  read  what  everyone  savs...  look  at  pictures...  keep  tabs...  and  feel  for 

them 

(03:40:18  PM)  bradass87:  since  im  basically  playing  a  vital  role  in  their  life 

(03:40:29  PM)  bradass87:  without  ever  meeting  them 

(03:40:53  PM)  bradass87:  i  was  like  that  as  an  intelligence  analyst  as  well 

(03:41:09  PM)  info@adrianlamo.com:  i  know  the  feeling,  in  a  wav. 

(03:41:44  PM)  bradass87:  most  didnt  care...  but  i  knew,  i  was  playing  a  role  in  the  lives  of  hundreds 

of  people,  without  them  knowing  them...  but  i  cared,  and  kept  track  of  some  of  the  details,  make 

sure  everybody  was  okav 

(03:42:07  PM)  bradass87:  them  knowing  me 

(03:43:27  PM)  bradass87:  i  dont  think  of  mvself  as  playing  “god”  or  anything,  because  im  not. . .  im 

just  playing  my  role  for  the  moment. ..  i  dont  control  the  wav  they  react 

(03:44:15  PM)  bradass87:  there  are  far  more  people  who  do  what  i  do.  in  state  interest,  on  daily 

basis,  and  dont  give  a  fuck 

(03:45:01  PM)  bradass87:  thats  how  i  try  to  separate  mvself 

(03:45:13  PM)  bradass87:  from  mv  (former)  colleagues 

(03:45:31  PM)  info@adrianlamo.com:  odds  are,  people  feel  the  same  way  about  you. 

(03:46:16  PM)  bradass87:  how  do  you  mean? 

(03:49:25  PM)  info@adrianlamo.com:  at  higher  or  different  levels,  making  decisions  that  affect 
you. 

(03:50:32  PM)  bradass87:  in  Ethan  McCord’s  case...  for  instance...  i  watched  the  guy  earlier  this 
year,  after  i  decided  to  release,  carrying  the  girl  and  boy  out  of  the  van...  and  imagining  his/her 
reaction  to  seeing  themselves  on  television,  again  and  again...  then  he  came  out  publicly  and  said 
so  on  Australian  television 

(03:51:08  PM)  bradass87:  how  he  saw  himself  on  television  that  is 
(03:51:36  PM)  bradass87:  coming  home  from  dropping  kids  off  school  at 
(03:51:48  PM)  bradass87:  or  picking  them  up...  cant  remember...  more  likely  picking  up 
(03:51:56  PM)  bradass87:  [afternoon  /  evening] 

(03:52:10  PM)  bradass87:  yes,  but  im  often  aware  of  who’s  making  decisions  that  affect  me 
(03:52:13  PM)  bradass87:  most  aren’t 
(03:52:28  PM)  info@adrianlamo.com:  who  is? 
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(03:52:49  PM)  info@adrianlamo.com:  making  them,  apart  from  immediate  superiors. 

(03:53:00  PM)  bradass87:  Commanders,  Politicians,  Journalists,  the  works...  i  try  to  keep  track 
(03:53:26  PM)  bradass87:  i  have  sources  in  the  White  House  re:  DADT  and  the  disaster  that  keeps 
going  on  with  that 

(03:53:49  PM)  info@adrianlamo.com:  anyone  i  should  know?  i'm  in  DC  a  lot. 

(03:53:52  PM)  bradass87:  not  to  mention  HRC 
(03:53:58  PM)  info@adrianlamo.com:  raised  there. 

(03:53:59  PM)  bradass87:  Shin  Inouye 

(03:54:32  PM)  info@adrianlamo.com:  from  grades  2-5 

(03:54:51  PM)  bradass87:  also,  some  Joint  Staff  people...  a  (bisexual)  LTC  at  the  Pentagon 
(03:55:42  PM)  bradass87:  only  agency  i  cant  get  information  out  of  at  the  highest  levels  is  the 
FBI...  i've  never  needed  a  source  there 

(03:56:16  PM)  info@adrianlamo.com:  anyone  I  should  talk  to  if  you  disappear  one  day? 

(03:56:29  PM)  bradass87:  good  question 

(03:57:10  PM)  bradass87:  i  gave  ex-bf  a  list...  some  use  he  is  now 
(03:57:29  PM)  info@adrianlamo.com:  I  have  more  cred  with  the  press  :x 
(03:57:37  PM)  bradass87:  indeed... 

(03:58:05  PM)  bradass87:  I’m  a  source  for  Chris  Johnson  of  Washington  Blade.  . .  i  feed  with  my 
sub-sources 

(03:59:03  PM)  bradass87:  not  to  mention  objective  personal  experience  of  DADT...  and  how  its 
actually  working  out  “on  the  ground” 

(03:59:11  PM)  info@adrianlamo.com:  what  about  the  sub-sources  themselves?  just  out  in  the 
cold? 

(03:59:38  PM)  bradass87:  yes,  they’re  politically  tied 
(04:00:50  PM)  bradass87:  so,  they  wouldn’t  be  in  the  cold,  per  se 
(04:00:57  PM)  bradass87:  but  i  would  disavow  them 

(04:00:58  PM)  info@adrianlamo.com:  ...  everything  else,  but  you  don’t  trust  me  with  that?  heh. 
(04:01:19  PM)  bradass87:  these  are  good  people,  who  just  happen  to  be  gay 
(04:01:29  PM)  bradass87:  it  would  be  wrong  of  me  to  confirm  /  deny 
(04:01:46  PM)  bradass87:  check  queerty.com  (mostly  accurate) 

(04:01:50  PM)  bradass87:  :P 

(04:01:52  PM)  info@adrianiamo.com:  fair  enough 

(04:02:16  PM)  bradass87:  ask  them,  not  me...  i  say 

(04:02:46  PM)  bradass87:  (i  keep  my  promises  to  my  friends,  believe  it  or  not) 

(04:03:15  PM)  info@adrianlamo.com:  I  can  respect  that. 

(04:03:21  PM)  info@adrianiamo.com:  And  do. 

(04:04:10  PM)  bradass87:  Just  hang  around  the  right  bars  at  the  right  times  in  Dupont  Circle...  and 
you  can  meet  them  yourself,  you  wouldn’t  need  me  =P 
(04:04:26  PM)  info@adrianlamo.com:  I  have.  Hung  out  there  :P 
(04:04:42  PM)  info@adrianlamo.com:  Any  bars  in  particular? 

(04:04:52  PM)  bradass87:  they  keep  freakin’  changing 
(04:05:14  PM)  info@adrianlamo.com:  heh 
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(04:05:16  PM)  bradass87:  changing  names  and  locations...  its  been  a  different  scene  every  time  i 
go  back  to  DC... 

(04:05:38  PM)  bradass87:  and  im  only  gone  4-6  months  each  time  =[ 

(04:06:22  PM)  bradass87:  i  usually  give  [redacted] a  call  if  i  need  to  know  whats  hot  in  town 
(04:07:47  PM)  bradass87:  here’s  some  public  advice: 
http.l com/ [redactedj/statusl [redacted]  =P 
(04:08:08  PM)  bradass87:  [Tweet  redacted] 

(04:09:11  PM)  bradass87:  i  was  [redacted]  s  first  boyfriend  after  [redacted] 

(04:09:28  PM)  bradass87:  i  encouraged  him  to  seek  out  relationships  again” 

(04:09:31  PM)  bradass87:  ” 

(04:10:04  PM)  bradass87:  now  he’s  engaged  to  his  fiancee  [redacted] 

(04:10:32  PM)  bradass87:  (im  a  pretty  connected  guy  for  a  ghost,  i  guess) 

(04:12:01  PM)  info@adrianlamo.com: :) 

(04:13:27  PM)  bradass87:  i  guess  in  a  way,  im  just  getting  started 

(04:13:43  PM)  bradass87:  i  mean...  im  not  even  23  ye 

(04:13:48  PM)  bradass87:  ‘yet 

(04:19:02  PM)  info@adrianlamo.com:  this  is  true 

(04:22:03  PM)  bradass87:  i  keep  my  DADT  trail  semi-secure 

(04:22:11  PM)  info@adrianlamo.com:  howso? 

(04:22:17  PM)  bradass87:  i  figure  its  plausible  deniability 
(04:22:43  PM)  bradass87:  for  the  more  extreme  stuff 
(04:22:56  PM)  info@adrianlamo.com:  ...  howso? 

(04:23:13  PM)  bradass87:  well,  if  investigated,  it  provides  a  huge  number  of  red  herrings 
(04:23:57  PM)  bradass87:  politically  sensitive...  it  would  be  a  small  domestic  scandal 
(04:25:33  PM)  bradass87:  one  of  my  contacts  is  the  Special  Forces  officer  who  was  involved  in  the 
(awful)  interrogation  of  John  Walker  Lindh 

(04:26:07  PM)  bradass87:  he  witnessed  the  death  of  his  CIA  colleagues 
(04:26:23  PM)  bradass87:  he’s  a  hero...  and  he’s  gay 
(04:27:34  PM)  bradass87:  ‘capture  and  interrogation  of 

(04:28:13  PM)  bradass87:  i  know,  its  all  very  complicated  and  difficult  to  believe,  which  is  good  for 
me 

(04:28:56  PM)  bradass87:  but,  i  hope  i  can  live  a  less  ambiguous  life  soon...  as  i  transition 
(04:29:30  PM)  info@adrianlamo.com:  I  wish  you  a  less  ambiguous  life  as  well. 

(04:29:41  PM)  bradass87:  thank  you 

(04:29:57  PM)  bradass87:  i  sincerely  believe  i  deserve  one  :( 

(04:31:26  PM)  bradass87:  http://en.wikipedia.org/wiki/Battle_of_Qala-i-Jangi 
(04:32:05  PM)  bradass87:  oh.  the  JTF  GTMO  papers...  Assange  has  those  too 
(04:32:16  PM)  info@adrianlamo.com:  Read  it 

(04:33:21  PM)  info@adrianlamo.com:  Anything  else  interesting  on  his  table,  as  a  former  collector 

of  interesting  .com  info? 

(04:33:44  PM)  bradass87:  idk...  i  only  know  what  i  provide  him  xD 
(04:34:14  PM)  info@adrianlamo.com:  what  do  you  consider  the  highlights? 
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(04:35:31  PM)  bradass87:  The  Gharani  airstrike  videos  and  full  report.  Iraq  war  event  log,  the 

“Gitmo  Papers”,  and  State  Department  cable  database 

(04:35:50  PM)  info@adrianlamo.com:  Not  too  shabby. 

(04:36:03  PM)  bradass87:  thats  just  me...  :$ 

(04:36:26  PM)  bradass87:  idk  about  the  rest...  he  ‘hopefully*  has  more 

(04:36:38  PM)  info@adrianlamo.com:  he  does. 

(04:36:52  PM)  info@adrianlamo.com:  i  tested  him  once. 

(04:37:03  PM)  info@adrianlamo.com:  i  donated  once  upon  a  time 
(04:37:17  PM)  info@adrianlamo.com:  the  donor  e-mail  solicitation  was  CC’d 
(04:37:19  PM)  bradass87:  and  leaked  the  list  of  donars 
(04:37:23  PM)  info@adrianlamo.com:  not  BCC’d 
(04:37:28  PM)  info@adrianlamo.com:  yeah. 

(04:37:31  PM)  bradass87:  ‘donor 

(04:37:44  PM)  info@adrianlamo.com:  he  ran  it  anyway. 

(04:37:51  PM)  bradass87:  >nod< 

(04:37:51  PM)  info@adrianlamo.com:  that’s  integrity. 

(04:38:14  PM)  bradass87:  well,  afaik,  he  made  an  attempt  to  contact  as  many  of  those  on  the  list  as 
possible 

(04:38:20  PM)  bradass87:  i  dont  know  if  thats  true 
(04:38:30  PM)  info@adrianlamo.com:  didn’t  contact  me  ;> 

(04:39:29  PM)  bradass87:  icelandic  reporters  from  RUV  travelled  to  baghdad  and  found  the  two 

kids,  and  the  reuters  staff  family 

(04:39:38  PM)  bradass87:  as  a  WL  “away  team” 

(04:40:25  PM)  bradass87:  btw...  i  just  finished  downloading  HW 

(04:42:16  PM)  bradass87:  im  not  sure  whether  i’d  be  considered  a  type  of  "hacker”,  “cracker”, 

“hacktivist”.  “leaker”  or  what. . . 

(04:42:26  PM)  bradass87:  im  just  me...  really 

(04:44:21  PM)  bradass87:  starts  off  like  every  physics  /  astro  class  intro...  ever 

(04:44:21  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 

(04:44:45  PM)  bradass87:  albeit  without  the  algebraic  proofs 

(04:45:20  PM)  info@adrianlamo.com:  or  a  spy  :) 

(04:45:48  PM)  bradass87:  i  couldn’t  be  a  spy... 

(04:45:59  PM)  bradass87:  spies  dont  post  things  up  for  the  world  to  see 
(04:46:14  PM)  info@adrianlamo.com:  Why?  Wikileaks  would  be  the  perfect  cover 

(04:46:23  PM)  info@adrianlamo.com:  They  post  what’s  not  useful 

(04:46:29  PM)  info@adrianlamo.com:  And  keep  the  rest 

(04:46:36  PM)  info@adrianlamo.com:  ‘devil’s  advocate* 

(04:46:55  PM)  bradass87:  too  much  Wayne  Madsen  for  you...  =P 
(04:47:42  PM)  info@adrianlamo.com:  :  P 

(04:48:10  PM)  info@adrianlamo.com:  i  didn’t  know  who  he  was  until  just  now 
(04:55:35  PM)  bradass87:  im  “pink  hat” 

(05:13:21  PM)  bradass87:  oh,  btw...  china  has  a  massive  botnet 

(05:13:21  PM)  info@adrianIamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 
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(05:13:31  PM)  bradass87:  45+  million,  grows  100,000  every  two  weeks 

(05:14:44  PM)  bradass87:  it  pings  eucom  and  pacom  servers  every  two  weeks  at  the  same  time... 
spread  out  slightly  to  prevent  the  bandwidth  from  being  detected  (it  was  identified  at  20  million  in  late 
2008) 

(05:14:54  PM)  bradass87:  *2008  ) 

(05:15:53  PM)  bradass87:  45+  million  ip  addresses...  i  figure  they  must  have  a  pre-installed  system 
on  consumer  electronics 

(05:20:00  PM)  bradass87:  are  you  familiar  with  the  Byzantine  problem  sets? 

(05:22:15  PM)  info@adrianlamo.com:  nope 

(05:23:10  PM)  bradass87:  Byzantine  is  the  code  word  for  all  the  Chinese  infiltration  problem  sets... 

the  ones  that  get  .mil  info...  as  well  as  penetrate  google  (like  what  became  public  earlier  this  year) 

(05:23:16  PM)  bradass87:  yahoo,  etc 

(05:23:23  PM)  bradass87:  mostly  .gov  and  mil 

(05:23:46  PM)  bradass87:  there  are  several  sub-problem  sets... 

(05:24:15  PM)  bradass87:  Byzantine  Candor,  for  instance 

(05:24:51  PM)  bradass87:  its  what  95%  of  information  warfare  people  work  on  in  DoD 
(05:25:15  PM)  bradass87:  china  can  knock  out  any  network  in  the  world  with  a  DDos 
(05:25:20  PM)  bradass87:  *DDoS 

(05:36:07  PM)  bradass87:  their  gateways  throughout  the  world  are  clearly  identified,  and  are  being 
tracked  carefully 

(05:36:07  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 
(05:46:21  PM)  info@adrianlamo.com:  interesting 

(05:47:21  PM)  info@adrianlamo.com:  yet  i  can  compromise  foreign  networks  because  they  speak 
machine  and  use  English-friendly  products. 

(05:47:47  PM)  bradass87:  yeah,  china  uses  a  lot  of  scripts...  poor  spear  fishing 
(05:48:37  PM)  bradass87:  they  dont  get  much,  since  they  cant  penetrate  the  airgap... 

(05:48:59  PM)  info@adrianlamo.com:  Do  you  know  of  any  ops  in  Colombia  other  than  anti-narco 
ones? 

(05:50:11  PM)  bradass87:  not  really...  i  know  of  state  department  initiatives  to  improve  relations 
with  Columbians...  mostly  because  of  our  poor  history  there...  and  because  we’re  still  tracking  FARC 

(05:50:30  PM)  info@adrianlamo.com:  Venezuela? 

(05:50:45  PM)  bradass87:  borders  watched  closely 
(05:51:12  PM)  info@adrianlamo.com:  But  nothing  specific? 

(05:51:24  PM)  bradass87:  smuggling,  trafficking...  for  some  reason  a  lot  of  DC  politicos  don’t  like 
Chavez 

(05:51:41  PM)  info@adrianlamo.com:  Imagine  that. 

(05:51:53  PM)  bradass87:  i  dont  give  specifics  unless  i  have  them  in  front  of  me,  sorry 

(05:52:09  PM)  info@adrianlamo.com:  why? 

(05:52:24  PM)  bradass87:  because  my  memory  sucks  sometimes 

(05:52:52  PM)  info@adrianlamo.com:  You’re  a  leftist,  I  take  it.  Not  a  bad  thing.  My  dad  has  a  book 
signed  by  Philip  Agee. 

(05:53:09  PM)  bradass87:  i  dont  have  a  doctrine 

(05:53:40  PM)  bradass87:  socialism  /  capitalism  are  the  same  thing  in  practice 
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(05:53:57  PM)  info@adrianlamo.com:  Everyone  does.  Our  beliefs  place  us  somewhere,  even  if  it’s 
“centrist" 

(05:54:15  PM)  bradass87:  i  know  i  do,  but  i  havent  quite  defined  it 
(05:54:17  PM)  info@adrianlamo.com:  except  apathetic 

(05:54:42  PM)  bradass87:  apathy  is  its  own  3rd  dimension...  i  have  special  graph  for  that...  =P 
(05:54:56  PM)  info@adrianlamo.com:  I’m  a  fan  of  of  realpolitik  myself. 

(05:55:10  PM)  bradass87:  i  dont  quite  know 

(05:55:34  PM)  bradass87:  seen  too  much  reality  to  be  “polar” 

(05:56:02  PM)  bradass87:  i  dont  like  dogma,  thats  one  thing  i  can  say  without  doubt... 

(05:56:13  PM)  info@adrianlamo.com:  Reality  ...  how  you  say,  is  what  you  can  getaway  with. 
(06:00:36  PM)  bradass87:  ive  seen  detailed  imagery  of  Columbia 
(06:01:00  PM)  bradass87:  as  well  as  tehran  streets...  haiti's  reconstruction 
(06:01:24  PM)  bradass87:  even  the  reykjavik  embassy  ;) 

(06:01:24  PM)  info@adrianlamo.com  <AUTO-REPLY>:  I’m  not  here  right  now 
(06:01:51  PM)  info@adrianlamo.com:  Colombia  with  an  o.  Pet  peeve. 

(06:02:08  PM)  bradass87:  my  bad 

(06:02:15  PM)  bradass87:  im  a  DC  guy,  it  slipped 

(06:02:27  PM)  info@adrianlamo.com:  They  have  McDonald’s  in  Tehran  yet? 

(06:02:41  PM)  bradass87:  no,  but  i  was  awestruck 
(06:03:09  PM)  info@adrianlamo.com:  not  familiar 

(06:03:26  PM)  bradass87:  public  transit  systems,  highways  systems,  its  a  very  advanced  city.  .  wav 
far  ahead  of  baghdad...  its  like  1980s  japan 

(06:04:17  PM)  bradass87:  still  behind  that  curve,  but  remarkably  advanced.  .. 

(06:04:47  PM)  bradass87:  definitely  a  comparasion  to  japan,  with  the  mountains  and  the  buildings 

placed  on  top  of  buildings  to  save  room 

(06:05:05  PM)  bradass87:  its  no  joke  of  a  city 

(06:08:53  PM)  info@adrianlamo.com:  What’s  your  greatest  fear? 

(06:09:24  PM)  bradass87:  dying  without  ever  truly  living 

(06:10:16  PM)  bradass87:  cliche,  but  honest 

(06:10:33  PM)  info@adrianlamo.com:  i  keep  forgetting  you’re  22 

(06:11:50  PM)  info@adrianlamo.com:  i  had  my  first  /really/  Itr  (more’n  six  months)  at  22 

(06:12:13  PM)  info@adrianlamo.com:  They  went  on  the  run  from  the  FBI  /w  me 

(06:12:30  PM)  info@adrianlamo.com:  that’s  love/ 

(06:12:46  PM)  info@adrianlamo.com:  Crazy  as  a  shithouse  rat,  tho. 

(06:16:09  PM)  bradass87:  lol 

(06:16:21  PM)  bradass87:  i  dont  know  if  i  can  meet  people  who  love  me 
(06:16:37  PM)  bradass87:  no-one  ever  sticks  around  long  enough  to  know  me 
(06:16:45  PM)  bradass87:  those  who  do,  become  good  friends... 

(06:16:51  PM)  bradass87:  but  thats  not  the  same 
(06:17:18  PM)  bradass87:  i  just  ended  my  first  Itr 
(06:17:30  PM)  bradass87:  so  im  probably  still  depressed 
(06:17:45  PM)  bradass87:  (i  dont  know  my  own  emotions  that  well) 

(06:17:58  PM)  bradass87:  [repression  is  a  bitch] 
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(06:19:08  PM)  bradass87:  i  often  get  to  know  people  intimately  well 
(06:19:14  PM)  bradass87:  but  it  doesn’t  reflect 
(06:24:29  PM)  bradass87:  ive  seen  far  more  than  a  22  y/o  should 
(06:25:00  PM)  info@adrianlamo.com:  so  had  I  =z 


IN  THE  UNITED  STATES  COURT  OF  APPEALS 
FOR  THE  ARMED  FORCES 


x 


JULIAN  ASSANGE  and  WIKILEAKS 


v . 


Petitioners, 


WRIT-APPEAL  PETITION  FOR 
REVIEW  OF  ARMY  COURT  OF 
CRIMINAL  APPEALS  DECISION 
ON  APPLICATION  FOR 
EXTRAORDINARY  RELIEF 


UNITED  STATES  OF  AMERICA  and 
LIEUTENANT  COLONEL  PAUL  ALMANZA, 


Army  Crim.  App.  Misc.  Dkt. 
No.  20111146 


Respondents . 


Preamble 


Petitioners  Julian  Assange  and  Wikileaks,  by  and  through 
their  undersigned  counsel,  respectfully  submit  this  Writ-Appeal 
Petition.  Petitioners  request  an  order  reversing  the  decision 
of  the  U.S.  Army  Court  of  Criminal  Appeals,  dated  December  16, 
2011,  denying  their  request  for  extraordinary  relief.  See  Exh. 
A.1  Reversal  is  necessary  to  assure  meaningful  access  to  the 
Article  32  proceedings  against  Mr.  Bradley  Manning  to  the  legal 
representatives  of  Petitioners,  whose  interests  are  seriously 
implicated  by  the  conduct  and  content  of  these  proceedings. 


1  Petitioners'  counsel  were  admitted  pro  hac  vice  by  the  U.S. 
Army  Court  of  Criminal  Appeals  for  purpose  of  litigating  the 
Petition.  To  the  extent  required,  they  separately  request 
permission  to  appear  pro  hac  vice  before  this  Court  for  the  same 
purpose.  Good  cause  exists  to  grant  this  request  given  the 
emergency  nature  of  the  relief  requested  and  the  serious  nature 
of  the  issues  at  stake  in  this  case.  Counsel  are  members  in 
good  standing  of  the  bar  in  New  York  State,  and  are  admitted  to 
practice  in  numerous  federal  courts. 
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History  of  the  Case 

On  the  evening  of  December  15,  2011,  Petitioners  filed  a 
petition  for  extraordinary  relief  before  the  U.S.  Army  Court  of 
Criminal  Appeals,  seeking  guaranteed  access  to  the  Article  32 
hearing  in  United  States  v.  Bradley  Manning,  which  commenced  on 
December  16,  2011,  at  Ft.  Meade,  Maryland.  Alternatively, 
Petitioners  requested  a  stay  of  the  proceedings  in  order  to  seek 
any  further  judicial  relief  that  might  be  necessary.  Although 
counsel  for  Petitioners  were  afforded  access  to  the  hearing  room 
on  the  first  day  of  the  proceedings,  their  request  for 
guaranteed  access  to  the  remainder  of  the  proceedings,  including 
any  closed  sessions  involving  classified  information,  was  denied 
by  the  Investigating  Officer  without  hearing  oral  argument  from 
Petitioners'  counsel.  Thus,  in  light  of  severely  limited  access 
to  the  live  hearing  room,  Petitioners'  counsel  have  no  assurance 
that  they  will  be  able  to  continue  to  observe  the  proceedings 
and  protect  Petitioners'  substantial  interests. 

Relief  Sought 

1.  Petitioners  request  an  order  reversing  the  decision  of 
the  U.S.  Army  Court  of  Criminal  Appeals  summarily  denying  their 
petition  for  extraordinary  relief. 

2.  Petitioners  request  a  writ  of  mandamus  to  compel  the 
Investigating  Officer  assigned  to  preside  over  the  Article  32 
hearing  in  this  case  to  provide  and  guaranty  access  for  counsel 
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for  Petitioners  to  the  proceedings  in  their  entirety  for  his 
non-US  and  US  counsel,  as  well  as  any  closed,  classified 
sessions  for  his  nominated  U.S.  counsel  who  maintains  Top 
Secret/Sensitive  Compartmentalized  Information  security 
clearance . 

Reasons  for  Granting  the  Writs 

Petitioners  respectfully  refer  the  Court  to  their  Petition 
for  Extraordinary  Relief  submitted  to  the  U.S.  Army  Court  of 
Criminal  Appeals.  Because  the  proceedings  in  United  States  v. 
Bradley  Manning  are  currently  underway,  and  because  of  the 
serious  nature  of  the  issues  at  stake  in  that  case  --  for 
Private  Manning  and  for  Petitioners  —  this  application  involves 
extraordinary  circumstances  warranting  the  Court's  immediate 
review.  Thus,  in  the  interest  of  time  and  in  order  to  obtain 
expeditious  relief.  Petitioners  stand  on  their  prior  submission 
to  the  U.S.  Army  Court  of  Criminal  Appeals.  See  Exh.  B. 

In  addition,  Petitioners  contend  that  the  Court's  decision 
denying  their  petition  was  legally  erroneous  and  an  abuse  of 
discretion  because  it  failed  to  offer  any  factual  or  legal 
explanation  or  justification  for  the  ruling.  The  court  also 
apparently  failed  to  apply  established  legal  precedent  ensuring 
the  public  right  of  access  to  judicial  proceedings, 
including  Article  32  proceedings,  or  to  consider  Petitioners' 
obvious,  unique  interests  in  observing  the  Manning  proceedings 
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first-hand  in  their  entirety.  Indeed,  the  court  apparently 
failed  to  recognize  the  potentially  serious  ramifications  of 
denying  Petitioners'  counsel  guaranteed  access  to  the 
proceedings,  not  only  in  connection  with  the  Manning  case  but 
also  in  connection  with  any  threatened  criminal  prosecution  of 
Mr.  Assange  in  the  Eastern  District  of  Virginia,  as  well  as  any 
future  request  to  extradite  him  to  the  United  States. 

In  light  of  the  extant  criminal  investigation  of  Mr. 
Assange,  Mr.  Assange  and  Wikileaks  have  a  manifest  and 
compelling  interest  in  having  their  counsel  attend  Private 
Manning's  proceedings.  This  interest  was  highlighted  during  the 
very  course  of  proceedings  on  December  16,  2011.  Mr.  Coombs, 
counsel  for  Private  Manning,  reiterated  in  argument  the  very 
serious  nature  of  the  allegations  against  Private  Manning  - 
alleged  to  be  a  WikiLeaks  source  -  emphasizing  that  the  charge 
of  "aiding  the  enemy"  carries  the  death  penalty.  Mr.  Coombs 
made  specific  representations  about  the  potential  for  pressure 
upon  Private  Manning  to  accept  a  plea  bargain  in  order  to 
implicate  Mr.  Assange  and  WikiLeaks  in  the  ongoing  Department  of 
Justice  criminal  investigation.  In  addition,  Mr.  Coombs  sought 
recusal  of  the  Article  32  Investigating  Officer  specifically 
because  of  that  Officer' s  employment  with  the  Department  of 
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Justice.2  This  further  underscores  the  interconnectedness  of 
this  Article  32  proceeding  and  jeopardy  to  Mr.  Assange's 
interests . 

Further,  by  their  very  nature.  Article  32  proceedings  do 
not  result  in  verbatim  transcripts  of  proceedings  that  are 
accessible  to  the  public  or  to  parties  with  a  serious  interest 
in  the  case,  which  serves  to  amplify  the  injustice  of  the  Army 
Court  of  Criminal  Appeals'  decision  to  refuse  to  grant 
WikiLeaks'  legal  representatives  guaranteed  access  to  the 
hearing.  It  is  also  our  understanding  that  the  relevant 
authorities  will  not  provide  WikiLeaks'  representatives  access 
to  verbatim  transcripts,  despite  our  obvious  interests  in  the 
proceedings.  Without  guaranteed  access  to  attend  the 
proceedings  (in  both  opened  and  classified  sessions  of  the 
proceedings),  they  are  unable  to  assess  the  evidence  presented 
against  WikiLeaks'  alleged  source  or  against  WikiLeaks  itself 
and  Mr.  Assange. 

Finally,  the  U.S.  legal  representative  of  Wikileaks'  and 
Mr.  Assange,  Amanda  Jacobsen,  maintains  Top  Secret/Sensitive 
Compartmentalized  Information  ("TS/SCI")  security  clearance. 

2  It  would  appear  that  the  Investigating  Officer  has  a 
conflict  of  interest,  insofar  as  decisions  he  would  make  in 
favor  of  Mr.  Manning  (or  protective  of  Wikileaks'  interests)  and 
contrary  to  the  interests  of  the  United  States,  may  affect  his 
employment  status,  prospects  or  reputation  with  the  Department 
of  Justice. 
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Under  relevant  military  guidelines,  and  based  on  the  foregoing, 
Ms.  Jacobsen  will  plainly  have  a  "need  to  know"  information 
arising  from  these  proceedings  that  implicate  our  clients' 
interests.  Accordingly,  she  should  have  the  opportunity  to 
address  the  Tribunal  on  her  "need  to  know"  information  in 
situations  in  which  the  Tribunal  seeks  to  close  proceedings  to 
the  public. 


Conclusion 

For  these  reasons,  and  the  reasons  set  forth  below  in  the 

Petition  below,  the  Writ-Appeal  Petition  should  be  granted. 

Date:  New  York,  New  York 

December  17,  2011 

Respectfully  submitted. 


/s/  Baher  Azmy _ 

Vincent  Warren,  Executive  Director 
Baher  Azmy,  Legal  Director 
Michael  Ratner,  President  Emeritus 
CENTER  FOR  CONSTITUTIONAL  RIGHTS 
666  Broadway,  7th  Floor 
New  York,  New  York  10012 
Tel:  (212)  614-6464 
Fax:  (212)  614-6499 

Counsel  for  Julian  Assange 
and  Nikileaks 
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I  hereby  certify  on  this  17th  day  of  December  2011,  I 
caused  the  foregoing  Writ-Appeal  Petition  to  be  filed  with  the 
Court  electronically,  and  served  on  Respondents,  via  overnight 
mail,  at  the  following  address: 


Lt.  Col.  Paul  Almanza 
U.S.  Army  Reserve  Judge 
150th  Legal  Support  Organization 
Ft.  Meade,  MD  20755 


Is/  Baher  Azmy 
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UNITED  STATES  ARMY  COURT  OF  CRIMINAL  APPEALS 

Before 

SIMS,  COOK,  and  GALLAGHER 
Appellate  Military  Judges 

JULIAN  ASSANGE  and  WIKILEAKS, 

Petitioners 

v. 

THE  UNITED  STATES  OF  AMERICA  and 
Lieutenant  Colonel  PAUL  ALMANZA 
Respondents 

ARMY  MISC  20111146 


ORDER 


The  Petitioners’  request  to  appear  pro  hac  vice  for  the  limited  purpose  of 
litigating  their  petition  is  GRANTED.  On  consideration  of  the  Petition  for 
Extraordinary  Relief  in  the  Nature  of  Writs  of  Mandamus  and  Prohibition,  the 
petition  is  DENIED.  Petitioners’  request  to  stay  proceedings  in  the  court-martial  oi 
United  States  v.  Manning  is  DENIED. 

DATE:  1 6  December  20 1 1 


FOR  THE  COURT:  \ 


Clerk  of  Court 


C.F:  JALS-DA 
JALS-GA 
JALS-TJ 
JALS-CR4 
Petitioner 
Respondent 


Q 


9 


Exhibit  B 


o 


IN  THE  UNITED  STATES  ARMY 
COURT  OF  CRIMINAL  APPEALS 


JULIAN  ASSANGE  and  WIKILEAKS, 

Petitioners, 


UNITED  STATES  OF  AMERICA  and 
LIEUTENANT  COLONEL  PAUL  ALMANZA, 


Respondents . 


Docket  No.  ARMY 


Article  32  Hearing  in 
United  States  v.  Manning, 
Ft.  Meade,  Maryland 

DATED:  15  December  2011 


PETITION  FOR  EXTRAORDINARY  RELIEF  IN  THE  NATURE  OF  WRITS 
OF  MANDAMUS  AND  PROHIBITION,  OR,  ALTERNATIVELY,  APPLICATION 
FOR  STAY  OF  PROCEEDINGS,  AND  SUPPORTING  MEMORANUM  OF  LAW 

Petitioners  Julian  Assange  and  Wikileaks,  by  and  through 

their  undersigned  counsel,  respectfully  submit  this  request  for 

extraordinary  relief,  pursuant  to  the  All  Writs  Act,  28  U.S.C. 

§  1651(a),  Rules  2(b)  and  20  of  the  Courts  of  Criminal  Appeals 

Rules  of  Practice  and  Procedure,  and  Rules  20.1  and  20.2  of  the 

U.S.  Army  Court  of  Criminal  Appeals  Rules. 

Statement  of  the  Case  and  Issues  Presented 
On  November  28,  2010,  the  Wikileaks  media  organization  and 
its  publisher  Julian  Assange  commenced  reporting  on  thousands  of 
allegedly  classified  and  unclassified  U.S.  State  Department 
diplomatic  cables.  The  cables  were  also  published  by  other 
national  and  international  media  organizations,  including  The 
New  York  Times,  The  Guardian,  Der  Spiegel,  Le  Monde,  and  El 


& 

Pais.  To  our  knowledge,  the  U.S.  government  has  never 
officially  confirmed  or  denied  whether  any  of  the  cables  are 
indeed  classified.  However,  the  government  has  targeted  and 
threatened  Mr.  Assange,  Wikileaks,  and  their  supporters, 
employees  and  contractors  around  the  world  with  criminal 
prosecution  arising  from  their  journalistic  activities. 

Although  the  U.S.  government  has  never  successfully 
prosecuted  anyone  accused  of  soliciting  or  receiving  allegedly 
classified  information,  federal  prosecutors  have  reportedly 
convened  a  grand  jury  in  the  Eastern  District  of  Virginia  to 
investigate  whether  Mr.  Assange  conspired  with  Army  Private 
Bradley  Manning  to  violate  the  Espionage  Act  of  1917,  18  U.S.C. 

§  793  et  seq.f  and  other  federal  laws.  The  grand  jury 
investigation  —  conducted  entirely  in  secret,  without  any 
involvement  permitted  by  defense  counsel,  and  in  a  district  with 
the  highest  concentration  of  military  and  government  jurors  in 
the  United  States  —  so  far  has  included  the  issuance  of 
subpoenas  that  reportedly  name  Mr.  Assange,  Wikileaks  and 
Private  Manning.  These  production  orders  have  been  served  in 
relation  to  Wikileaks'  supporters  on  media  companies  such  as 
Google  and  Twitter. 

In  addition,  and  of  paramount  importance  here.  Private 
Manning  was  arrested  in  May  2010  in  Iraq  on  suspicion  that  he 
provided  the  diplomatic  cables  (and  possibly  other  allegedly 


2 


J 


Q 

classified  information)  to  Mr.  Assange  and/or  Wikileaks. 

Private  Manning  now  faces  the  possibility  of  court-martial  for 
offenses  including  aiding  the  enemy  in  violation  of  Article  104 
of  the  Uniform  Code  of  Military  Justice.  These  offenses  are 
serious  but  wholly  unproven.  There  is  strong  evidence  that 
Private  Manning  has  nonetheless  suffered  serious  human  rights 
violations  as  a  result  of  these  unproven  claims,  including 
prolonged  isolation  and  sensory  deprivation,  and  other  torture 
or  cruel,  inhuman  and  degrading  treatment  reminiscent  of  the 
worst  abuses  at  Guantanamo  Bay.  The  U.S.  government  has  notably 
refused  to  allow  the  United  Nations  Special  Rapporteur  for 
Torture  to  adequately  assess  Private  Manning's  treatment  and 
conditions . 

It  is  in  this  context  that  Private  Manning's  Article  32 
hearing  is  scheduled  to  commence  at  Ft.  Meade,  Maryland,  on 
Friday,  December  16,  2011.  Notwithstanding  the  intense  public 
interest  in  this  case,  and  Petitioners'  obvious,  unique  interest 
in  these  proceedings,  as  described  below  the  limited  procedures 
established  to  allow  public  access  to  the  proceedings  are 
plainly  insufficient  to  ensure  that  Mr.  Assange  and  Wikileaks, 
by  and  through  their  counsel,  are  able  fully  and  adequately  to 
observe  the  proceedings  and  safeguard  their  rights  and 
interests,  as  well  as  Private  Manning's  legal  and  humanitarian 
rights  and  the  right  of  the  public  access  to  the  proceedings. 
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Indeed,  Respondents  have  failed  and  refused  to  guaranty  access 
to  Petitioners'  counsel  despite  repeated  communications  and 
requests  via  telephone,  email  and  letter  to  the  U.S.  Army 
District  of  Washington  Public  Affairs  Office  and  officials  at 
Ft.  Meade.  See,  e.g.,  Attachment  (letter  requesting  access). 

Accordingly,  the  failure  and  refusal  to  respond  to 
Petitioners'  request  for  guaranteed  access  to  the  Article  32 
hearing  in  this  case,  and  the  lack  of  adequate  capacity 
otherwise  to  accommodate  the  media  and  other  interested  parties 
such  as  Mr.  Assange  and  Wikileaks,  constitutes  a  constructive, 
blanket  denial  of  public  access  to  the  proceedings.  Petitioners 
thus  request  that  the  Court  grant  relief  as  follows. 

Specific  Relief  Sought 

1.  Petitioners  request  a  writ  of  mandamus  to  compel  the 
Investigating  Officer  assigned  to  preside  over  the  Article  32 
hearing  in  this  case  to  provide  and  guaranty  access  for  counsel 
for  Petitioners  to  the  proceedings  in  their  entirety. 

2.  Petitioners  request  a  writ  of  prohibition  to  reverse 
and  undo  the  current  procedures  affording  limited  access  to  the 
Article  32  hearing,  which  constitute  a  constructive,  blanket 
denial  of  the  right  of  public  access  to  the  proceedings. 

3.  Alternatively,  Petitioners  request  an  order  staying 
the  Article  32  hearing  in  order  to  allow  the  Court  to  consider 
this  Petition,  and  to  allow  Petitioners  to  seek  any  further 
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judicial  relief  which  may  be  necessary  to  protect  Petitioners' 
rights  and  interests  in  these  proceedings. 

Reasons  for  Granting  the  Writs 

The  Court  should  grant  the  requested  relief,  pursuant  to 
the  All  Writs  Act,  28  U.S.C.  §  1651(a),  to  open  the  proceedings 
and  ensure  access  for  the  public  generally  and  for  Mr .  Assange 
and  Wikileaks  specifically.  Relief  should  be  granted  because 
this  matter  involves  exceptional  circumstances  warranting  the 
Court's  intervention  at  this  time,  relief  has  been  requested  but 
cannot  be  obtained  in  any  other  form  or  in  any  other  court,  and 
issuance  of  the  writs  will  aid  the  Court's  jurisdiction. 
Respondents'  decision  effectively  to  close  the  proceedings  and 
deny  access  to  Petitioners,  particularly  given  their  unique 
interest,  is  clearly  erroneous  and  amounts  to  usurpation  of 
authority. 

A.  Right  of  Public  Access 

The  Court's  authority  to  act  on  the  merits  of  this  Petition 
and  grant  relief  is  clear  and  indisputable.  See  Denver  Post  Co. 
v.  United  States ,  Army  Misc.  20041215  (A.C.C.A.  2005),  available 
at  2005  CCA  LEXIS  550  (exercising  jurisdiction  and  granting  writ 
of  mandamus  to  allow  public  access  to  Article  32  proceedings) . 
Equally  established  and  uncontroversial  is  the  right  of  public 
access  to  judicial  proceedings,  including  Article  32  hearings, 
which  may  be  overcome  only  on  a  "case— by— case,  witness— by— 
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witness,  and  circumstance-by-circumstance  basis."  ABC,  Inc.  v. 
Powell,  47  M.J.  363,  365  (C.A.A.F.  1997),  available  at  1997  CAAF 
LEXIS  74.  The  right  of  public  access  is  rooted  in  the  common 
law  and  the  First  Amendment  to  the  United  States  Constitution. 
See,  e.g.,  Nixon  v.  Warner  Commc'ns,  Inc.,  435  U.S.  589,  597 
(1978);  In  re  Washington  Post  Co.,  807  F . 2d  383,  390  (4th  Cir. 
1986);  Washington  Post  Co.  v.  Robinson,  935  F.2d  282,  287  (D.C. 
Cir.  1991). 

The  right  of  public  access  exists  to  ensure  that  courts 
have  a  "measure  of  accountability"  and  to  promote  "confidence  in 
the  administration  of  justice."  United  States  v.  Amodeo,  71 
F .  3d  1044,  1048  (2d  Cir.  1995).  Access  to  information  is 
especially  important  when  it  concerns  matters  relating  to 
national  defense  and  foreign  relations,  where  public  scrutiny  is 
the  only  effective  restraint  on  government.  See  New  York  Times 
v.  United  States,  403  U.S.  713,  728  (1971)  (Stewart,  J., 
concurring)  ("In  the  absence  of  the  governmental  checks  and 
balances  present  in  other  areas  of  our  national  life,  the  only 
effective  restraint  upon  executive  policy  and  power  in  the  areas 
of  national  defense  and  international  affairs  may  lie  in  an 
enlightened  citizenry  —  in  an  informed  and  critical  public 
opinion  which  alone  can  here  protect  the  values  of  democratic 
government . " ) . 
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The  Supreme  Court  has  repeatedly  stated  that  openness  has  a 
positive  effect  on  the  truth-determining  function  of 
proceedings.  See  Gannett  Co.  v.  DePasquale,  443  U.S.  368,  383 
(1979)  ("Openness  in  court  proceedings  may  improve  the  quality 
of  testimony,  induce  unknown  witnesses  to  come  forward  with 
relevant  testimony,  cause  all  trial  participants  to  perform 
their  duties  more  conscientiously");  Richmond  Newspapers ,  Inc. 
v.  Virginia,  448  U.S.  555,  596  (1980)  (open  trials  promote  "true 
and  accurate  fact-finding")  (Brennan,  J.,  concurring);  Globe 
Newspaper  Co.  v.  Superior  Court,  457  U.S.  596,  606  (1982) 
("[Pjublic  scrutiny  enhances  the  quality  and  safeguards  the 
integrity  of  the  factfinding  process.");  see  also  Brown  & 
Williamson  Tobacco  Corp.  v.  FTC,  710  F.2d  1165,  1179  (6th  Cir . 
1983)  ( Gannett' s  beneficial  "fact-finding  considerations" 

militate  in  favor  of  openness  "regardless  of  the  type  of 
proceeding").  This  effect  is  tangible,  not  speculative:  the 
Court  has  held  that  openness  can  affect  outcome.  Accordingly, 
if  the  government  attempts  to  restrict  or  deny  the  right  of 
access,  it  bears  the  burden  of  by  showing  that  the  limitation  is 
necessary  to  protect  a  compelling  government  interest  and  is 
narrowly  tailored  to  serve  that  interest.  See,  e.g.,  Robinson, 
935  F . 2d  at  287. 

In  contravention  of  these  authorities.  Petitioners  are 
informed  and  believe  that  Respondents  in  this  case  have  set 
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aside  only  about  eight  seats  in  the  Article  32  hearing  room,  for 
members  of  the  media  selected  by  the  U.S.  Army  District  of 
Washington  Public  Affairs  Office,  based  on  undisclosed  criteria. 
They  also  understand  that  a  limited  number  of  other  members  of 
the  media  and  the  general  public  will  be  selected  by  lottery  to 
observe  the  proceedings  in  an  overflow  room  via  limited  video 
feed.  These  procedures  are  plainly  insufficient  to  ensure  that 
Wikileaks  and  Mr.  Assange,  by  and  through  their  counsel,  are 
able  fully  and  adequately  to  observe  the  proceedings  and 
safeguard  their  rights  and  interests. 

B .  Due  Process  Rights 

These  rights  and  interests  of  Mr.  Assange  and  Wikileaks  may 
include,  among  others,  their  Fifth  Amendment  due  process  rights 
and  their  Sixth  Amendment  interest  in  confronting  any 
allegations  against  them,  particularly  as  relates  to  the  grand 
jury  investigation  in  the  Eastern  District  of  Virginia,  which  is 
apparently  targeting  Mr.  Assange  in  connection  with  matters  that 
will  likely  be  addressed  at  Private  Manning's  Article  32 
hearing.  Access  is  also  important  to  protect  Private  Manning's 
legal  right  to  a  fair  and  impartial  hearing,  and  his 
humanitarian  right  to  be  free  of  torture  and  other  unlawful 
abuse,  as  well  as  the  general  right  of  public  access  to  the 
proceedings . 
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As  set  forth  above,  Petitioners'  unique  interest  in  these 
proceedings  is  obvious.  If  prior  official  statements  relating 
to  Private  Manning  -  both  on  and  off  the  record  -  are  to  be 
believed,  it  is  nearly  certain  that  allegations  regarding  Mr. 
Assange  and  Wikileaks  will  be  disclosed  in  these  proceedings. 

See,  e.g.,  Ellen  Nakashima  &  Jerry  Markon,  WikiLeaks  Founder 
Could  Be  Charged  Under  Espionage  Act,  Wash.  Post,  Nov.  30,  2010 
(quoting  Attorney  General  Eric  Holder  and  other  government 
sources);  Charlie  Savage,  U.S.  Tries  to  Build  Case  for 
Conspiracy  by  Wikileaks,  N.Y.  Times,  Dec.  15,  2010  (same). 

Mr.  Assange  and  Wikileaks  need  to  know  what  those 
allegations  may  include  in  order  to  ensure  the  proceedings  are 
as  open,  honest  and  transparent  as  possible.  Consistent  with 
the  fact-finding  purpose  of  open  trials,  which  the  Supreme  Court 
has  held  may  affect  their  outcome.  Petitioners'  counsel  must 
have  the  ability  to  observe  the  proceedings  in  their  entirety  in 
order  to  evaluate  live  witness  testimony  and  other  evidence  as 
it  is  presented.  Counsel  also  must  have  access  to  the  hearing 
room  (rather  than  the  overflow  room)  so  that  they  may  object  and 
request  permission  to  be  heard  if  the  Investigating  Officer 
determines  that  it  may  be  necessary  to  close  portions  of  the 
hearing.1  Factual  assertions  made  in  these  proceedings  may  well 

1  To  the  extent  that  portions  of  the  proceedings  may  be  closed  to 
protect  classified  information,  CCR  requests  that  its  attorneys 
who  already  hold  security  clearances  be  allowed  to  observe  the 
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be  erroneous,  and  counsel  for  Wikileaks  and  Mr.  Assange  are  in 
the  best  position  to  evaluate  them  and  promptly  correct  the 
record  as  may  be  necessary  to  prevent  further  substantial 
prejudice  to  Private  Manning,  and  to  protect  the  interests  of 
Mr.  Assange,  Wikileaks  and  their  supporters  in  connection  with 
these  proceedings  and  other  ongoing  or  possible  future 
proceedings  here  and  abroad,  including  the  grand  jury 
investigation  and  any  threatened  prosecution  of  Mr.  Assange,  as 
well  as  any  request  for  his  extradition  to  the  United  States. 
Transparency  and  accountability  are  especially  important  in 
military  proceedings  such  as  these  because  "military  trial 
courts  in  our  country  are  not  standing  or  permanent  courts,"  and 
may  be  convened  by  various  commanding  officers  without  any 
centralized  oversight  at  the  trial  stage.  See  Eugene  R.  Fidell, 
Accountability,  Transparency  &  Public  Confidence  in  the 
Administration  of  Military  Justice,  9  Green  Bag  2d  361  (2006) . 


closed  sessions  on  the  ground  that  Wikileaks  and  Mr.  Assange 
plainly  have  a  "need  to  know"  all  information  concerning  them. 
For  example,  it  would  be  necessary  for  counsel  to  evaluate 
whether  information  was  improperly  deemed  classified  in  order  to 
conceal  evidence  of  illegality  or  prevent  embarrassment  to  the 
Executive  Branch.  At  a  minimum,  the  proceedings  should  be 
delayed  to  permit  a  "need  to  know"  determination  to  be  made  by 
the  relevant  agencies  and  reviewed  by  the  courts. 
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Conclusion 

For  these  reasons,  the  Petition  should  be  granted. 

Date:  New  York,  New  York 

December  15,  2011 

Respectfully  submitted. 


/s/  Baher  Azmy _ 

Vincent  Warren,  Executive  Director 
Baher  Azmy,  Legal  Director 
Michael  Ratner,  President  Emeritus 
CENTER  FOR  CONSTITUTIONAL  RIGHTS 
666  Broadway,  7th  Floor 
New  York,  New  York  10012 
Tel:  (212)  614-6464 
Fax:  (212)  614-6499 

Counsel  for  Julian  Assange 
and  Wikileaks2 


2  Petitioners'  counsel  are  not  admitted  to  practice  before  the 
Court  and  therefore  request  permission,  pursuant  to  Rule  8(c)  of 
the  Courts  of  Criminal  Appeals  Rules  of  Practice  and  Procedure, 
to  appear  pro  hac  vice  for  the  limited  purpose  of  litigating 
this  Petition.  Good  cause  exists  to  grant  this  request  given 
the  emergency  nature  of  the  relief  requested  and  the  serious 
nature  of  the  issues  at  stake  in  this  case.  Counsel  are  members 
in  good  standing  of  the  bar  in  New  York  State,  and  are  admitted 
to  practice  before  various  federal  courts. 
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Certificate  of  Service 

I  hereby  certify  on  this  15th  day  of  December  2011,  I 
caused  the  foregoing  Petition  for  Extraordinary  Relief  to  be 
filed  with  the  Court,  via  facsimile  and  overnight  mail,  and 
served  on  Respondents,  via  overnight  mail,  at  the  following 
addresses : 


U.S.  Army  Court  of  Criminal  Appeals 

Office  of  the  Clerk  of  Court 

9275  Gunston  Road 

Fort  Belvoir,  VA  22060-5546 

Fax:  703-806-0124 

-  and  - 

Clerk  of  Court 

U.S.  Army  Judiciary  (JALS-CC) 

901  North  Stuart  Street,  Suite  1200 
Arlington,  VA  22203-1837 
Fax:  703-696-8777 


-  and  - 

Lt.  Col.  Paul  Almanza 
U.S.  Army  Reserve  Judge 
150th  Legal  Support  Organization 
Ft.  Meade,  MD  20755 


/s/  Baher  Azmy 
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centerforconstitutionalrighis 


December  13,  201 1 


Via  Federal  Express 


Investigating  Officer 

c/o  Military  District  of  Washington 

Public  Affairs  Office 

103  Third  Avenue 

Washington,  D.C.  20319 

Re:  United  States  v.  Bradley  Manning 

Dear  Sir: 

The  Center  for  Constitutional  Rights  (CCR)  represents  the  Wikileaks  media  organization  and 
its  publisher  Julian  Assange  regarding  access  to  the  Article  32  proceedings  in  United  States  v.  Bradley 
Manning,  scheduled  to  begin  at  Fort  Meade,  Maryland,  on  December  16,  201 1 .  We  request  that  you 
allocate  two  seats  in  the  hearing  room,  for  a  CCR  attorney  and  for  Mr.  Assange's  non-U.S.  counsel 
Jennifer  Robinson,  so  that  they  may  observe  the  proceedings  on  behalf  of  our  clients. 

We  understand  from  telephone  calls  and  written  communications  with  the  U.S.  Army  District 
of  Washington  Public  Affairs  Office  and  officials  at  Fort  Meade  that  only  about  eight  seats  in  the 
hearing  room  will  be  set  aside  for  members  of  the  media  selected  by  the  Public  Affairs  Office.  We 
also  understand  that  a  limited  number  of  other  members  of  the  media  and  the  general  public  will  be 
selected  by  lottery  to  observe  the  proceedings  in  an  overflow  room  via  limited  video  feed.  These 
procedures  are  plainly  insufficient  to  ensure  that  Wikileaks  and  Mr.  Assange,  by  and  through  their 
counsel,  are  able  fully  and  adequately  to  observe  the  proceedings  and  safeguard  their  rights  and 
interests,  including  under  the  Fifth  and  Sixth  Amendments  to  the  Constitution,  as  well  as  Private 
Bradley  Manning’s  legal  and  humanitarian  rights  and  the  right  of  public  access  to  the  proceedings. 

Our  clients’  unique  interest  in  these  proceedings  is  obvious.  For  more  than  a  year,  there  has 
been  intense  worldwide  speculation  that  hundreds  of  thousands  of  allegedly  classified  diplomatic 
cables  published  by  Wikileaks  -  as  well  as  The  New  York  Times,  The  Guardian,  and  other  international 
media  organizations  —  were  provided  to  Wikileaks  and  Mr.  Assange  by  Private  Manning.  There  is 
strong  evidence  that  Private  Manning  has  suffered  serious  human  rights  violations  as  a  result  of  those 
unproven  claims,  including  prolonged  isolation  and  sensory  deprivation,  and  other  torture  or  cruel, 
inhuman  and  degrading  treatment  reminiscent  of  the  worst  abuses  at  Guantanamo  Bay.  (Throughout 
all  of  his  detention,  the  U.S.  government  has  refused  to  allow  the  United  Nations  Special  Rapporteur 
for  Torture  to  adequately  assess  Private  Manning’s  treatment  and  conditions.)  If  prior  official 
statements  relating  to  Private  Manning  are  to  be  believed,  it  is  nearly  certain  that  allegations  regarding 
Wikileaks  and  Mr.  Assange  will  be  disclosed  in  these  proceedings. 
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Mr.  Assange  and  Wikiteaks  need  to  know  what  those  allegations  may  include  in  order  to  ensure 
the  proceedings  are  as  open,  honest  and  transparent  as  possible.  Their  counsel  must  have  the  ability  to 
observe  the  proceedings  in  their  entirety  in  order  to  evaluate  live  witness  testimony  and  other  evidence 
as  it  is  presented.*  Factual  assertions  made  in  these  proceedings  may  well  be  erroneous,  and  counsel 
for  Wikileaks  and  Mr.  Assange  are  in  the  best  position  to  evaluate  them  and  promptly  correct  the 
record  as  may  be  necessary  to  prevent  further  substantial  prejudice  to  Private  Manning,  and  to  protect 
the  interests  of  Mr.  Assange,  Wikileaks  and  their  supporters  in  connection  with  these  proceedings  and 
other  ongoing  or  possible  future  proceedings  here  and  abroad.  Transparency  and  accountability  are 
especially  important  in  military’  proceedings  such  as  these  because  “military  trial  courts  in  our  country 
are  not  standing  or  permanent  courts,’’  and  may  be  convened  by  various  commanding  officers  without 
any  centralized  oversight  at  the  trial  stage.  See  Eugene  R.  Fidell,  Accountability,  Transparency  & 
Public  Confidence  in  the  Administration  of  Military  Justice,  9  Green  Bag  2d  361  (2006). 

Mr.  Assange  also  notably  has  a  particular  personal  interest  in  the  Article  32  proceedings 
because  it  appears  that  federal  prosecutors  in  the  Eastern  District  of  Virginia  have  been  issuing 
subpoenas  to  supporters  of  Wikileaks  in  order  to  investigate  matters  that,  based  on  prior  official 
statements,  will  likely  be  addressed  in  Private  Manning’s  Article  32  proceedings.  It  has  been  reported 
that  these  subpoenas  are  the  result  of  a  grand  jury  process  that  has,  as  is  the  norm  in  the  United  States, 
taken  place  entirely  in  secret  without  any  involvement  permitted  by  defense  counsel,  in  a  district  that 
has  the  highest  concentration  of  military  and  government  jurors  in  the  nation.  The  names  of  Mr. 
Assange.  Wikileaks.  and  Private  Manning  reportedly  appear  on  many  of  the  production  orders  coming 
out  of  this  grand  jury  process  that  have  been  serv  ed  in  relation  to  Wikileaks  supporters  on  companies 
such  as  Google  and  Twitter. 

Moreover,  guaranteed  access  for  media  organization  such  as  Wikileaks  and  its  publisher  Mr. 
Assange  is  necessary  to  ensure  public  access  to  the  proceedings,  which  is  protected  at  common  law 
and  by  the  First  Amendment  to  the  Constitution.  Indeed,  given  the  intense  public  interest  in  this  case, 
we  are  concerned  that  the  lack  of  adequate  capacity  to  accommodate  the  media  and  other  interested 
parties  such  as  Wikileaks  and  Mr.  Assange  may  result  in  a  constructive,  blanket  denial  of  public  access 
to  the  proceedings.  See  Denver  Post  Co.  v.  United  States,  Army  Misc.  20041215  (A.C.C.A.  2005), 
available  at  2005  CCA  LEXIS  550  (granting  writ  of  mandamus  to  allow  public  access  to  Article  32 
proceedings). 

In  sum,  counsel  for  Mr.  Assange  and  Wikileaks  have  a  professional  duty  of  care  which  must  be 
exercised  not  only  for  the  benefit  of  our  clients  but  also  for  others  whose  life  or  liberty  is  at  risk, 
including  alleged  sources  such  as  Private  Manning  as  well  as  WikiLeaks  supporters,  employees  and 
contractors  who  have  been  subject  to  U.S.  government  surveillance  in  relation  to  their  constitutionally- 
protected  activities.  We  hope  that  you  will  approve  our  request  for  guaranteed  access  to  these  Article 
32  proceedings.  We  fiirther  ask  for  your  response  by  no  later  than  the  close  of  business  on 


*  To  the  extent  that  portions  of  the  proceedings  may  be  closed  to  protect  classified  information,  CCR  requests  that 

its  attorneys  who  already  hold  security  clearances  be  allowed  to  observe  the  closed  sessions  on  the  ground  that  Wikileaks 
and  Mr.  Assange  plainly  have  a  “need  to  know”  all  information  concerning  them.  For  example,  it  would  be  necessary  for 
counsel  to  evaluate  whether  information  was  improperly  deemed  classified  in  order  to  conceal  evidence  of  illegality  or 
prevent  embarrassment  to  the  Executive  Branch.  At  a  minimum,  the  proceedings  should  be  delayed  to  permit  a  “need  to 
know”  determination  to  be  made  by  the  relevant  agencies  and  reviewed  by  the  courts. 
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Wednesday,  December  1 4,  201 1 ,  so  that  we  may  seek  any  relief  which  may  be  necessary 
Azmy,  CCR’s  legal  director,  may  be  reached  by  phone  at  (212)  614-6427. 

Very  truly  yours, 


cc: 


Jennifer  Robinson 
Convening  Authority 


Baher  Azmy 
Vince  Warren 
Michael  Ratner 
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1 4  February  201 1 


MEMORANDUM  FOR  Secretary  of  the  Army 

SUBJECT:  AR  15-6  Investigation  -  Compromise  of  Classified  Information  to  Wikileaks 
(EXECUTIVE  SUMMARY) 


1.  On  16  December  2010, 1  was  appointed  by  The  Honorable  John  M.  McHugh, 
Secretary  of  the  Army,  to  conduct  an  Army  Regulation  (AR)  15-6  Investigation  into  the 
compromise  of  classified  information  to  Wikileaks.  My  appointment  followed  a 
Secretary  of  Defense  Memorandum  to  the  Secretary  of  the  Army,  dated  14  December 
2010,  noting  that  additional  inquiry  beyond  the  previously  conducted  Army  Regulation 
(AR)  380-5  and  United  States  Forces-lraq  (USF-I)  AR  15-6  was  required.  My  detailed 
report,  following  this  Executive  Summary,  is  the  result  of  a  comprehensive,  multi¬ 
disciplinary,  and  independent  administrative  investigation  into  the  facts  and 
circumstances  associated  with  the  suspected  compromise  of  classified  national  security 
information  by  Private  First  Class  (PFC)  Bradley  E.  Manning  to  the  Wikileaks 

’Sw'  organization. 

2.  Summary  of  Incident.  PFC  Manning  deployed  to  Iraq  with  the  2d  Brigade  Combat 
Team  (BCT),  10th  Mountain  Division  (2/10  MTN)  on  1 1  October  2009.  As  a  military 
intelligence  analyst,  PFC  Manning  worked  in  the  Sensitive  Compartmented  Information 
Facility  (SCIF)  where  he  had  unfettered  access  to  classified  information.  Between  1 1 
October  2009  and  his  apprehension  on  27  May  2010,  PFC  Manning  allegedly 
downloaded  classified  information  onto  his  SIPRNet  computer,  removed  that 
information  from  his  workplace,  and  transferred  that  information  to  persons  not  entitled 
to  receive  classified  information.  Due  to  a  lack  of  physical  security  and  supervision, 

PFC  Manning  was  able  to  take  classified  information  out  of  the  SCIF  unchecked. 
Because  of  the  on-going  criminal  investigation,  this  investigation  did  not  focus  on  the 
exact  means  and  mechanism  by  which  PFC  Manning  allegedly  acquired,  downloaded, 
removed,  and  allegedly  disclosed  classified  information  to  third  parties.  Instead,  this 
investigation  focused  on  the  chain  of  command  and  the  institutional  systems, 
procedures,  processes  and  conditions  that  may  have  contributed  to  the  compromise  of 
classified  information. 

3.  Findings  and  Recommendations.  The  following  is  a  brief  summary  of  the  findings 
and  recommendations  that  are  set  out  in  full  detail  in  the  final  AR  1 5-6  report.  I  looked 
at  three  specific  areas  to  determine  what,  if  any,  factors  contributed  to  the  unauthorized 
disclosure  of  classified  information. 
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a.  PFC  Manning. 

(1)  Early  Warning  Signs.  The  investigation  identified  several  early  warning  signs 
with  PFC  Manning’s  pre-  and  post-accession  into  the  Army.  These  included: 
behavioral  health  issues  which  were  not  identified  during  accession  screening  or  during 
his  security  clearance  investigation;  conflict  with  his  stepmother;  “skipping  out”  on  a 
lease;  being  an  “authority  hater”;  conflict  with  other  basic  training  trainees  to  include  an 
alleged  assault:  and  “tantrum  fits  of  rage.”  While  this  investigation  has  the  benefit  of 
hindsight,  the  red  flags  that  were  raised  prior  to  and  early  on  in  PFC  Manning’s  military 
career  provided  some  notice  that  issues  could  arise. 

(2)  Basic  Training  and  Advance  Individual  Training  (AIT).  PFC  Manning  enlisted 
to  serve  as  a  MOS  35F,  Intelligence  Analyst,  and  met  all  prerequisites  for  award  of  the 
MOS,  including  scoring  128  on  the  skilled  technical  (ST)  portion  of  Armed  Services 
Vocational  Aptitude  Battery  Test  (ASVAB)  He  attended  Basic  Training  at  Fort  Leonard 
Wood,  MO  from  5  October  2007  through  6  April  2008  and  AIT  at  Fort  Huachuca,  AZ 
from  7  April  2008  until  on  or  about  27  August  2008.  While  at  Basic  Training  and  AIT,  he 
had  some  disciplinary  issues  and  a  command-referral  to  behavioral  health  for  “tantrum 
fits  of  rage”:  however,  none  of  these  issues  were  conveyed  to  those  conducting  his 
security  clearance  investigation  nor  did  any  specific  event  in  and  of  itself,  or 

'w  cumulatively,  result  in  action  to  deny  PFC  Manning’s  clearance.  PFC  Manning 

submitted  his  Top  Secret/Sensitive  Compartmented  Information  (TS/SCI)  security 
clearance  application  on  or  about  26  September  2007.  On  6  October  2008,  after 
completion  of  a  security  clearance  investigation  and  Army  G-2  adjudication,  he  was 
awarded  a  TS/SCI  clearance 

(3)  2/10  MTN.  From  28  August  2008  until  10  October  2009,  PFC  Manning 
served  at  Fort  Drum,  NY  and  one  rotation  at  the  Joint  Readiness  Training  Center 
(JRTC),  Fort  Polk,  LA.  On  1 1  October  2009,  he  deployed  with  2/10  MTN  in  support  of 
Operation  Iraqi  Freedom,  serving  in  the  brigade  intelligence  (S-2)  section  on  Forward 
Operating  Base  (FOB)  Hammer.  On  8  May  2010,  PFC  Manning  was  moved  from  the  $- 
2  section  to  the  supply  room  after  assaulting  SPC  Jirleah  Showman,  another  member  of 
the  S-2  section.  Once  moved  to  the  supply  room,  PFC  Manning  no  longer  had  access 
to  the  SCIF. 

(4)  Warning  Signs  and  Failure  to  Take  Action.  The  Investigation  revealed  at 
least  fourteen  warning  signs,  occurring  on  different  dates  and  times  from  PFC 
Manning’s  initial  entry  onto  active  duty  in  2007  to  the  day  he  assaulted  SPC  Showman. 
These  warning  signs  either  individually,  or  collectively,  should  have  resulted  in  his  chain 
of  command  initiating  behavioral  health  assessments,  considering  disciplinary  action 
and  determining  whether  to  suspend  or  revoke  his  access  to  classified  information. 
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b.  Chain  of  Command  and  Supervisors. 

(1)  Failure  of  Command  and  Supervisors.  Due  to  a  dysfunctional  leadership 
environment  in  the  2/10  MTN  S-2  section  and  the  failure  of  the  Company  Commander 
to  provide  command  oversight.  PFC  Manning’s  alleged  pattern  of  behavioral  health 
issues,  disrespect,  insubordination,  and  disloyal  statements  were  not  properly 
addressed.  It  was  not  until  PFC  Manning  assaulted  another  Soldier  that  steps  were 
taken  to  suspend  his  access  to  classified  information.  The  Investigation  assessed  what 
role,  if  any,  was  played  by  a  total  of  26  personnel  ranging  from  the  Commander,  2/10 
MTN  to  PFC  Manning’s  first-line  supervisors  as  well  as  personnel  responsible  for 
oversight  and  management  of  the  SCIF  and  the  computer  network.  The  Investigation 
uncovered  varying  degrees  of  culpability  or  failures  for  15  of  the  26  Soldiers 
investigated. 

(2)  Noncommissioned  Officer  In  Charge  (NCOIC).  The  Investigation  revealed 
that  the  Master  Sergeant  (MSG)/NCOIC,  of  the  S-2  section,  took  it  upon  himself  to 
watch  over,  safeguard,  and  insulate  PFC  Manning  from  other  leaders  in  the  chain  of 
command,  exceeding  his  authority  under  traditional  command/non-command 
relationships.  The  NCOIC  accomplished  this  by  usurping  the  first-line  and  mid-level 
supervisors  of  their  leadership  responsibilities  and  directing  them  to  perform  only 

"  technical  responsibilities.  The  NCOIC  personally  considered  PFC  Manning  to  be 
unstable  at  times  as  evidenced  in  three  Memoranda  for  Record  he  generated  from 
December  2009  through  April  2010.  Although  he  was  the  NCOIC  of  the  S-2  Section,  he 
had  a  duty  to  keep  the  chain  of  command  informed  of  PFC  Manning’s  disciplinary  and 
behavioral  health  issues  which  he  did  not  do.  The  NCOIC  also  failed  to  take 
appropriate  steps  to  safeguard  classified  information  by  not  enforcing  the  physical 
security  standards  of  the  SCIF  (e.g  ,  allowing  personal  removable  media  into  the  SCIF). 

I  find  that  the  NCOIC  was  derelict  in  the  performance  of  his  duties.  Specifically,  he 
failed  to  provide  appropriate  supervision  and  leadership  of  enlisted  personnel  in  the  S-2 
section  and  failed  to  properly  implement  and  enforce  physical  and  personnel  security 
measures  affecting  the  SCIF.  I  have  determined  that  administrative  or  nonjudicial 
action  is  insufficient  to  address  his  dereliction  of  duty  and  his  repeated  failures  as  a 
leader.  Therefore,  I  am  recommending  a  Court-Martial  in  his  case. 

(3)  Other  Leadership  and  Supervisory  Failures.  Besides  the  NCOIC,  there  were 
fourteen  other  Soldiers  who  failed  in  executing  their  leadership  and  supervisory 
responsibilities.  The  contemplated  actions  for  these  individuals  range  from  a  written 
admonition  to  a  General  Officer  Memorandum  of  Reprimand.  Personnel  in  the  following 
ranks  and  position  were  all  culpable  of  leadership  and  supervisory  failures: 
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a.  2/10  MTN  Executive  Officer  (XO),  Lieutenant  Colonel  (LTC)  for  failing  to 
provide  proper  management  and  supervision  of  the  S-2  section,  as  well  as  failing  to 
take  appropriate  steps  to  ensure  the  security  of  the  classified  network: 

b  Multinational  Division-Baghdad  (MND-B)  and  1st  Cavalry  Division  (1CD), 
Assistant  Chief  of  Staff,  G-6,  LTC  for  failing  to  ensure  the  2/10  MTN  tactical  network 
was  properly  certified,  accredited  and  inspected: 

c.  U  S.  Division-Center  (USD-C)  and  1st  Armored  Division  (1AD),  Assistant 
Chief  of  Staff,  G-6,  LTC)  for  failing  to  ensure  the  2/10  MTN  tactical  network  was 
properly  certified,  accredited  and  inspected: 

d.  MND-B/1CD  Information  Assurance  Manager  (1AM),  Major  (MAJ)  for  failing  to 
verify  2/10  MTN  tactical  network  was  properly  certified  and  accredited  and  for  failing  to 
conduct  proper  inspections; 

e.  USD-C/1AD  I  AM,  MAJ  for  failing  to  verify  2/10  MTN  tactical  network  was 
properly  certified  and  accredited  and  for  failing  to  conduct  proper  inspections: 

f.  2/10  MTN,  Signal  Officer  (S-6),  MAJ  for  failing  to  ensure  the  timely  certification 
and  accreditation  of  the  brigade's  network  or  ensuring  the  proper  supervision  of  the 
same; 


g.  2/10  MTN,  Intelligence  Officer  (S-2),  MAJ  for  failing  to  properly  supervise  the 
S-2  section  and  the  personnel  therein; 

h.  Headquarters  and  Headquarters  Company  (HHC),  2/10  MTN.  Commander, 
MAJ  for  failing  to  exercise  proper  command  oversight  over  his  Company  and  the 
Soldiers  under  his  charge  and  for  lacking  the  necessary  and  required  situational 
awareness  of  ongoing  operations  to  properly  lead  the  Soldiers  under  his  charge; 

i.  ,  HHC,  2/10  MTN,  First  Sergeant,  First  Sergeant(lSG)  for  failing  to  exercise 
proper  command  oversight  over  his  Company  and  the  Soldiers  under  his  charge  and  for 
lacking  the  necessary  and  required  situational  awareness  of  ongoing  operations  to 
properly  lead  the  Soldiers  under  his  charge; 

j.  2/10  MTN,  1AM  and  assistant  S-6,  Captain  (CPT)  for  failing  to  certify  and 
accredit  the  2/10  BCT  network; 

k.  MICO  (Company  B).  2/10  Brigade  Special  Troops  Battalion  (BSTB),  then  2/10 
MTN  S-2,  CPT)  for  lacking  situational  awareness  of  personnel  issues  as  A/S-2  and  for 
failing  to  influence  and  supervise  S-2  operations  as  the  A/S-2, 
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I.  2/1 0  MTN  Special  Security  Representative,  1  st  Lieutenant  (1 LT)  for  failing  to 
properly  implement  and  enforce  physical  and  personnel  security  measures  affecting  the 
SCIF; 


m.  2/10  MTN  intelligence  fusion  OIC,  Chief  Warrant  Officer  2{CW2)  for  failing  to 
take  appropriate  action  as  the  first  officer  in  PFC  Manning’s  supervisory  chain  of 
command;  and 

n.  2/10  MTN  fusion  cell,  Warrant  Officer  1  (WOI),  previously  Staff  Sergeant 
(SSG)  for  failing  to  take  appropriate  action  as  the  first  noncommissioned  officer  in  PFC 
Manning’s  supervisory  chain  of  command. 

(4)  Information  Assurance  (IA)  Supervisory  Responsibility.  As  noted  above,  this 
investigation  found  failures  within  the  IA  supervisory  chain.  Specifically,  the  division- 
level  IA  personnel  failed  to  ensure  the  2/10  MTN  network  was  certified  and  accredited, 
and  failed  to  conduct  inspections  in  accordance  with  relevant  regulations  and  policies. 
These  supervisory  failures  may  not  have  prevented  PFC  Manning’s  alleged  criminal 
misconduct,  but  they  did  result  in  a  network  that  operated  outside  Army  and  DoD 
regulations  and  applicable  standards. 

(5)  Individual  Responsibility.  While  the  investigation  uncovered  leadership 
failures,  technical  failures,  or  both  by  some  personnel  in  the  handling  of  PFC  Manning's 
conduct,  to  include  conduct  requiring  behavioral  health  referrals,  none  of  these  failures 
were  the  cause  of  any  alleged  criminal  activity  by  PFC  Manning. 

c.  Policy,  Procedures,  Processes  and  Conditions. 

(1 )  Personnel  Security.  The  Investigation  also  found  that  while  the  Single  Scope 
Background  Investigation  (SSBI)  was  purportedly  done  to  standard,  several  red  flags  or 
areas  of  note  were  not  adequately  addressed  by  investigators.  These  areas  include 
PFC  Manning  “skipping  out"  on  his  lease,  reported  conflict  with  his  stepmother  and 
making  false  statements  on  his  security  clearance  application.  Due  to  PFC  Manning’s 
age  at  the  time  of  enlistment,  and  his  home  of  residence  in  the  United  Kingdom,  the 
period  of  time  covered  by  the  SSBI  was  only  28  months.  This  short  investigative  time 
period  limited  the  information  the  adjudicators  had  available  to  make  a  proper 
determination  of  PFC  Manning’s  eligibility  for  a  TS/SCI.  Further,  there  is  a  lack  of 
understanding  by  low  and  mid-level  leaders  of  their  responsibilities  regarding 
conducting  continuous  evaluations  of  an  individual’s  eligibility  to  have  access  to 
classified  information.  This  lack  of  understanding  is  an  institutional  problem  that 
requires  training  and  emphasis  across  the  Army. 
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(2)  SCI  Physical  Security.  Beyond  the  already  noted  failure  of  the  unit  to  enforce 
applicable  standards,  this  investigation  revealed  outdated  and  inadequate  regulatory 
guidance.  The  proper  exercise  of  physical  security  may  have  provided  an  adequate 
deterrent  to  prevent  the  compromise  of  classified  information.  While  the  noted 
deficiencies  were  not  the  cause  of  PFC  Manning’s  alleged  unauthorized  disclosure, 
these  deficiencies  contributed  to  a  SCIF  that  was  operating  outside  of  Director  of 
National  Intelligence  (DNI),  Department  of  Defense  (DoD)  and  Department  of  the  Army 
DA  regulations  and  standards.  Ambiguity  among  the  current  regulations  warrants  a 
review  to  ensure  a  consistent  set  of  standards.  Further,  training  is  available  at  the 
Defense  Intelligence  Agency  (DIA),  but  current  DA  regulations  do  not  require  or  provide 
guidance  to  participate  in  this  training. 


(3)  Information  Assurance.  Both  2/10  MTN  and  its  deployed  division 
headquarters  did  not  fully  comply  with  information  assurance  regulations,  policies  and 
standards  Had  IA  measures  been  fully  implemented,  PFC  Manning’s  ability  to 
allegedly  download  thousands  of  pieces  of  classified  information  would  have  been 
hampered,  but  most  likely  would  not  have  been  completely  prevented.  Further, 
appropriate  IA  measures  could  have  provided  sufficient  deterrence  to  PFC  Manning's 
alleged  criminal  conduct.  There  were  technical  and  procedural  deficiencies  including  a 
failure  to  certify  the  network  and  a  failure  to  conduct  inspections  of  the  network  by 
higher  headquarters.  Other  issues  include  inadequate  training  and  insufficient 
regulatory  guidance  at  the  DoD  and  DA  levels.  These  deficiencies  should  be  addressed 
in  order  to  ensure  IA  personnel  are  competent  in  executing  their  IA  responsibilities. 


(4)  Behavioral  Health  Concerns.  This  investigation  revealed  concerns  with  how 
behavioral  health  issues  are  addressed  by  some  leaders  and  by  behavioral  health 
providers. 


(a)  Command  vs.  Self-Referral  to  Behavioral  Health.  Despite  the  numerous 
alleged  disrespectful  and  insubordinate  outbursts  and  alleged  violent  behavior  which 
should  have  triggered  a  command-referral,  PFC  Manning  was  allowed  to  use  the  self¬ 
referral  process  associated  with  behavioral  health  evaluations  to  keep  his  personal 
issues  from  his  chain  of  command.  A  command-referral  could  have  provided  PFC 
Manning’s  Company  Commander  with  the  necessary  information  from  behavioral  health 
providers  to  make  an  informed  decision  on  whether  or  not  to  deploy  PFC  Manning  or  to 
allow  his  continued  access  to  classified  information. 


(b)  Behavioral  Incidents  Not  Linked  to  Security  Clearance.  Neither  PFC 
Manning  s  leaders  nor  his  behavioral  health  providers  linked  PFC  Manning’s  conduct 
with  his  eligibility  to  have  continued  access  to  classified  information.  While  the 
Investigation  discovered  at  least  fourteen  behavioral  and  conduct  issues,  none  triggered 
a  suspension  of  PFC  Manning’s  access  to  classified  information  or  a  Derogatory  Report 
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to  the  Central  Clearance  Facility  for  additional  inquiry.  It  was  only  after  PFC  Manning 
assaulted  a  fellow  Soldier  on  8  May  201 0  that  his  access  to  classified  information  was 
suspended.  Currently,  commanders  are  the  only  personnel  authorized  to  submit 
derogatory  reports.  Current  policies  and  regulations  limit  the  quantity  and  quality  of 
information  commanders  can  have  regarding  behavioral  health  issues,  specifically  in  the 
area  of  self-referrals.  Commanders  need  greater  access  to  behavioral  health 
information  to  adequately  assess  a  Soldiers  initial  and  continued  access  to  classified 
information. 

(c)  Behavioral  Health  Regulations  Training  Deficiency.  Our  finding  is  that  the 
Directive  Type  Memorandum  (DTM)  09-006,  Subject:  Revising  Command  Notification 
Requirements  to  Dispel  Stigma  in  Providing  Mental  Health  Care  to  Military  Personnel  is 
adequate  in  its  identification  of  the  conditions  necessary  for  behavioral  health  providers 
to  notify  commanders  when  there  is  a  risk  to  self,  others,  or  the  mission.  The  issue  is  in 
training  both  the  behavioral  health  providers  and  the  commanders.  Recommend  the 
Army  review  the  training  on  and  implementation  of  DTM  09-006  to  ensure  behavioral 
health  providers  and  commanders  understand  the  policies  regarding  commanders' 
access  to  mental  health  information.  This  information  can  be  critical  for  commanders  in 
making  decisions  regarding  individuals’  access  to  classified  information. 

W  (5)  Impacts  of  Modularity.  During  the  majority  of  the  2/10  MTN’s  Army  Force 

Generation  (ARFORGEN)  train/ready  phases,  their  higher  headquarters  was  deployed. 
This  resulted  in  the  loss  of  training  and  readiness  oversight  of  unit  training.  Oversight 
was  particularly  absent  for  the  specialized  and  technical  training  regarding  physical 
security,  information  assurance  and  personnel  security.  The  Army  must  address  unit 
training  requirements  usually  performed  by  higher  headquarters  in  their  oversight  role 
when  that  higher  headquarters  is  not  available  during  the  ARFORGEN  cycle. 

(6)  Leading  the  New  Culture.  There  is  a  cultural  gap  between  first-line  and  mid¬ 
level  leaders  and  young  Soldiers  of  the  "new  culture".  The  "new  culture”  is 
characterized  as  being:  transparent,  social  media-savvy  and  isolated  from  the  physical 
world.  Some  of  these  Soldiers  develop  loyalties  to  the  virtual  world  which  can  conflict 
with  their  loyalties  in  the  physical  world.  The  virtual  world  comes  with  a  different  set  of 
standards  and  often  no  values.  What  is  concerning  is  that  this  generation  generally 
feels  it  is  okay  to  have  a  different  set  of  values  in  the  virtual  world.  Military  culture  relies 
heavily  on  small  unit  cohesion;  the  “new  culture"  Soldier  provides  unique  challenges  for 
military  leaders  at  all  levels.  First-line  and  mid-level  supervisors,  only  a  few  years  older 
than  the  Soldiers  they  are  leading,  generally  do  not  have  the  same  affinity  for  the  virtual 
world  since  the  expansion  of  social  media  is  only  a  few  years  old.  Further,  those 
supervisors,  while  proficient  in  combat,  are  challenged  when  it  comes  to  leading 
Soldiers  in  garrison  and  administrative  tasks.  First-line  supervisors  must  understand 
the  differences  the  “new  culture”  brings  and  must  work  to  build  small  unit  cohesion. 
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ATZL-CG 

SUBJECT:  AR  15-6  investigation  -  Compromise  of  Classified  Information  to  Wikiieaks 
(EXECUTIVE  SUMMARY) 


Team  building  must  be  emphasized  at  all  levels  of  leadership.  Professional  Military 
Education  (PME)  courses,  the  pre-command  course  (PCC)  and  local  commander  and 
first  sergeant  (CDR/1SG)  courses  should  focus  their  efforts  providing  all  leaders  with 
the  skills  to  mitigate  the  challenges  of  leading  the  “new  culture"  of  Soldiers, 

4.  A  number  of  deficiencies  were  identified  throughout  this  investigation,  some  of  which 
contributed  to  the  unauthorized  disclosure  of  classified  information.  Despite  the  time 
constraints  associated  with  this  investigation,  the  investigative  team  attempted  to 
thoroughly  investigate  all  concerns  which  w ere  identified  and  provide  sound 
recommendations  to  address  these  concerns, 

5.  POC  for  this  memorandum  is  the  undersigned  at  (913)  684-0014  or 

robed. castenffius-army.mlL 


investigating  Officer 


CF: 

HON  John  M.  McHugh,  Secretary  of  the  Army 
GEN  George  Casey,  Army  Chief  of  Staff 
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EXHIBIT  B 


AR  15-6  REPORT 


Compromise  Of  Classified  Information  To  WiKiLeaks 
Counseling  File  Index 


DA  Form  4856,  PFC 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  11  Sep  08 

Bradley  E.  Manning 

(Initial  /  Integration  Counseling) 

DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  11  Sep  08 
(Monthly  Performance) 

3  DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  26  Sep  08 
(Event  Oriented  -  APFT  Failure) 

„  DA  Form  4856,  PFC 

4 

Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  1  Nov  08 
(End  of  Month  Counseling) 

DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  7  Nov  08 
(Event  Oriented  -  Veterans  Day  Weekend) 

DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  17  Dec  08 
(Event  Oriented  -  Block  Leave) 

DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning  ,  15  Jan  09 
(Event  Oriented  -  MLK  Weekend) 

DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  1  Feb  09 
(Monthly  Counseling  for  January) 

g  DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  7  Apr  09 
(Initial  -  New  Team  Leader)  (SPC  Showman) 

DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  7  Apr  09 
(Event  Oriented  -  FTR  and  Disrespect) 

DA  Form  4856,  PFC 
Bradley  E.  Manning 

DA  Form  4856,  PFC  Bradley  E.  Manning ,  3  Jun  09 
(Performance  Counseling  -  June) 

DA  Form  4856,  PFC 

12  Bradley  E.  Manning 
Downrange  Assault 

DA  Form  4856,  PFC  Bradley  E.  Manning  ,  17  May 

10  (Event  Oriented  -  Assault  and  Battery) 
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atmtsmtM  {Pari  (V  b*o*l) 

Vkfee  wre  jo.  Vm  yew  AJUU V£  AUVg  CARD  «  et!  lisa  •Mot  *»  *tm  rente. 


Dee't  do  dnp. 


ikk*  Hokot  S«f«<y  Coom  If  jot  itaood  u  go  tnudo*. 
8»»‘i  Kc»t  yoer  »t&.  cfclhlrM  or  pea. 

Sort  go  !su>  unttwriad  treu. 

3ria*  op  up  asoot  yea  lave  to  yoo  tiers  of  enmaud. 


(The  leaOar  s uranarirw  f«»  kay  point*  of  ins  s« 
W  emf  promtn  nunorkt  K  appnfrleta.) 

MfcftfcaiQMatfM:  §3  I»S»w»  Q  «Bsaprae*t 
indvSdual  oxmeeled  nomaAt: 


tiifthaaiiber&natavmSarsianifs  tha  (Han  of  action.  The 


— —y 


q  No  (/0? 


;  (Leacer‘1  raat/miibWttysJnwtiBa'Penlirie  the  plar.  of  acXon.) 


PART  ft f  -  ASSCSSMEWT  Of  THEPLAH  OF  A&TION 


Note:  Both  the  cou motor  and  the  Individual  counseled  should  retain  a  record  of  the  coonsaMnai. 


REVERSE  DA  FOKU  48St,  JIM  19M 
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Event Oriented Counseling Fof MLK  Weekend  16-19 JANOS. 


W 


DEVELOPMENTAL  COUNSELING  FORM 

Fortune!  Oils  form,  sea  FM  22-100;  the  proponent  agency  tsTRAOOC 


.  DATA  REQUIRED  BY  THE  PRIVACY  ACT  OF  1974 

AUTHORITY:  5  USC301.  Departmental  Regulations:  10  USC  3013.  Socmteryof  the  Army  and  E.O.  9397  (SSN) 

PRINCIPAL  PURPOSE:  Tonaeial  teodora In  conducting  and  recording  counaellng  data pertaining  to  iubordkiatea. 

1  HE  USES:  For  subordinate  leader  davatopmanl  iAW  FM  22-100.  Leaders  sAoJd  use  Uiis  tor 


Piactosufa  Is  voluntary. 


FART  I  •  ADMIN  ISTRATTVE  DATA 


S  (UHl.  First  Ml) 

Manning,  Bradley 


HHC,  2d  BCT.  10th  MTN  DIV  (U),  Fart  Drum.  NY  13602 


i  snd  Ttf»  of  Counselor 

SSG  Joke  Agios,  Senior  Intelligence  Sergeant 


PART  H  -  BACKGROUND  INFORMATION 


PAW  111  -  SUM  HART  OF  COUNSELING 

Complete  thte  section  during  or  lmmedi«tal)(  sutrsequenl ! 


coding  i,  to  <U MKS  MliC  loog  weekend  coming  op.  «d  what  1  «pew  from  you.  Van  tat*  beet.  i»  «ta nmM  long  enoo^.  a.  Hut 
point  thatyou  have  seen  sod  hesrd  whsr  others  hsve  done  wrong  «nd  should  be  tbla  to  svoid  the  s»»e  rnUukes  yourself.  £~)r  ^ 

DRINKING-  The  Brigada.  Batulion,  sod  Corn  pur  y  have  ill  h«d  issues  and  problems  caused  by  drinking.  There  Is  absolutely  NO  TOLERANCE  to 
drinking  offenses.  Ify^are  under  age.  you  WILL  NOT  drink  under  soy  eireumstaneea.  If  you  me  M.  ^ 

2 1  Additionally  if  you  are  over  21  a ad  you  fiad  youisoifio  the  **mc  {ocaUoa  *5  someone  wfi©  is  uacwx  2  i  and  ifcey  0  ***&  ?*** 

td  fav,  A5AP  yo«  couId  adl  be  charged  jus.  for  being  there.  Drinking  art  Driving  includes  boats  and 

ears  There  is  absolutely  no  excuse  for  drinking  sad  driving  There  is  always  another  way  to  get  home  safely.  When  you  drink  and  d me  you  put 
yourself  sod  others  st  risk,  Call  s  eab  or  use  your  shnia  of  commend.  Make  sure  you  have  your  ARRIVE  ALIVE  CARD  st  ail  tunes,  ft  £>} 

DRUGS-  Tbwe  Is  absolutely  NO  TOLERANCE  to  drug  US*.  It  is  not  tolemed  to  any  extent  and  1  will  recommend  the  maximum  punishment  iTyou 
coLJ up  ferta, uL  Thera  »  arivaystbepotribil.ry  of  M0K  UnoalyrU  DONT  DO  DRUGS.  If  you  have  a  drug  nr  alcohol  potion,  emoll 

yourself  in  ASAP.  g^/yj 

MILEAGE  LIMITS-  Tho  mileage  limitation  without  .  pass  U7  5  miles.  Canada  i  sofTtote  UNLESS  you  have  received  a  brief  from  S-2.  IT  you  want  to 
go^idf  ofthls  range,  YOU  MUST  PUT  IN  A  PASS  REQUEST  and  they  must  be  in  by  COB  on  Wednesday.  If  you  want  tofoke  a  pas.  ask  me 
to  the  proper  fonwand  1  wdlget  them  for  you.  When  you  hand  in  your  pass  request,  yon  need  to  have  a  copy  of  your  mute  to  where  you  are  going, 
v—  _ _ _  .»  tA  ^  oc.iMiy.mil  and  fill  out  the  risk  assessment  online  and  print  a  copy  of  Ota  for  me  ft  £ 


or  need  an  STD.  if  you  or 


SAFE  SEX-  If  yon  decide  tobaveaex.  make  aure  you  wears  condom.  Beaafc  If  you  are  having  sex.  You  d<  _ 

ataS,  (tout  havesa  with  someone  else',  spouse.  person,  unde,  the  age  of  II.  or  a  someone  other  than  year  spouse  tf  you'™  marned.  These  me  all 
subject  to  pooiihment  under  UCMI.  ft£Aj 

HUNTING.  Hunting  season  i  .upon  »s.  1 1 you  wish  „  go  huntfog.  you  must  uketbe^ur's  fo«  * 

license.  You  need  to  have  weapons  safely  unit  tar 


s  Always  nj;  your  weapons  a,  if  i,  is  loaded  Go  bunting  with  a  buddy.  We  deal  need  to  lose 


&  e/V| 


Z »d*e^  yo^?  *  myK.fto?™™^  *,  A ' 


talk  to  the  chaplain  the  next  day  if  desired.  Thu  indudes  your  children  and  pets,  ^ 

WRECKLESS/DANGEROUS  ACTIVITIES-  The  Black  River  and  Kings  Falls  are  orflUmixOalysv 
Dent  drink  and  swim.  Jf  you  go  anywhere,  take  a  buddy  -  at  all  times,  tjf  A? 


s4  vets  where  there  is  *  fifejwrd 


OTH£R  INSTRUCTIONS 


DA  FORM  4B56,  JUN  MB# 


EDITION  OF  JUN  8S  IS  OBSOLETE 
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DEVELOPMENTAL  COUNSELING  FORM 

of  tti*  form.  ihFM  6-22;  the  proponani  agency  ii  1  OC. 


AUTWOanY; 
PRINCIPAL  PURPOSE; 
ROUTINE  USES: 
DISCLOSURE: 


DATA  REQUIRED  BY  THE  PRIVACY  ACT  OF  137* 

Departmental  Regulations.  10  USC  301S,  Secretary  o I  the  Army  and  E.O.  0307  (SSN) 
and  recording  oauiwaling  data  pertafaung  to  subordinates. 

:M  11-72.  Laadtfi  ahcarld  ua*  Una  form  at  neeosaery 


PART  I  -  ADMINISTRATIVE  DATA 


to  of  Counseling 

i  ape*  a< 


0O± 


Orga/tfaelion 

HHC  2BCT 


and  Title  o!  Counselor 

[spc  JIHRLEAK  w.  showman,  team  leader 


PART II  -  BACKGROUND  INFORMATION 


rPtoTtMkmtl  or£r*nl-OHant»<l  courtttling.  and  mcVedes 


Kay  Potata  of  Dtsevaalon: 

PFC  Manning  the  following  is  in  regards  to  year  expected  perfonntnee  on  aod  off  duty  as  a  Soldier  assigned  to  the  2BCT  S»t 
You  will  be  responsible  for  upholding  die  regulatory  guidance  pertained  witb-in  tie; 

HXh  Mountain  Division  Blue  Book,  this  boot:  is  part  of  your  utility  iui  fora. 

The  2BCT  Command  Policies 
The  IlilC  2BCT  Command  Policies 

Abiding  by  the  orders  of  these  appealed  over  you  (yostr  enlislmeiil  oath) 
a  all  times  you  wtU  uphold  the  Army's  Customs  and  Courtesies. 

.  Ma'am.  Sir,  Sergeant  are  all  references  which  will  be  used  always 

-  Parade  Rest  aad  Attention  win  only  be  broken  whan  directed  to  by  the  senior.  Yon  will  raider  these  courtesies  to  nil  whom  Out  rank  you. 

You  wiU  con ductyour self  t»  a  military  manner  upholding  the  seven  Army  values  of  l-D-R-S-H-I-P 

-  Abiding  by  these  simple  foundation  values  wiB  ensure  you  make  the  'hard  right*  over  the  easy  wrong. 

-  Understand  these  are «U  intertwined  values  and  to  lepst  In  one  inherently  dimialsha  the  rest 

You  will  keep  an  open  line  of  communication  with  your  leadership  at  all  lima.  (Understand,  f  SPC  Showman  am  your  first  line  supervisor) 

.  You  will  ensure  to  communicate  with  your  peers  fat  their  absence,  ensuring  they  are  informed  of  any  disseminated  information  aad  upcoming 


my  doubt  or  confusion* 

complete  Soldier  sod  capitalize  on  our 


You  will  report  to  the  appointed  place  of  duty  « the  right  lime  and  in  the  eight  uniform. 

-  Ignorance  is  not  an  alibi,  as  stated  above  keep  an  open  iiuc  of  eomnumicaiion  to  include  tjue 
You  wiB  at  all  times  main  urn  your  arms,  equipment,  aad  self  consistently  prepared  to  deploy 

-  A  Soldier  is  a  complete  package  -  shoor-move-commuateate  are  fundamentals  which  allow  i 
Mibiary  Occupational  Specialty. 

-  An  element  is  only  as  strong  and  weak  as  the  Soldiers  with-m  fa. 

Team  -  no  one  individual  can  make  or  break  •  mission  n  is  a  combined  effort 

-  This  is  a  key  compootal  to  success  which  involves  the  above;  Communication  t  L-O-R-S-IM-P  Army  Values 

As  a  32F  you  must  be  proficient  in  multi-tasking,  your  duties  may  range  horn  Motor  pool  Mondays  to  Command  and  Staff  Briei 

-  At  all  times  you  sum  be  ready  to  eorapfatr  any  mission  presented  to  you 

.  Your  duty  description  will  glow  and  change  with  refection  to  the  overall  missies. 

-  Reger  dess  of  your  delegated  duty  there  is  no  room  for  "checking  the  boa*  when  our  objective  is  SUCCESS!!! 


Your  excessive  caffe  me  consumption  i  s 


Your  initiative  in  enhancing  your  koewtedge  nod  skills  a 
spectrum  of  being  a  Soldier  Intelligtoce  Analyst ' 


ce  to  your  91 

an  analyst  is  commendable  Caution  to  not  have  tu 


aod  ensure  >x»  keep  the  entire 


OTHER  INSTRUCTIONS 

m  witt  ba  destroyed  upon  reassignment  (other  than  ntnthtHahiva  tramtaia).  separation  at  STS,  or  up 
-  - nd  nogdeatien  of  loss  of  benefits/ conaequaneee  aoa  local  directives  nnd  A 


DA  FORM  4856,  MAR  2fl0« 
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EXHIBIT  C 
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DEPARTMENT  OF  THE  ARMY 

Headquarters  and  Headquarters  Company,  Second  Brigade  Combat  Team 
10m  Mountain  Division  (Light  Infantry) 

FOB  Hammer 
APQ,  AE  09308 


AFZS-LF-1 


21  December  2009 


MEMORANDUM  FOR  RECORD 
SUBJECT:  Behaviour  of  SPC  Bradley  Manning 


1 .  This  memorandum  highlights  incidences  of  mental  instability  in  SPC  Bradley  Manning.  The 
events  have  extended  over  a  period  of  months  preceding  the  unit's  deployment  to  OIF  09-10. 

His  instability  seems  heightened  since  November,  2009,  culminating  in  a  confrontation  between 
himself  and  his  supervisor  on  20  f  O30DECG9  in  the  brigade  S2  conference  room. 

2.  Approximately  three  months  prior  to  our  deployment,  either  June  or  July,  2009,  SPC 
Manning’s  supervisor  went  to  his  room  to  check  on  him  missing  morning  formation.  Upon 
returning  from  his  room,  the  supervisor  explained  a  plan  of  corrective  action.  As  1  approached, 
SPC  Manning  suddenly  began  screaming  uncontrollably.  He  clenched  his  fists,  his  neck  and 
eyes  bulged,  and  his  face  contorted.  He  screamed  three  times,  then  stopped,  caught  his  breath, 
and  collected  himself.  The  rest  of  the  day.  SPC  Manning  seemed  to  function  normally  At  that 
time,  l  asked  SPC  Manning  to  voluntarily  attend  a  psychiatric  evaluation,  to  which  he  agreed. 

His  supervisor  arranged  for  the  meeting  and  ensured  he  arrived  at  the  proper  place  and  time. 

3.  I  decided  SPC  Manning  should  deploy  given  manpower  issues,  and  he  seemed  receptive  to 
possible  therapy  and/or  medication,  and  suffered  no  other  major  outbursts.  To  my  knowledge, 
however,  due  to  our  deployment  timeline,  SPC  Manning  only  attended  one  session,  and  no  one 
issued  him  medication.  During  this  time,  f  had  SPC  Manning  visit  his  chaplain  at  least  once  to 
learn  coping  skills  for  anger  and  stress  management. 

4.  Other  Soldiers  have  witnessed  similar  behaviour  during  other  stressful  events,  namely 
counselings  addressing  specific  shortcomings  such  as  punctuality  and  accountability  of 
equipment.  The  outbursts  seem  more  violent  the  deeper  we  go  info  the  deployment. 

5.  On  about  I22230DEC09, 1  counseled  SPC  Manning  on  the  loss  of  his  room  key.  The  Mayor 
Cell  required  the  DA4S56  lOT  issue  a  new  key.  During  the  counseling,  SPC  Manning  shoved  a 
chair  and  began  yelling  about  the  session.  I  took  SPC  Manning  outside  and  calmed  him  down. 
Earlier  in  the  day,  he  received  a  package  from  his  father  that  he  obviously  found  to  be  an 
unwelcome  intrusion.  SPC  Manning  has  spoken  of  a  problematic  relationship  with  his  father  due 
in  part  to  a  physically  abusive  childhood.  I  assessed  his  outburst  stemmed  in  part  from  the 
stressor  induced  by  his  father’s  unwanted  gift. 


ManningB_00013362 


AFZS-LF-I 

SUBJECT:  Behaviour  of  SFC  Bradley  Manning 


6.  Between  18  and  20  DEC  09*  SPC  Manning’s  supervisor  counseled  him  twice  regarding 
punctuality.  During  the  second  counseling,  SPC  Manning  became  furious  and  began  yelling  on 
at  least  three  occasions,  finally  flipping  a  table  during  a  confrontation  with  two  superiors. 

Neither  Soldier  believed  SPC  .Manning  directed  the  physical  violence  against  them  or  himself. 
One  Soldier  restrained  SPC  Manning  until  he  calmed  down.  When  l  learned  about  the  incident 
that  morning,  1  tasked  with  him  at  length  about  this  behaviour,  advising  him  1  would  remove  the 
bolt  from  his  weapon  as  a  precaution,  which  l  did-  Additionally,  1  stated  his  behaviour  could  not 
be  tolerated,  and  that  I  would  rather  have  a  stable,  unknowiedgeable  performer  over  his  erratic,  if 
competent,  behaviour  .  I  gave  him  the  option  of  voluntary  or  command-referral  to  the  combat 
stress  unit.  He  opted  to  voluntarily  attend  counseling.  During  the  course  of  the  day,  SPC 
Manning  visited  sick  call  for  neck  pain  stemming  from  his  earlier  confrontation,  as  well  as 
anxiety.  The  doctor  placed  him  on  24  hours  quarters  and  scheduled  a  psychiatric  evaluation  visit 
for  210800DEC09. 

1.  After  several  in-depth  con  vexations  with  SPC  Manning,  I  assess  he  is  salvageable  if  he 
receives  and  actively  participates  in  extensh'e  psychological  therapy  immediately  (at  least  once 
to  twice  a  week  on  an  indefinite  basts),  coupled  with  responsive  psychiatric  evaluations, 
medication  and  follow-up  adjustments  on  dosages.  Based  on  my  limited  knowledge  of  SPC 
Manning.  1  assess  he  suffers  from  acute  post-traumatic  stress  disorder  developed  during  his 
abusive  childhood.  He  may  also  suffer  from  a  form  of  anxiety  disorder.  He  states  regularly  he 
'w  never  believes  he  is  a  success  despite  frequent  comments  to  him  regarding  his  competence  as  an 

intelligence  analyst.  I  regularly  see  him  outside  his  quarters  during  off-time  when  he  should  be 
sleeping.  He  reports  it  is  almost  impossible  for  him  to  sleep  due  to  anxiety  regarding  reporting 
late  to  work. 

8.  SPC  Manning  stated  repeatedly  that  he  does  not  feel  he  has  any  problems,  and  therapy  will  be 
of  little  to  no  value.  He  stated  he  trusts  virtually  no  therapists,  and  seems  to  feel  disdain  for 
them.  He  is  extremely  guarded  concerning  certain  aspects  of  his  private  li  fe,  and 
compartmentalizes  what  information  he  will  and  will  not  share  with  others.  What  he  does  not 
share  seems  to  add  a  significant  amount  of  internal  pressure  and  anxiety  for  SPC  Manning,  He 
seems  to  be  a  conglomeration  of  ambition,  aggression  and  deep-seated  insecurity. 

9.  The  point  of  contact  for  this  memorandum  is  the  undersigned,  at  SVOfP  674-793 1 ,  or 
paul.david.adk  ins@us.  army.mil , 


PAUL  DAVID  ADK.INS 
MSG,  USA 
Master  Sergeant 
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DEPARTMENT  OF  THE  ARMY 

Headquarters  and  Headquarters  Company,  Second  Brigade  Combat  Team 
10*  Mountain  Division  {Light  infantry) 

FOB  Hammer 
APO.  AE  09308 


AF2S-LF-I  26  APR  09 

MEMORANDUM  FOR  RECORD 

SUBJECT:  Recent  Behaviour  of  SPC  Bradley  Manning 


1.  This  additional  memorandum  supports  a  21  DEC  09  MFR,  and  highlights  continued 
incidences  of  mental  instability  in  SPC  Bradley  Manning,  The  events  have  reemcrged  and 
intensified  over  a  period  of  two  weeks.  His  instability  seems  heightened  since  mid-April  2010. 
culminating  in  frequent  catatonic  periods  and  claims  of  dissociation 

2.  SPC  Manning  has  exhibited  bizarre  behaviour,  stopping  in  mid-sentence  during 
conversations,  giving  blank  stares  when  spoken  to,  and  similar  behaviour,  which  has  increased  in 
frequency  and  intensity.  This  problem  gives  an  impression  of  disrespect  and  disinterest  to  his 
noncommissioned  officers  and  officers. 

3.  Additionally.  SPC  Manning  has  reported  an  altered  or  dissociated  state  of  consciousness 
recently.  This  state  gives  him  the  impression  of  watching  himself  on  a  screen,  as  though  events 
unfolding  around  him,  and  pertaining  to  him,  are  not  actually  occurring  TG-him  but  someone 
else. 

4.  SPC  Manning  has  reported  having  no  sense  of  time  and  frequently  finds  himself  in  a 
dreamlike  state.  He  claims  this  issue  resulted  in  late  reporting  to  his  place  of  duty  on  26  APR  10. 

5.  His  noncommissioned  officers  report  him  to  be  distant  and  distracted  at  best.  His  duty 
competence  does  not  seem  to  be  significantly  affected.  He  sometimes  produces  accurate 
products  in  a  timely  manner.  Other  days  his  performance  is  significantly  degraded.  We  arc 
unsure  at  this  time  if  he  presents  a  threat  to  himself,  though  he  does  not  seem  to  be  in  danger 
currently  in  my  estimation,  His  instability  is  a  constant  source  of  concern,  however,  due  to  its 
inherently  fluid  nature. 

6.  SPC  Manning  seems  to  create  internal  pressure  due  to  unnamed  conflicts  he  seems  unwilling 
to  discuss,  and  incapable  of  handling  by  himself,  1  recommended  he  see  CH  (CPT)  Howell  on 
25  APR  10  to  see  if  the  chaplain  could  provide  helpful  coping  skills  or  an  avenue  for  discussion 
not  previously  explored. 
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7.  These  issues  seem  to  arise  in  dusters  due  to  internal  pressures.  SPC  Manning  is  treated  the 
same  as  other  Soldiers  in  the  section. 

S.  I  am  familiar  with  dissociative  identity  disorder,  and  sometimes  sense  the  presence  of  altered 
personalities  during  SPC  Manning’s  unsettled  periods  ofbehaviour.  By  self-admission,  he 
experienced  a  less-than-ideal  childhood  and  abandonment-type  situations.  I  do  not  assess  at  this 
time  that  SPC  Manning's  behaviour  is  spurious  but  symptomatic  of  a  deeper  medical  condition 
unknown  at  this  time.  My  concern  is  that  SPC  Manning’s  condition  is  deteriorating  Kid  possibly 
becoming  detrimental  to  the  good  order  of  the  unit.  If  required  to  PCS.  1  fear  the  result  would  be 
disastrous  for  SPC  Manning,  including  UCMJ  action  and  a  chapter  under  conditions  other-than 
honorable,  etcetera. 

9.  SPC  Manning  continues  to  report  the  therapy  he  receives  is  unproductive,  with  the  doctor’s 
discussions  and  therapeutic  approaches  of  no  value.  He  sent  me  an  email  on  24-25  APR  10, 
which  he  later  claimed  he  tried  to  recall.  In  summary.  SPC  Manning  stated  the  problem  is 
longstanding,  deep-seated  and  intensifying  despite  his  best  efforts  to  the  contrary.  He  claims  his 
life  and  functionality  is  extremely  degraded  due  to  his  problems.  He  fears  his  only  help  lies  in 
disciplinary  action  and  possibly  chapter.  He  reports  difficulty  in  sleeping,  concentrating,  talking 
with  others, 

1 0.  The  point  of  contact  for  this  memorandum  is  the  undersigned,  at  SVOIP  674-793 1 .  or 
paul.david.adkins@us.grrny.mil. 


Paul  david  adkins 
MSG,  USA 
Master  Sergeant 
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DEPARTMENT  OF  THE  ARMY 

Headquarters  and  Headquarters  Company.  Second  Brigade  Combat  Team 
I0;h  Mountain  Division  (light  Infantry) 

FOB  Hammer 
APO,  AE  09308 


AFZS-IF-S  08  MAY  10 

MEMORANDUM  FOR  RECORD 

SUBJECT:  Recent  Behaviour  of  SPC  Bradley  Manning 


1 .  This  additional  memorandum  supports  21  DEC  09  and  2?  APR  10  MFRs.  and  highlights 
continued  incidences  of  mental  instability  in  SPC  Bradley  Manning. 

2.  On  071830MAY10  SPC  Manning  left  the  work  area  during  a  unit  informal  meal.  I  attributed 
his  absence  to  discomfort  with  some  of  his  coworkers,  and  assumed  he  moved  to  another  w  ork 
area  in  order  not  to  participate  in  the  function.  About  an  hour  later,  a  Soldier  informed  me  SPC 
Manning  was  sitting  on  the  floor  of  a  storage  room  in  a  fetal  position. 

3.  When  !  entered  the  room,  SPC  Manning  was  sitting  upright  with  his  knees  tucked  up  towards 
his  chin,  obviously  agitated  about  something.  He  clutched  his  head  as  though  in  pain.  He 
clenched  his  eyes  shut  and  said  nothing  I  noticed  beside  him  a  folding  chair  with  cut  marks  on 
the  padded  seat,  and  an  open  gerber  knife  blade  at  SPC  Manning's  feet.  Several  pieces  of  cut 
vinyl  lay  by  the  tool  On  the  scat  he  etched  with  the  blade  the  words,  "I  WANT/'  During  the 
course  of  the  conversation,  I  determined  he  was  not  in  immediate  danger  of  cutting  himself.  He 
stated  he  did  not  know  why  he  etched  these  words. 

4.  Through  repeated  questions,  1  was  able  to  get  SPC  Manning  to  respond.  He  then  spoke  at 
length  about  several  issues.  He  stated  he  felt  he  was  not  there,  and  was  not  a  person.  He  stated 
he  had  no  personality.  He  went  on  to  explain  that  the  calm  person  who  was  speaking  was  a 
personality  independent  of  the  person  sitting  on  the  floor  in  obvious  pain.  He  drew  the  analogy 
of  him  being  a  turtle  with  a  core  personality,  and  several  layers  of  hardened  shell,  fragmented 
and  designed  to  protect  the  core  personality,  and  function  in  different  situations  as  the  need 
required.  He  also  drew  the  analogy  of  his  personalities  being  like  layers  of  onion. 

5.  SPC  Manning  recently  suffered  a  recent  break-up  with  a  close  friend  in  the  States.  This 
situation  has  caused  him  considerable  distress,  both  personally  and  concerning  some  of  his 
property  he  stored  with  this  individual  for  safekeeping. 

6.  SPC  Manning  fluctuated  during  the  conversation  between  a  calm  individual  and  one  in  pain. 
As  he  spoke  he  seemed  to  be  unhappy  with  what  he  revealed,  and  withdrew  back  to  the  state  in 


.00013366 


AFESLF-I 

SUBJECT:  Recent  Behaviour  of  SPC  Bradley  Manning 


which  I  found  him.  After  about  an  hour,  1  was  called  to  work  and  had  lo  leave  SPC  Manning.  I 
checked  on  him  later,  He  seemed  to  be  calm,  and  I  left  to  do  other  work. 

7.  3  considered  during  the  conversation  whether  to  send  SPC  Manning  to  his  trailer,  but  decided 
he  seemed  to  recover  sufficiently  to  finish  the  last  four  hours  of  his  shift.  Late?  in  the  evening 
SPC  Manning  struck  SPC  Showman  in  the  face  during  an  argument, 

8.  After  his  discussion  with  CPT  Worsiey,  3  ensured  he  went  to  his  room  without  weapon.  We 
spoke  at  length  about  his  childhood  and  reasons  for  joining  the  Army,  He  also  stated  he  had  no 
intention  of  striking  SPC  Showman,  and  had  no  idea  why  he  did  it.  He  then  stated  he  may  have 
responded  to  perceived  slights  delivered  by  SPC  Showman  prior  to  striking  her.  He  also 
expressed  significant  concern  of  the  repercussions  of  his  actions,  including  UCMJ  and  OTH 
discharge.  He  stated  that  extra  duty  might  cause  further  aggravation.  He  stated  this  in  a  matter 
of  fact  manner,  not  threatening.  He  also  expressed  concern  as  to  where  he  would  work  in  the 
coming  days  I  told  him  nothing  had  been  decided  at  this  point,  but  my  desire  was  to  see  he 
received  proper  treatment  for  his  illness.  He  returned  to  his  trailer  at  approximately 
OFO30OMAY1O. 

9.  The  point  of  contact  for  this  memorandum  is  the  undersigned,  at  SVG1P  674-793  > ,  or 
paui.david.adkinstfLus.  army. mil. 


PAUL  DAVID  ADKINS 
MSG.  USA 
Master  Sergeant 
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AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  30  June  2009 
PAGES:  2 
FORM:  SF  600 


Recommended  to  Behavioral  Health  at  Fort  Drum  by  NCOIC.  Session  for  60 
minutes  and  released  without  limitations. 
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HEALTH  RECORD  f 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Patient  MANNING,  9 RADLEY  EDWARD  Date:  30  Jun  2009  1315  EOT 
Treatment  Facility:  GUTHRIE  AHC  Clinic:  PSYCHOLOGY  CUNIC 

Patient  Status:  Outpatient 


Appt  Type  SPEC 

Provider:  RESWE8ER.PETER  J 


Reason  for  Appointment:  INTAKE  W/ALONDA 
Appointment  Comments; 

SWH 

Autocues  Refreshed  fay  WESTRA  HOWE.  STEPHANIE  J  @  30  Jur  2009  1259  EOT 

Active  Medications 

Refills  Left  Last  Riled 

NR  29  Oec  2007 


Active  Medications  Statu*  Sig 

AMOX  TR-POTASSIUM  CLAVULANATE  (AMOX  Active 
TR/POTASSIUM  CLAVUIANATE).  S00-125MG, 

TABLET,  ORAL.  TEVA  USA,  20  ea.  BOTTLE 


SO  Note  Written  bv  RESWE9ER. PETER  J  ®  30  Jun  2009  15S2  EOT 

Chief  complaint 

The  Chief  Complaint  is  Here  on  recommendation  of  NCOfC 
Reason  for  Visit  _ 

Vis#  for:  Service  member  staffed  for  intake  and  mentai  status  evaluation  with  junior  provider  (68X  and/or  SSA)  in  Behavioral 
Health  clinic.  See  secondary  paper  record  for  further/detailed  documentation. 

Referred  ft?rc  . 

By  NCOtC. 

History  of  present  illness 

The  Patient  is  s  21  year  old  male. 

He  reported:  Military  service  in  the  Army  for  almost  two  years,  MOS  35F  (Intelligence  Analyst),  and  paygrade  E3. 


PFC  BrarSey  Edward  Manning  was  staffed  for  intake  and  mental  status  evaluation  with  Ms.  Alonda  Brown.  As  he  relates  it.  PPC 
Manning  was  recommended  here  by  his  NCOtC  (apparently  for  some  perceived  difflcuRies  adapting  within  his  unit):  but.  the  soldier 
does  not  porcerve  any  significant  problems  and  destre  and  significant  assistance  at  this  time.  No  evidence  of  suiddal  ideation, 
homicidal  idefition  and/or  thought  disorder  was  evident  As  such  (and  after  recommending  certain  things  to  monitor)  he  was 
released  to  return  only  if  and  as  desired  (after  JRTQ. 


Visit  related  to  Deployment?  "No", 

Personal  history 

Education:  The  highest  level  of  education  achieved:  completed  "some  college". 

Manta):  Never  married,  no  kids. 

Review  of  systems 

Systemic  symptom*;  Not  feeling  tired  (fatigue! 

Gastrointestinal  symptoms:  Normal  appenta 
Neurological  symptoms;  No  decrease  in  concentrating  ability 

Psychological  symptoms:  No  anxiety,  no  depression,  no  sleep  disturbances  generally,  no  loss  of  interest  in  activities,  and  no 
anhedonia.  Increased  energy  a  lot  of  the  tima,  A  desire  to  continue  living  and  no  previous  sudde  attempt.  Noviolent 
behavior,  no  low  self-esteem,  not  feeling  guilty,  and  not  being  upset  by  problems  at  home  or  wortt.  No  disturbing  or  unusual 
thoughts,  feelings,  or  sensations  and  no  interpersonal  relationship  problems. 

Physical  findings 
General  appearance: 

*  Normal. 

Neurological: 

*  No  hallucinations  *  Mental  status  was  normal. 

Speech:  ■  Rate  was  rapid.  *  Sufficient  nonverbal  communication  skills  were  demonstrated 
Psychiatric  Exam: 

Appearance:  *  Normal. 

Demonstrated  Behavior.  ’  Behavior  demonstrated  no  abnormalities. 

Attitude.  "Cooperative. 

Mood: "  Euthymlc. 

Affect:  "  Congruent  with  the  mood. 

Thought  Processes:  *  Not  impaired 

Thought  Content'  *  Revealed  no  Impairment  *  Insight  was  Intact.  *  No  suicidal  ideation  *  No  suicidal  plans  '  No  susodai 


Name/SSN:  MANNING,  BRADLEY  EDWARD] 


Sponsor, ISSN: 
Rank: 

Unit: 

Outpi  Rcc.  Rm; 


MANNING.  BRADLEY  EDWARD^^H 

PRIVATE  FIRST  CLASS 

W6CD2PBA 

RECORDS  ROOM-MI  STUDENT  CUNIC 


PCM: 

Tel  PCM: 


CHltONOlOCICAL  RECORD  Of  MEDICAL  CARE 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1974  (PI.-93-S79)  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW.  VIOLATORS  WILL  BE  PROSECUTED 


STANDARD  FORM  600  (REV.  S) 
Prescribed  by  CSA  tad  ir.SIR 
FtRMR  HI  t  FR)  29MS595 
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HEALTH  RECORD  I  CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 

30Jun2A09  1258 

Facility:  USAMEDDAC  Ft  Drum  NY  Clinic;  Psychology  Clinic  Provider:  RESWEBER,  PETER  JOHN 

intent.  *  No  homicidal  ideations.  *  No  homicidal  plans  *  No  homicidal  intent 

Taste 

OQ45  Total  Score  -  38  (Nor.-dtrecal  range! 

Critical  Items  reviewed  with  none  noted  to  be  endorsed 


A/P  Written  tw  RESWEBER.  PETER  JOHN  ®  30  Jun  ?009  1SS7  EOT 

t.  OCCUPATIONAL  PROBLEM 

Procedurets):  -Psychiatric  Evaluation  Comprehensive  Examination  *  t 

Plwsitlgfimir.ep  hr  RE$W.£BSR..P£ESR  JOHN  tt  1$  jwiZfiM.  1  ^  EOT 

Released  »/o  Limitations 
Follow  up:  as  needed . 

Discussed:  Diagnosis.  Mcdicaliontsl/Treaimcmis}.  Alternatives.  Potential  Side  E (Teels  with  PaiieM  who  indicated  understanding.  ■  Comments 
Medication  Reconciliation  done  and  (if  applicable)  list  offered  lo  pattern. 

60  minutes  t'acc-lo-race/flaor  time.  >S0%  of  appotnlmcnl  time  spent  counseling  and/or  coordmartng  care 


Signed  By  RESWEBER,  PETER  JOHN  (Licensed  Clinical  Psychologist,  USA  MEPDAC,  Fort  Drum,  NY)  jg  30  Am  2009  1SS7 


Sponsor/SSN:  MANNING.  BRADLEY  EDWAKDl 


Namc/SSN:  MANNING,  BRADLEY  EDWARD/ 


FMP/SSN:  20fe5'£JjCg'_5,|  Telit:  240-784X1431 

DOB  17  Dec  1987  Tel  W; 

PC*;  A 1 1 .2  USA  ACTIVE  DUTY  CS- 

UNLISTED 

MC  Status:  Status: 


Rank  PRIVATE  FIRST  CLASS 

Unit;  W6CD2PBA 

Outpt  Rec.  Rns:  RECORDS  ROOM-MI  STUDENT  CUNIC 


PCM: 

Tel.  PCM: 


CHRONOLOCKAL  RECORD  OF  MEDICAL  CARE 

THIS  INFORMATION  IS  PROTECTED  JJY  THE  PRIVACY  ACT  OF  1974  (PL-9J-579)  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOI-ATION  CF  FEDERAL  LAW  VIOt.ATORS  WILL  BE  PROSECUTED 


STANDARD  FORM  «M  (REV.  S) 
PrwcrilKd  hr  G&A  wxllCMR 
FlttMR  N1  CFRJJOIXSSOS 
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AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  19  August  2009 
PAGES:  2 
FORM:  SF  600 


SUMMARY: 


Walk  in  at  Behavioral  Health  at 
released 


Fort  Drum.  Session  for  20-30  minutes  and 
without  limitations. 


Mann  ingB_000 1 4072 


m  m  turu  am . 


chronolocical  record  of  medical  care 


Patient.  MANNING,  BRAOLEY  EDWARD 
Treatment  Facility.  GUTHRIE  AHC 
Patient  Statu*  Outpatient 


Date:  19  Aug  2009  1006  EDT  ApptType  EST 

Clinic:  PSYCHOLOGY  CLINIC  Provider:  DEHERRERA, KENNETH 


Reason  for  Appointment:  WALK  IN 


AutoCItes  Re'reshed  by  OEHERRERA.KENNeTH  ft  19  Aua  2009  1 113  EDT 
Problems 


Chrome: 

•  Occupational  problem 

•  Headache  syndromes 

•  Nicotine  dependence 

•  Sore  throat 

•  Cough 

•  Nasal  passage  blockage 

•  Observation  for  suspected  mental 

condition 


Family  History 

•  No  FamHy  History  of  early  deaths 

■  No  Family  History  ot  genetic  disease 

•  No  FamHy  History  of  heart  disease 

•  No  FamHy  History  of  cancer 


Allergies 

•  No  Known  Allergies 


•  Numbness 
-  Fainting 

•  Upper  respiratory  infection 

•  Hereditary  peripheral  neuropathy  with 

liability  to  pressure  palsies 

•  Gait  abnormality 

•  Transient  limb  weakness 

•  Visit  for  military  services  physical 

•  Shoulder  lendenitis 

•  Metatarsalgia 

>  Plantar  fasciitis 

•  Myopia 

•  Visit  for:  health  exam  of  defined 

s  ubpopuialion 

•  Patient  education  about  injury 

prevention 

•  Condition  was  caused  by  an 

occupations!  disease 


Active  Medications 

Active  Medications  Status 

Sodium  Fluoride,  (PreVident  S000  Active 

Plus;,  Cream,  Dental 

ANOX  TR~ POTASSIUM  CXAVtJLAttATE  IAMOX  Active 
TR/PCTASSIUM  CLAVULASATE) ,  500-125MG, 

TABLET,  ORAL,  TEVA  USA,  23  ea,  BOTTLE 


Sig 

70  BE  USED  OtiCE  A  DAY 
AS  DIRECTED  BY  DENTIST 
*2  RF1 


Refills  Left 

1  of  1 

HR 


Last  Filled 
11  Aug 
2009 

29  Dec 
200? 


SO  Note  Written  by  QEHE3RERA. KENNETH  @  28  Aug  2009  131..S.£QT 

Subjective 

SM  seen  in  walk-in  clinic.  Chief  complaint  Is  isolating  seif,  lose  my  bearing,"  and  ‘  I  go  down  hiS."  He  descrioed  sxs  to  mdude 
crying,  feeling  vulnerable,  concentrating  at  work  to  cope  and  avoid  issues,  lonley  and  analyzing  himself.  SM  related  feeling  Ska  he 
was  going  to  break  down'  today,  and  described  process  of  bolding  up  his  emotions  He  reported  not  taking  meds.  presently,  has 
been  on  Lexapro.  and  has  hx.  of  family  dysfunction  growoing  up.  SM  denied  suicide  and/or  homicide  ideations  at  this  time  and 
date.  Will  refer  for  intake  and  tx. 

Physical  findings 

General  appearance:  . .  . ,  .  ,  . 

*  Awake  •  Aleri.  *  Oriented  to  time,  place,  and  person.  *  Weil  developed,  Weil  nounshed.  In  no  acute  distress. 
Neurologicdl: 

*  Level  of  consciousness  was  normal.  *  Cognitive  functioning  was  normal.  ’  No  perceptual  disturbances  were  noted. 

Speech:  *  Normal  *  Rata  was  nol  slowed.  '  Not  pressured.  *  Rhythm  of  speech  was  normal.  *  Tone  was  normal.  Fluent 

Psychiatric  Exam: 

Appearance:  •  Tired.  *  Clothing  was  appropriate  *  Grooming  was  normal  , 

Demonstrated  Behavior:  ■  Behavior  demonstrated  psychomoior  abnormalities.  •  Behavipf  demonstrated  psychomotor 


Name/SSN:  MANNING,  BRADLEY  EDWAR 

Sex: 


M 


FMP/SSN  20|E  S  TcIH:  240-784-0431 

DOB:  17  Dec  198?  Tel  W: 

PC«:  Al  1 .2  USA  ACTIVE  DUTY  CS: 

ENLISTED 

MC  Status  Siatusr 

Insurance  No 


Sponser/SSN. 

Rank 

Unit 

Oulp!  Rcc  Rm 


MANNING,  BRADLEY  EDWARD^^H 

PRIVATE  FIR  ST  CLASS 

W6CD2PBA 

RECORDS  ROOM-MI  STUDENT  CUNIC 


PCM. 

Tel.  PCM: 


CHRONOLOGICAL  RECORD  Ok  MEDICAL  CARE 

HUS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1074  (PL-03-5791  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW.  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  »8{RF.V.  SJ 
PrwcHlwd  by  GSA  aaj  ICMR 
FIR  MR  (41  CFRI  1*1-4*  505 


ManningB_0001 4073 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


HEALTH  RECORD 

l9Anfi  2009  10*7 

FaciSty:  ISAMEDDAC  Ft  Drum  NY  C  linic:  Psythotogy  Clinic  Provider:  DEIIERRERA.  KENNETH 
'sw  restlessness.  *  Behavior  demonstrated  rvo  impulsiwty  *  Not  violent.  *  Behavior  demonstrated  no  hypervigliance. 

Attitude:  *  Not  abnormal. 

Mood.  ■  Dysthymic. 

Affect  ’Normal. 

Thought  Processes:  *  Not  impaired. 

Thought  Content  •  Impaired  insight  ’  Revealed  no  impairment.  ’  No  reduced  abstraction  ablity  *  No  ideas  of  reference 
’  No  obsessions.  *  No  paranoid  ideations  "  No  delusions  *  No  suicidal  ideation.  *  No  suicidai  plans.  *  No  suicidal 
intent.  *  No  preoccupation  with  violent  thoughts  was  observed.  *  No  homicidal  ideations  *  No  homicidal  plans.  ’  No 
homicidal  Intent. 


A/P  Written  by  Or  HERRERA  J1£NNETH  @  28  Aup  2009  J324  £pT 

1.  ADJUSTMENT  DISORDER  WITH  MIXED  EMOTIONAL  FEATURES 

Prooesdure(s).  -Psychiatric  Therapy  Individual  Approximately  20-30Minutes  x  1 


Released  w/o  Limitations 

Follow  up:  in  (he  PSYCHOLOGY  CLINIC  ctinic.  -  Comments  Referred  for  intake : 
longer  taking  meds  on  Isst  nor  any  other  mods  a  inis  lime. 

Discussed:  Medieationist/Treaimenltsiwiiti  Paticnl  who  indicated  understanding 


c  .  Med  recoo  completed  SM  reported  Active  list  no 


Signed  By  DEHERRERA,  KENNETH  (PhysieianAT/orkstation)  @  28  Aug  2009  1326 


Name/SSN:  MANNINC,  BRADLEY  EDWAR 

Sex: 


I'MP/SSN"  7(1— MB 
DOB:  17  Dec  1987 

PCat  Ai  1.2  USA  ACTIVE  DUTY 

ENLISTED 

MC  Status: 

Insurance  No 


Tel  it  240-784-0431 
Tel  w: 

CS. 

Status: 


Sptvtsor/SSN: 

Rank: 

Unit: 

Outpt  Rcc.  Rut: 


MANNING.  BRADLEY  EDWARD^^H 

PRIVATE  FIRST  CLASS 

W6CD2PBA 

RECORDS  ROOM-MI  STUDENT  CLINIC 


PCM: 

Tel.  PCM 


chronoi-ocical  record  of  medical  care 

IT  Its  INFORMATION  IS  PROTEC  TED  BY  THE  PRIVACY  ACT  OF  1 974  (PL-93-579)  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  M0 (REV.  5) 
Prescribed  by  r;s\ «nd  I  CM  K 
FIR  AIR  (41  CFR)  JOINS, 505 


ManningB_0001 4074 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  15  September  2009 
PAGES:  2 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Behavioral  Health  at  Fort  Drum.  Session  for  55  minutes  and 
released  without  limitations. 


ManningB_0001 4075 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


HEALTH  RECORD  s 


Patient  MANNING,  BRADLEY  EDWARD  Dale:  15  Sep  2009  0800  EDT  Appt  Type:  SPEC 

Treatmen:  Facility:  GUTHRIE  AHC  CSnic;  PSYCHOLOGY  CLINIC  Provider  GRETSCH, JOSEPH  P 

Patient  Status.  Outpatient 


Reason  for  Appointment: 
Appointment  Comments: 
SWH 


Autocues  Rctosfled  tiv  rRANClSCO.SIMONETE  J  @  1 5  Sw  2009  09Q5JPT 


Active  Medications 
Active  Medications 

Sodium  fluoride,  (Prevident  5000 
Plus:,  Cream,  Dental 


Status  Slg  Refills  Left 

Active  TO  BE  USED  ONCE  A  DAY  1  Of  1 
AS  DIRECTED  SY  DENTIST 


Last  Filled 

11  Aug 
2009 


AM3X  TR-POTASSIUM  CLAVt'LANATE  (AMOX  Active  •  NR  29  D< 
TR/ POTASS  I  UN  CLAVULANATE) ,  500-125MG,  2009 
TABLET,  ORAL,  7EVA  USA,  20  e* .  BOTTLE 


A IP  written  by  GRETSCH  JOSEPH  PM  15  Sep  2009.1 31 7£DT 

I .  PERSONALITY  DISORDER:  NOS,  mild,  w/clusler  C  characteristics-obsessive  but  not  compulsive 
Prcoedure(s)  -Psychiatric  Therapy  Individual  Approximately  45-50  Minutes  x  1 

Disposition  Written  by  GBETSCH  .JOSEPH  P  ft  1 5  Sep  20091316  EOT 

Rdcered  w/o  Umltstioss 

Discussed:  Diagnosis,  MtfdicatonfsIfTrcaVaeatis).  Alicrnetivcs.  Porcntml  Side  Effects  with  Patient  who  indicated  understanding.  •  Com.Tienis: 
MEDRKXJN  done  and  list  distributed 

55  minutes  facc-to-facc/ floor  time  >50%  of  appointment  time  spent  counseling  and/or  coordinating  care. 

Note  Written  by  GRgTSCH,JQSE?H  P  tt.15  SwWfl  J3i»EBI 

Joseph  P.Gretsch,  Psychologist,  Psychology  Clinic  #223  Ft.  Drum,  NY  13602  315-772-3314 


PROGRESS  NOTE 

PFC  MANNING,  BRADLEY  E.  FI  240-784-043 1 
HHC,  2nd  Brigade  Intelligence  Analyst  S2  315-774-2755 


Date 

Tuesday,  September  15,  2009 

Medrecon 

None 

Diet 

2-3  meals/day:  sufficient 

Sleep 

5-8  hrs/night:  sufficient 

Pain 

Denied  &  no  physical  problems 

A&D 

Denied 

Harm 

Denied  s/o 

Subjective  Emotional 
State 

Not  feeling  atg  emotionally  today 

Apparent  Emotional  State 

No  obvious  disorganization 

Cognitive:  orientation 

X3 

Cognitive:  speech 

Responsive,  relevant,  coherent,  cooperative 

Cognitive:  memory 

No  obvious  disorganization 

Name/SSIN:  MANNING,  BRADLEY  EDWARD* 


FMIVSSN: 

DOB:  n  Dec  1987 

PCit:  At  1.2  USA  AC 

ENLISTED 

MC  Status. 

Insurance'  No  


Tel  R-  240-784-0431 


Sponsor/SSN  MANNING,  BRADLEY  EDWARD^^H 
Rank.  PRIVATE  FIRST  CLASS 

Unit:  W6CD2PBA 

Oulpt  Ret.  Rm:  RECORDS  ROOM-MI  STUDENT  CLINIC 
PCM: 

Tel.  PCM:  


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 

HUS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1974  (PL-93-579),  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW.  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  600 (REV.  5) 
Pi**crtt*4  t>«  CSA  ««d  tCMR 
FIRMR  (41  (TO)  101-41505 


ManningB_000 1 4076 


HEALTH  RECORD  j  CHRONOLOGICAL  RECORD  OF  M  EPICAL  CARE 

15  Srp  2009  0805 

Facility;  t'SAMEDOAC  Ft  Draw  XV  Clinic:  PiycMogj  Clinic  Provider:  GRETSCH,  JOSEPH  P 

| _ Psychomotor _ |  No  obvious  disorganization _ j 

OBJECTIVE  (?here)  several  evasions,  bureaucratically  described — command  send  me  here, 
etc.  (?!)  i  had  difficulty  doing  exactly  what  I  was  supposed  to  be  doing.  His  work  and 
command  relationships  are  discussed.  He  is  almost  rigid  physically  and  emotionally  throughout 
the  discussion  and  when  no  other  probable  cause  for  his  being  sent  is  developed,  his  demeanor  is 
reflected  as  perhaps  being  perceived  as  odd  by  others,  though  there  does  not  appear  to  be 
anything  diagnosable  about  it.  His  background  is  discussed,  both  parents  were  alcoholic,  mother 
was  from  UK  to  which  she  returned  w/SM  when  she  separated  from  father.  Since  separating 
from  his  mother  until  now,  SM  has  had  to  rely  on  himself  for  his  survival  arid  for  that  reason 
very  carefully  manages  his  interactions  with  others,  accounting  for  his  rigid  demeanor.  His  goal 
is  to  do  something  in  the  sciences,  physics  and  especially  cosmology  interests  him  (he  most,  this 
is  discussed.  We  return  to  discuss  his  present  situation  and  agree  to  continued  meetings. 

ASSESSMENT/INTERPRETATION  Personality  disorder,  NOS,  Mild  w/cluster  C 
characteristics,  obsessive  but  not  compulsive. 

PLAN  &  NEXT  ACTION  Continue  history  taking  and  continue  discussing  his  present 
situation. 


Signed  By  GRETSCH.  JOSEPH  P  (Physician  Ft  Drum  NY)  @  1 5  Sep  7009  1320 


Namc/SSN:  MANNING,  BRADLEY  EDWA 


Set  M 

FMPdiSN  70fm  M  Tel  H:  243-784-0431 

DOB  17  Dc*  19*7  Tel  W- 

PCai  All  2  USA  ACTIVE  DUTY  CS: 

ENLISTED 


Status: 


Sponscr/SSN:  MANNING.  BRADLEY  EDWARO^^M 

Rtuik:  PRIVATE  FIRST  CLASS 

Unit:  W6CD2PDA 

Oulpl  Rec  Rn  RECORDS  ROOM-MI  STUDENT  CLINIC 


C  HRONOLOGICAL  RECORD  OF  MEDICAL  CARE 

ri  IIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  i974  (PL-93-5791  UNAUTHORIZED  ACCESS 
TO  THIS  INIORMAT  ION  IS  A  VIOLATION  OF  FEDERAL  I  AW.  VIOLATORS  WILL  BE  PROSECUTE  D. 


STANDARD  FORM  «0  (REV.  5) 

Prescribed  by  CSA  m4  ICMR 
FIRMS  Ml  CFR)  201 45.505 


ManningB_0001 4077 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  23  September  2009 
PAGES:  2 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Behavioral  Health  at  Fort  Drum.  Session  for  60  minutes  and 
released  without  limitations. 


ManningB_0001 4078 


HEALTH  RECORD  CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Patient  MANNING,  BRADLEY  EDWARD 
Treatment  Facility:  GUTHRIE  AHC 
Patient  Status  Outpatient 


Date:  23  Sap  2009  1000  EDT 
Clinic  PSYCHOLOGY  CLINIC 


ApptTypa:  EST 

Provider:  GRETSCHJOSEPH  P 


Reason  for  Appointment:  per  dr  gretsch 

Appointment  Comments: 

tkd 

Au;oCHe?  Rjrtnshgl.by  Gg 0.19 g^ANDREA  £  &  21  Sap  im  9951JPT 

Active  Medications 


Active  Medications  Status 

ACETAMINOPHEN,  325HG,  TABLET,  OPAL  Active 


ISOPROFEN,  600M3,  TABLET,  ORAL  Active 

CODEINE  PKOS/ACETAKINOPHEN,  30-30CMG,  Active 

TABLET,  ORAL 

Pill  Splitter  Device  Sot  Specified  Active 

Miscellaneous 

PENICILLIN  V  POTASSIUM,  503MG,  Active 

TABLET,  ORAL 

Sodium  Fluoride,  (Previdenc  5000  Active 

Plus) ,  Cream,  Dental 

AMOX  TR-POTASSIOM  CLAVULANATE  (AWCX  Active 

TR/POTASSI'JK  CLAVULANATE).  50G-125MG, 

TABLET,  ORAL,  TEVA  USA,  20  ea .  BOTTLE 


Slg  Refills  Left  Last  Filled 

T  2  TABS  PO  CiH  PFP  NR  22  Sep 

'NOT  TO  EXCEED  12  TABS  2009 

I4000KGS  PEP.  DAY  *50 

T1  TAB  PO  TID  *30  RF0  NR  22  Sep 

2009 

T  2  TABS  PO  Q4H  PP  NR  22  Sep 

'NOT  TO  EXCEED  12  TABS  2009 

PER  DAY'  *12  RFO 

CD  NR  17  Sep 

2009 

T  1/2  TB  PO  Q1D  FOR  10  NR  17  Sep 

DAYS  2009 

TO  BE  USED  ONCE  A  DAY  1  of  l  11  Aug 

AS  DIRECTED  BY  DENTIST  2P09 

*2  RF1 

NR  29  Dec 

2007 


A/P  Last  Updated  by  grltsch.joseph  P  ft  23  §gp  2009  1  too  EDI 

I.  Personality  dlserdcr  NOS  Cluster  C.  obsessive  characteristics,  mild,  non-palhoiogtcal 

P  rocedura(s):  -Psychiatric  Therapy  Individual  Approximately  45-50  Minutes  x  1 

Disposition  Lest  Updated  bv  GRET5CR.  JOSEPH  P  ft  23  Sep  2009 1101  £DT 

Released  »/o  Limliadcns 

Discwsed:  Diagnosis.  Medication(sS/Treaimcptts),  Alternatives.  PaentiB1  Side  Effects  with  Patient  who  indicated  understanding.  -  Comments 
MEDRECON  done  and  list  distributed 

60  minutes  face-lo-faeeffloor  time  >5014  of  appointment  lime  spent  counseling  and/or  coordinating  care. 

Note  Written  by  GRETSCH,  JOSEPH  P  @  23  Sefi  2009 11Q1  EDT 

Joseph  P.Gretsch,  Psychologist,  Psychology  Clinic  #223  Ft.  Drum,  NY  13602  315-772-3314 


PROGRESS  NOTE 

PFC  MANNING,  BRADLEY  E.  240-784-0431  HHC.  2nd  Brigade  intelligence  Analyst  S2  315-774-2755 


Date 

Wednesday,  September  23. 2009 

Medrecon 

Now  taking  pain  killers  subsequent  to  dental  surgery 

Diet 

2-3  meats/day:  sufficient 

Sleep 

5-8  hrs/night:  sufficient 

Pain 

Dental  pain  effeclively  controlled 

A&D 

Denied 

Harm  s/o 

Denied  s/o 

1  Subjective  Emotional  State 

Not  sure 

Name/SSN:  MANNING,  BRADLEY  EDWAR 

Sex: 


DOD:  17  Dec  1987 

PCM.  A I !  .2  USA  ACTIVE  DUTY 


ENLISTED 


MC  States; 
Insurance:  No 


Tel  I::  240-784-043! 

Tel  W- 

CS: 


Speosor/SSN:  MANNING,  BRADLEY  EDWAR D| 


Rank:  PRIVATE  FIRST  CLASS 

Unit:  W6CD2PRA 

Outpt  Rcc.  Rin;  RECORDS  ROOM-MI  STUDENT  CLINIC 


PCM: 

Tel.  PCM: 


CHRONOLOCtCAl,  RECORD  OF  MEDICAL  CARE 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1974  (PL-93-579)  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  690  (REV.  5) 
Prescribed  b?  CSA  an*  ICMR 
PIRMR  (41  CFR)  20M5.JOJ 


ManningBJDOOl 4079 


HEALTH  RECORD  I_ CHRONOLOGICAL  RECORD  QF  MEDICAL  CARE 

UStp  2000  0951 

Facility:  I'SAMEDDAC  FI  Drum  W  Ctlaic:  PlycholoRy  Clinic  Provider:  GRETSCii,  JOSEPH  P 


Apparent  Emotional  State 

No  obvious  disorganization 

Cognitive:  orientation 

X3 

Cognitive:  speech 

Responsive,  relevant,  coherent,  cooperative 

Cognitive:  memory 

No  obvious  disorganization 

Psychomotor 

No  obvious  disorganization 

OBJECTIVE  The  possible  reasons  for  his  command  to  recommend  BHD  assistance  are  discussed,  he  states  at 
times  he  has  taken  initiative  with  work  tasks  without  getting  necessary  clearance  from  his  immediaie  supervisor,  and 
that  this  has  been  a  concern  he  has  addressed.  His  diagnosis  is  discussed  at  his  request,  w/reference  to  possibly  using 
intellectualization  to  avoid  contacts  that  may  for  some  reason  be  emotionally  difficult  for  him.  He  is  assigned  to 
think  about  this  possibility  and  its  potential  applications  in  his  day  to  day  life.  He  states  that  taking  independent 
initiative  also  has  been  a  problem  in  personal  relationships. 

ASSESSMENT/INTERPRETATION  Personality  disorder.  NOS.  Mild  w/clustcr  C  characteristics,  obsessive  but 
not  compulsive. 

PLAN  &  NEXT  ACTION  Continue  history  taking  and  continue  discussing  his  present  situation. 


Signed  By  GRETSCH.  JOSEPH  P  (Physician.  Ft.  Orum  NY)  @  23  Sep  2009 1 102 


Name/SSN:  MANNING,  BRADLEY  EDWAR 

Sex: 


M 


l-MP/SSN:  20  MM  MMM 

DOB:  17  Dec  3987 

PC  a  A!  i.2  USA  ACTIVF.  DUTY 

ENUSTED 

MCStaui: 

Insurance:  No 


T*J  H:  2-40-784-043  i 
Tel  W 
CS 

Status: 


Spoasor/SSN: 

Rank: 


MANNING. BRADLEY  EDWARD) 


PRIVATE  FIRST  CLASS 


Uni:  W6CDZPBA 

Oulpt  Rec.  Rro:  RECORDS  ROOM-MI  STUDENT  CUNIC 


PCM: 

Tel.  PCM: 


CHRONOLOGICAL  RECOROOF  MEDICAL  CARE 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1974  (PL-93-579).  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW.  VIOLATORS  WILL  BE  PROSECUTED 


STANDARD  FORM  W0  (REV.  f) 
Pracribnl  by  CSA  ard  ICMR 
FIRMR  (dt  CFR)  201-15.595 


MarmingB_0001 4080 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  29  September  2009 
PAGES:  2 

«  FORM:  SF  600 

SUMMARY: 

Appointment  at  Behavioral  Health  at  Fort  Drum.  Session  for  60  minutes  and 
released  without  limitations. 


ManningS_00014G81 


Ml  VI  '  l  Hi  Cl  SKI) 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Patient  MANNING,  BRADLEY  EDWARD 
Treatment  Facility:  GUTHRIE  AHC 
Patient  Status:  Outpatient 


Date:  29  Sep  2009  0900  EDT 
Clinic,  PSYCHOLOGY  CLINIC 


ApptType  EST 

Provider  GRETSCH, JOSEPH  P 


Reason  for  Appointment:  per  provider 

Appointment  Comments: 

tkd 


AutoOtes  Rofresned.Cy  Kiyg.DAi>^Y,TAHESHAL  ft  29  Sep  2QOa^7„5PT 

Active  Medications 

Active  Medications  Status  Sig  Refills  Left  Last  Filled 

ACETAMINOPHEN,  325MG,  TABLET,  ORAL  Active  T  2  TABS  PO  Q4H  PFP  NR  22  Sep 

♦NOT  TO  EXCEED  12  TABS  2009 

I4000MG5  PER  DAY  #50 


IBUPROFEK,  900MG,  TABLET,  ORAL  Active 

CODEINE  PROS/ACET AH J NOPHEH,  30-300KG,  Active 
TABLET,  ORAL 

Pill  Splitter  Device  Not  Specified  Active 

Miscellaneous 

Sodium  Fluoride,  fPrevxctent  5000  Active 

Plus],  Cream,  Dental 

AMOX  TR~ POTASS  HIM  CLAVULAHATE  (AMOK  Active 
TR/P0TASSIUM  CLAVOLANATE! ,  500-125MG, 

TABLET,  ORAL,  TEVA  USA,  20  ea.  BOTTLE 


T1  TAB  PO  TID  #30  RT0  NR  22  Sep 

2009 

T  2  TABS  PO  Q4H  PP  HR  22  Sep 

•NOT  TO  EXCEED  12  TABS  2009 

PER  DAY*  #12  RF0 

UD  NR  17  Sep 

2009 

TO  BE  USED  ONCE  A  DAY  l  of  1  11  Aug 

AS  DIRECTED  BY  DENTIST  2009 

#2  RF1 

NR  29  Dec 


2007 


A/P  Written  bv  GRETSCH. JOSEPH  P  ft  29  Sep  2009  1024  EDT 

(.Adjustment  disorder  with  mixed  emotional  features 

2.  Personally  disorder  this  might  be  better  described  as  a  charade: istfc  than  a  disorder:  he  has  obsessive  characteristics 
consistent  with  his  Interest  n  sc  ience,  physics  and  mathematics.  However,  he  does  not  present  as  obsessive-compulsive 
Procedurefs);  Psychiatric  Therapy  Individual  Approximately  45-50  Minutes  x  1 

Disposition  Written  bv  GB.6TSCH. JOSEPH  P  @  29  Sec  2009  1024  EOT 

Ke  leased  w/o  Limitations 

Discussed:  Diagnosis.  MedicationfcyTruatmenlts).  Ailematives.  Pmonia'  Side  Effects  with  Patient  who  indicated  understanding  •  Con 
MEORBCON  done  and  list  distributed. 

60  mimnes  facc-to-tace  dinar  tints.  >50%  of  appointment  time  spent  counseling  and/orcoordinatmg  care. 

Note  Written  by  GRETSQUOSiPH  P@2B  Sep.  20P9  1,02Ami 

Joseph  P.Gretsch,  Psychologist,  Psychology  Clinic  #*223  Ft.  Drum,  NY  13602  315-772-3314 


PROGRESS  NOTE 

PFC  MANNING.  BRADLEY  E.  240-784-043 !  HHC.  2nd  Brigade  Intelligence  Analyst  S2  315-774-2755 


Date 

Tuesday.  September  29,  2009 

Med  recon 

List  distributed  and  reviewed 

Diet 

2-3  mealsday,  sufficient 

Sleep 

5-7  IWnight.  sufficient 

Pain 

Denied 

A&D 

Denied 

Harm 

Denied 

I  Subjective  Emotional  Stale 

Pretty  good 

1  Apparent  Emotional  State 

Positive,  engaged,  responsive 

Nssne/SSIM:  MANNING,  BRADLEY  EDWARD/^^^H 

Sex:  M 

FMP/SSN  20/flHHH  Tel  H  240-7X4-0431 

DOB:  17  Dec  1917  Tel  W 

PCat  At  1 .2  USA  ACTIVE  DUTY  CS: 

ENLISTED 

MC  Stilus:  Status: 

Inswaoce:  No 


Sponsor/SSN: 

Unit: 

Outpt  Rec,  Rm: 


MANNING,  BRADLEY  EDWAR 


PRIVATE  FIRST  CLASS 
W6CD2PBA 

RECORDS  ROOM-MI  STUDENT  CUNIC 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1974  (PL-93-5791  UNAUTHORIZED  ACCESS 
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F»cilt(j;  I  SA.MK.DDAC  Fl  Orum  NY  Clinic-.  Pathology  Clinic  Provider:  GRKTSCH,  JOSEPH  P 


Cognitive:  orientation 

!  Alert,  responsive,  relevant  coherent,  cooperative 

Cognitive:  speech 

Wnl  for  volume,  pressure,  rate  and  intonation.  Entrained,  purpo: 

sef  til,  relevant 

Cognitive:  memory  j 

No  obvious  disorganization 

Psychomotor 

No  obvious  disorganization. 

OBJECTIVE  He  states  things  have  been  going  well  for  him,  he  is  being  given  more  authority  and  independence. 
His  relationships  with  command  are  improving.  He  states  that  although  this  aspect  of  his  life  has  been  addressed  in 
therapy,  that  he  remains  concerned  about  difficulties  he  faces  in  making  and  maintaining  friends  in  non-military 
situations.  How  he  makes  and  maintains  such  relationships  is  extensively  discussed,  and  recommendations  are  made 
that  he  initiate  and  pursue,  for  example,  letter-writing  as  a  means  to  cement  friendships  with  absent  persons,  or  to 
join  clubs  or  societies  which  pursue  activities  in  which  he  is  interested,  such  as  mathematics,  physics  or  cosmology. 
He  has  done  things  like  this,  letter  writing,  for  example.  His  personal  experience  with  other  people  then  is  explored, 
using  the  therapy  relationship  as  a  specimen,  and  he  experiences  difficulty  in  spontaneously  conveying  what  feelings 
(as  opposed  to  thoughts)  he  has  in  response  to  me,  and  whal  he  thinks  of  me  as  a  person.  This  is  reflected  as  a 
necessary  spontaneous  skill  in  forming  and  mainlaining  friendships,  and  discussed. 

ASSESSMENT/INTERPRETATION  Adjustment  difficulties  typical  of  persons  in  their  20’s,  which  lie  is  quite 
consciously  exploring  and  engaging.  He  is  doing  fine. 

PLAN  &  NEXT  ACTION  One  or  two  more  meetings  prior  to  his  deployment 


Signed  By  GRETSCH,  JOSEPH  P  (Physician.  Ft.  Drum  NV)  Q  29  Sep  2009  1  026 
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DEPARTMENT  OF  THE  ARMY 

Headquarters  and  Headquarters  Company,  Second  Brigade  Combat  Team 
10*  Mountain  Division  (Light  Infantry) 

FOB  Hammer 
APO,  AE  09308 


AFZS-LF-I  21  December  2009 

MEMORANDUM  FOR  RECORD 
SUBJECT:  Behaviour  of  SPC  Bradley  Maiming 


1 .  This  memorandum  highlights  incidences  of  mental  instability  in  SPC  Bradley  Manning.  The 
events  have  extended  over  a  period  of  months  precedingthe  unit’s  dqployment  to  Off  09-10. 
His  instability  seems  heightened  since  November,  2009,  culminating  in  a  confrontation  between 
himself  and  his  supervisor  on  201 030DEC09  in  the  brigade  S2  conference  room. 

2.  Approximately  three  months  prior  to  our  deployment,  either  June  or  July,  2009,  SPC 
Manning's  supervisor  went  to  his  room  to  check  on  him  missing  morning  formation.  Upon 
returning  from  his  room,  the  supervisor  explained  a  plan  of  corrective  action.  As  I  approached, 
SPC  Manning  suddenly  began  screaming  uncontrollably.  He  clenched  his  fists,  his  neck  and 
eyes  bulged,  and  his  face  contorted.  He  screamed  three  times,  then  stopped,  caught  bis  breath, 
and  collected  himself  The  rest  of  the  day,  SPC  Manning  seemed  to  function  normally.  At  that 
time,  I  asked  SPC  Manning  to  voluntarily  attend  a  psychiatric  evaluation,  to  which  he  agreed. 
His  supervisor  arranged  for  the  meeting  and  ensured  he  arrived  at  the  proper  place  and  time. 

3.  1  decided  SPC  Manning  should  deploy  given  manpower  issues,  and  he  seemed  receptive  to 
possible  therapy  and/or  medication,  and  suffered  no  other  major  outbursts.  To  my  knowledge, 
however,  due  to  our  deployment  timeline,  SPC  Manning  only  attended  one  session,  and  no  one 
issued  him  medication.  During  this  time,  I  had  SPC  Manning  visit  his  chaplain  at  least  once  to 
learn  coping  skills  for  anger  and  stress  management. 

4.  Other  Soldiers  have  witnessed  similar  behaviour  during  other  stressful  events,  namely 
counselings  addressing  specific  shortcomings  such  as  punctuality  and  accountability  of 
equipment.  The  outbursts  seem  more  violent  the  deeper  we  go  into  the  deployment. 

5.  On  about  122230DEC09, 1  counseled  SPC  Manning  on  the  loss  of  his  room  key.  The  Mayor 
Cell  required  theDA4856  IOT  issue  a  new  key.  During  the  counseling,  SPC  Maiming  shoved  a 
chair  and  began  yelling  about  the  session.  I  took  SPC  Manning  outside  and  calmed  him  down. 
Earlier  in  the  day,  he  received  a  package  from  his  father  that  he  obviously  found  to  be  an 
unwelcome  intrusion.  SPC  Manning  has  spoken  of  a  problematic  relationship  with  his  father  due 
in  part  to  a  physically  abusive  childhood  I  assessed  his  outburst  stemmed  in  part  from  the 
stressor  induced  by  his  father’s  unwanted  gift. 
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SUBJECT:  Behaviour  of  SPC  Bradley  Manning 


6.  Between  1 8  and  20  DEC  09,  SPC  Manning’s  supervisor  counseled  him  twice  regarding 
punctuality.  During  the  second  counseling,  SPC  Manning  became  furious  and  began  yelling  on 
at  least  three  occasions,  finally  flipping  a  table  during  a  confrontation  with  two  superiors. 

Neither  Soldier  believed  SPC  Manning  directed  the  physical  violence  against  them  or  himself. 
One  Soldier  restrained  SPC  Manning  until  be  calmed  down.  When  I  learned  about  the  incident 
that  morning,  I  talked  with  him  at  length  about  this  behaviour,  advising  him  I  would  remove  the 
bolt  from  his  weapon  as  a  precaution,  which  I  did.  Additionally,  I  stated  his  behaviour  could  not 
be  tolerated,  and  that  I  would  rather  have  a  stable,  unknowledgeable  performer  over  his  erratic,  if 
competent,  behaviour.  I  gave  him  the  option  of  voluntary  or  command-referral  to  the  combat 
stress  unit.  He  opted  to  voluntarily  attend  counseling.  During  the  course  of  the  day,  SPC 
Manning  visited  sick  call  for  neck  pain  stemming  from  his  earlier  confrontation,  as  well  as 
anxiety.  The  doctor  placed  him  on  24  hours  quarters  and  scheduled  a  psychiatric  evaluation  visit 
for  210800DEC09. 


7.  After  several  in-depth  conversations  with  SPC  Manning,  I  assess  he  is  salvageable  if  he 
receives  and  actively  participates  in  extensive  psychological  therapy  immediately  (at  least  once 
to  twice  a  week  on  an  indefinite  basis),  coupled  with  responsive  psychiatric  evaluations, 
medication  and  follow-up  adjustments  on  dosages.  Based  on  my  limited  knowledge  of  SPC 
Manning,  I  assess  he  suffers  from  acute  post-traumatic  stress  disorder  developed  during  bis 
abusive  childhood.  He  may  also  suffer  from  a  fonn  of  anxiety  disorder.  He  states  regularly  he 
never  believes  he  is  a  success  despite  frequent  comments  to  him  regarding  his  competence  as  an 
intelligence  analyst  I  regularly  see  him  outside  his  quarters  during  off-time  when  he  should  be 
sleeping.  He  reports  it  is  almost  impossible  for  him  to  sleep  due  to  anxiety  regarding  reporting 
late  to  work. 


8.  SPC  Manning  stated  repeatedly  that  he  does  not  feel  he  has  any  problems,  and  therapy  will  be 
of  little  to  no  value.  He  stated  he  trusts  virtually  no  therapists,  and  seems  to  feel  disdain  for 
them.  He  is  extremely  guarded  concerning  certain  aspects  of  his  private  life,  and 
compartmentalizes  what  information  he  will  and  will  not  share  with  others.  What  he  does  not 
share  seems  to  add  a  significant  amount  of  internal  pressure  and  anxiety  for  SPC  Manning.  He 
seems  to  be  a  conglomeration  of  ambition,  aggression  and  deep-seated  insecurity. 

9.  The  point  of  contact  for  this  memorandum  is  the  undersigned,  at  SVOIP  674-7931,  or 
paul.david.adkms@us.army.mil. 


PAUL  DAVE)  ADKINS 
MSG,  USA 
Master  Sergeant 
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HEALTH  RECORD  I . CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Patient  MANNING,  BRADLEY 
Facility  WSFSAI 


Date  24  Dec  2009  1709  AST 
Clinic:  COMBAT  STRESS  Clinic 
(HAMMER) 


Appt  Type:  ROUTN 
Provider:  CEIBMAN,  MARTIN 


AutoCItea  Refreshed  by  ®  25  Dec  2009  0940  AST 

Problems 

No  Problems  Found. 

Active  Medications 
No  Active  Medications  Found. 

Allergies 

No  Allergies  Found. 

S/O  Note  Wrilten  bv  LEIBMAN., MARTIN  fi  25 Dec  2009  1049  AST 

Reason  for  Visit  .  - - - . -  - . - . - 

Visit  tor:  Command-directed  evaluation 
History  of.pre»ent  Ijpes;-  . 

The  Patient  is  a  72  year  old  male. 

SM  was  seen  for  a  CDE  or,  24  DEC  SM  was  referred  by  Ns  command  due  to  anger  outbursts  over  the  past  month  in  which  he  has 
ftipoed  a  table  and  thrown  a  chair.  There  were  no  injuries  and  SM  is  not  pending  UCMJ  action  The  limits  of  confidentiality  ‘or  tNs 
evaluation  were  reviewed  with  SV  and  he  participated  fully  in  the  evaluation.  The  evaluation  consisted  of  an  MMPI-2.  ctirVcal 
interview,  and  MSE. 


Reported  History: 

Past  medical  history  SM  reported  that  his  father  took  him  to  see  a  family  practice  doctor  in  2005  due  to  problems  he  was 
experiencing  with  his  stepmother  and  he  was  preserved  Lexapro  SM  noted  that  he  had  nosebleeds  and  felt  sick 
afterwards  SM  reportedly  took  the  medication  for  about  a  month  and  felt  happier  and  slept  more  but  he  did  not  Iks 
feeling  as  if  nothing  bothered  him.  SM  was  also  referred  to  a  physician  by  Ns  aunt  in  2007  due  to  anxiety  attacks  he  was 
having  and  was  again  put  on  Lexapro  SM  repaled  the  same  side  effects  and  the  same  change  in  Ns  emotional  slate 
and  also  stopped  that  medication. 

Personal  history 

SM  repotted  growing  up  in  Oklahoma  and  living  there  and  in  Arizona  until  Ns  parents  divorced  when  he  was  1 2  SM  reported  that 
his  father  was  in  the  Navy  (worked  in  intelligence  field)  and  that  Ns  mother  was  British.  SM  reported  that  his  father  became 
aggressive  when  he  was  drunk  and  that  he  would  hit  SM  with  a  belt  or  a  Oy  swatter  fa  no  reason.  SM  indicated  that  he  fought  back 
later  on  once  punched  his  father  hard  in  the  face  around  age  1 1  and  his  father  chased  him  with  a  shotgun.  SM's  falhar  was  also 
abusive  towards  Ns  mother.  SM  reported  that  his  mother  was  no  La  heavy  drinker  early  on  but  became  a  heavy  during  Ns  teenage 
years  SM  reported  doing  well  in  academics  and  athletics  in  school  and  having  a  sol  of  friends.  SM  denied  disciplinary  problems  in 
school  but  noted  that  he  was  picked  on  a  lot  and  got  into  fig  Ns  regularly  between  1st  and  5th  grades  SM  reported  that  he  moved 
to  the  UK  with  his  mother  a!  age  13  and  that  he  was  in  the  position  of  being  the  man  of  the  house  and  making  sure  his  mother  was 
taking  care  of  the  bills.  SM  reported  that  Ns  transition  to  school  in  the  UK  was  difftcu#  at  first  as  he  was  not  ahead  of  other 
students  fa  the  first  time  in  Ns  We  aid  there  were  cultural  differences  to  overcome.  SM  staled  that  he  was  competetitfve  and  did 
not  like  the  emphasis  there  on  participation  rather  than  achievement.  SM  staled  his  effort  dropped  off  when  he  was  l6-17yo.  SM 
got  involved  In  online  ventures  and  started  a  recording  label  for  bands.  SM  reported  that  he  got  tired  of  taking  care  of  his  mother 
and  moved  back  to  the  US  in  2005  and  lived  with  his  father  and  stepmother.. 

Behavioral  history.  Chronic  emotional  stress  and  caffeine  use  SM  reported  consuming  1  cup  of  coffee  or  3-4  sodas  per  day.  No 

Critical  stress  history:  Critical  stress  history  SM  reported  that  he  was  in  London  in  2005  during  terrorist  attacks  on  Ihe  buses  and 
subways  and  was  running  from  the  scene  of  ihe  attacks. 

Alcohot:  No  consumption  of  alcohol. 

Drug  use:  Not  using  drugs. 

Antisocial:  No  antisocial  history. 

Habits:  Lack  of  adequate  sleep  SM  reported  that  he  stays  up  worrying  about  oversleeping  and  ends  up  sleeping  about  3-4  hrsfday. 

Good  exercise  habits. 

Education:  Has  GED 

Military:  Military  history  SM  joined  the  military  in  2007  because  he  was  attracted  to  the  bonus  and  the  Gl  END  for  education  and  also 
tikod  the  legitimacy  of  being  in  Ihe  Army  as  far  as  his  resume  went.  SM  chose  the  inlet  field  because  he  believed  S  suited  Ns 
personality  SV  decribee  his  military  career  thus  fa  as  mediocre  and  that  ha  felt  like  he  was  in  kindergarten  all  over  again 
when  he  was  in  Basic  because  he  was  the  smallest  guy  and  got  picked  on  a  lot  SM  described  his  unit  as  a  good  unit  but  he 
feels  like  he  gets  hung  up  on  little  things  and  that  his  mistakes  are  magnified  and  Ns  accomplishments  are  not  noticed  as 
much.  SM  currently  works  on  night  shift  with  three  other  SM*  and  describes  it  as  lonely  and  there  is  little  socializing.  SM 
stated  that  he  primarily  works  and  then  sieops. 

Work:  Work  history  SM  has  worked  in  a  variety  of  jobs  including  food  service,  being  a  computer  programmer,  and  being  assistant 
manager  of  an  entertainment  media  store  _ _ _ _ 
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HEALTH  RECORD  [ _ _ CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE _ 

24  Dec  2009  1809 

Facility:  Theater  FacllB)  Clinic:  Theater  Clinic  Provider;  Theater  Provider 

Family. 

Alcoholic  pare'/s 

Mental  slness  (not  retardation)  SM  stated  that  his  mother  too*  an  overdose  of  muscle  reiaxers  shortly  after  she  and  SM's 
father  decided  to  Get  a  divorce  SM  and  father  took  mother  to  the  hospital  where  she  got  her  stomach  pumped. 

Physical  flqgjpqs  . 

Neurological: 

*  Speech  was  normal 

Mental  Status  findings:  «  Mood  was  irritable.  •  Affect  was  constricted.  •  Impaired  insight  •Obsessions.  •  Paranod 

ideations  ‘Appearance  was  normal.  ’  Behavior  demonstrated  no  abnormatties.  *  Attitude  was  not  abnormal  ‘Level 
of  consciousness  was  normal.  *  Estimated  inleSigence  was  high.  *  No  confusion  was  observed.  *  No  disorientation  was 
observed  ‘  No  perceptual  disturbances  were  noted  *  Memory  was  unimpaired  *  Calculation  ability  was  not  impaired. 
‘An  adequate  fund  of  knowledge  was  demonstrated.  ‘  Thought  processes  were  not  impaired.  *  No  delusions.  ‘No 
suicidal  tendency  *  No  preoccupation  with  violent  thoughts  was  observed.  *  No  homicidal  tendencies. 

Objective 

SM  denied  St/M  and  denied  a  history  of  either.  There  was  no  eivdence  of  psychosis,  mania,  or  recent  panic  attacks.  SM  endorsed 
persistent  worry  and  anxiety  about  oversleeping  and  being  late  for  duty  and  also  a  hypersensitivity  to  criticism  of  Ns  mistakes.  SM 
described  most  recent  outburst  as  becoming  increasingly  frustrated  at  hearing  his  mistakes  being  read  out  loud  and  then  a8  of  his 
mistakes  in  the  past  hashing  through  his  head.  SM  believes  he  has  berm  attacked  in  the  past  for  his  personality  flaws  this  reminds 
him  of  bam;  picked  on  when  he  was  younger.  SM  appears  to  present  a  moderate  risk  for  harm  to  others  during  an  outburst  but  this 
has  yet  to  occur.  SM  appears  to  be  low  risk  to  harm  himself. 


SM  completed  the  MMPI-2  in  approximately  90  minutes  which  is  somewhat  deliberate  The  testing  conditions  were  good  and  the 
results  were  considered  to  be  an  accurate  assessment  of  his  current  psychological  functioning.  SM  produced  an  invalid  profile  due 
to  faking  good  (L=83).  This  is  not  uncommon  when  someone  knows  they  are  being  scrutinized  and  wants  to  present  a  favorable 
impression  or  if  they  have  tittle  insight  into  their  problems 


A/P  Written  bv  LEIBMAN.  MARTIN  & 25  Dec  2C09 1053  AST 

1.  ANXIETY  DISORDER  NOS 
Comments:  Cluster  S/C  personality  traits 

2.  Insomnia 

Comments: 

Procedure(s):  -Psychiatric  Evaluation  Comprehensive  Examination 

Disposition  Written  bv  LEIBMAN.  MARTIN  58  25  Pec  2009  1Q56  AST 

Released  Without  Limitations 

Follow  up:  2  dayfs)  in  the  COMBAT  STRESS  Clinic  (HAMMER)  ctinic  or  sooner  if  there  are  problems  -  Comments:  Will  complete 
MSE  report  for  command.  WiH  recommend  treatment  and  some  environmental  changes.  SM  indicated  he  would  be  willing  lo 
participate  in  treatment  Made  fotew-up  appt  for  SM  on  26  DEC  to  review  test  results. 

Injury  &  Illness:  Nol  Work  Related:  Not  Battle  Related.  Category:  Psychiatric,  Mental  Disorders  Cause:  Non-Battie  Illness 
Appointment  Class:  Outpatient 

E&M  Code:  99212  -  Eslab  Ot/tpatien!  Focused  HAP  -  Straightforward  Decisions 

Signed  By  LEIBMAN.  MARTIN  @  25  Dee  2009  1057  AST 

LEtBMAN.  MARTIN 
WSFSAi 
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Compromise  of  Classified  Information  to  Wikileaks 


DATE:  25  December  2009 
PAGES:  2 

FORM:  MEDCOM  4038 
SUMMARY: 

Report  of  Mentai  Status  Exam.  Meets  retention  requirements  but  needs  further 
examination. 


ManningB_00014090 


V 


REPORT  OF  BEHAVIORAL  HEALTH  EVALUATION 

For  uscoftbir  from,  set  MEDCOM  40-38;  The  proponent  agency  is  MEDCOM 


NAME:  MANNING,  BRADLEY 


REASON  FOR  BH  EVALUATION 


I.  REQUEST  A  BEHAVIORAL  HEALTH  EVALUATION  &/or  MS E  FOR  THE  ABOVE  NAMED  SERVICE  MEMBER  WHO  IS  BEING 
CONSIDERED  FOR  ADMINISTRATIVE  SEPARATION  IAW  AR  635-200  BECAUSE  OF: 

□  PERSONALITY  DISORDER  □  MISCONDUCT 

□  REQUEST  DISCHARGE  FOR  THE  GOOD  OF  SERVICE  □  OTHER  isti  «m» cs  «io«> 

l  REQUEST  FOR  BH  EVALUATION  FOR:  □  Drill  Sgt.  0  Other(spedfy):  MENTAL  STATUS  EXAM 

NOTE:  IF  NECESSARY.  INCLUDESPECHTIC  REASONS  IN  REMARKS   


MENTAL  STATUS  EXAMINATION  c 


t  all  1 


•  »pp-y) 


2.  BEHAVIOR;  □  HYPERACTIVE  0  NORMAL  □  PASSIVE  □  AGGRESSIVE  □  HOSTILE  □  SUSPICIOUS  □  BIZARRE 

3.  LEVEL  OF  ALERTNESS;  0  FULLY  ALERT  □  DULL  O  SOMNOLENT 

I.  LEVEL  OF  ORIENTATION:  13  FULLY  ORIENTED  □  PARTIAL  □  DISORIENTED 

5.  MOOD  AND  AFFECT:  □  UNREMARKABLE  □  FLAT  □  DEPRESSED  □  LABILE  0  ANXIOUS 

«.  THINKING  PROCESS  0  CLEAR  □  CONFUSED  □  BIZARRE  □  LOOSELY  CONNECTED  □  OTHER: 

17.  THOUGHT  CONTENT  0  NORMAL  □  ABNORMAL  □  HALLUCINATION  □  PARANOID  IDEATION  □  DELUSIONS 

g.  MEMORY:  0  GOOD  □  FAIR  □  POOR 

♦Explain  any  abnormal  finding  in  REMARKS 


IMPRESSIONS  (Check  all  lh«t  apply) 


9.  IN  MY  OPINION,  THIS  SERVICE  MEMBER 

□  HAS  THE  MENTAL  CAPACITY  TO  UNDERSTAND  AND  PARTICIPATE  IN  THE  PROCEEDINGS 

□  WAS  MENTALLY  RESPONSIBLE 

0  MEETS  THE  RETENTION  REQUIREMENTS  OF  CHAPTER  3,  AR  <0-501 
0  NEEDS  FURTHER  EXAMINATION  (Set  Retnarkj) 

0  OTHER  (See  Remarks) 


FINDINGS 

(provisional) 

Evaluation  consisting  of  clinical  interview  &/or  psychometric  testing  indicates  above  named  individual  merits  the  following  diagnosis  IAW  DSM  TV: 


AXIS  II:  CLUSTER  B/C  PERSONALITY  TRAITS 


AXIS  III:  NONE 


Current  potential  for:  Q  Self  harm  0  Harm  to  others  Q  AWOLis: 

□  NONE  □  LOW  0  MODERATE  □  HIGH  SEE  REMARKS  for ‘potential’ other  than  NONE 

Date: 

25  DEC  09 

Cf 

CONTINUED  ON  REVERSE 

MEDCOM  FORM  403* 


A  form  3SHR  wbfcli  h  OBSOLETE 


ManningB_000 14091 


PROPOSED  TREATMENTS 

□  Treatment  at  this  lime  is  not  deemed  to  be  necessary,  * 

0  Follow  up  appointment  with  CPT  WORSLEY  AT  FOB  HAMMER  CSC  CONIC  on  (DATE/TfME  TBD). 

□  Referral  to  CSC  Fitness  Team  for  Restoration 

D  Referral  to  CSH  for  Psychiatric  Hospitalization  and/or  Evacuation 

□  Recommend  referral  to  following  agencies  for  additional  support  (check  as  appropriate): 

Q  Unit  Chaplain  0  Red  Cross  0  JAG 

PRECAUTIONS 

□  Service  member  is  currently  judged  clinically  psychologically  stable  and  is  not  at  a  significant  risk  for  dangerous  behavior . 
0  Service  member  is  considered  [^Imminently  dangerous  (^Potentially  dangerous. 

O  Recommend  removal  of  weapon  (or  bolt  from  weapon)  and  placement  on  “Buddy  Watch” 

IS  Recommend  removal  of  weapon  (or  bolt  from  weapon)  and  increased  monitoring/supervision, 
is  Recommend  low  intensity  (non-combat)  duties  for  the  immediate  future. 

□  Recommend  an  order  not  to  contact  _ _  in  order  to  prevent  harm  to  self  or  other  individual. 


FITNESS  FOR  DUTY  AND  CONTINUED  SERVICE 

D  Return  to  full  duty. 

O  Temporaiy Profile _  P  _  U  _  L  _  H  _  E  2.S  Expires 

D  Tins  Soldier  is  psychiatricaJly  cleared  for  any  administrative  action  deemed  appropriate  by  the  Commander  to  include  Chapter 


Separation  or  UCMJ. 

□  This  soldier  meets  psychiatric  criteria  for  expeditious  administrative  separation  (i.e.  waiver  of  rehabilitative  period) 

IAWCJ  Chapter  5-13  £r  0  Chapter  5-17,  AR  635-200. 

□  Recommend  Chapter  Separation  IAW  Chapter  5-13,  AR  635-200.  u*  Service  mm.  not  have  a  severe  mental  disorder. 

However,  the  service  member  manifests  a  long-standing  disorder  of  character,  behavior  and  adaptability  that  is  of  such  severity  so 
as  to  preclude  further  military  service.  This  pattern  of  behavior  meets  the  criteria  for  a  Personality  Disorder  IAW  the  DSM-IV  and 
AR  635-200.  Although  not  currently  at  significant  risk  for  suicide  or  homicide,  due  to  these  life-long  patterns  of  maladaptive 
responses  to  routine  stress,  the  Service  member  may  become  potentially  dangerous  to  selffothers  in  the  future. 

|  I  The  Service  member  is  not  suitable  for  continued  access  to  classified  material  and  any  security  clearances  should  be  rescinded. 

[~1  It  is  the  prof  assional  opinion  of  the  undersigned  evaluator  that  this  Service  member  will  not  respond  to  Command  efforts  at 
rehabilitation  (such  as  transfer,  disciplinary  action  or  reclassification),  or  to  any  behavioral  health  treatment  methods  currently 
available  in  any  military  behavioral  health  facility. 

□  This  soldier  shows  no  evidence  of  mental  disorder.  There  is  no  evident  defect  in  judgement  or  moral  reasoning,  which  would 
cause  him/her  to  be  unable  to  develop  the  appropriate  and  mature  attitudes  of  a  professional  Service  member  or  to  correctly  apply 
the  special  training  and  skills  be/she  nay  acquire.  Recommend  consideration  for  further  special  training  and  service. 

0  Remarks:  SPC  Manning  presented  with  a  history  of  anilety  attacks  and  a  history  or  anger  outbursts.  SM  appears  to  be 
under  a  considerable  amount  of  stress,  reports  a  lack  of  social  supports,  and  has  a  hypersensitivity  to  criticism.  SM  has 
previously  benefited  from  individual  therapy  and  medication  and  appears  willing  to  participate  in  treatment  again.  A 
psychiatric  consultation  is  recommended  and  this  can  be  facilitated  by  the  CSC  Clinic.  SM  may  also  benefit  from 
environmental  modifications  such  as  working  day  shift  instead  of  nightshirt  to  better  regulate  his  sleep  and  increase 
opportunities  for  social  support  Command  may  want  to  consider  keeping  SM’s  bolt  as  a  safety  precaution  as  SM 
presents  with  a  moderate  risk  for  aggression.  Chapter  separation  Is  not  recommended  at  this  time  but  may  be  considered 
if  his  outbursts  persist  or  ir  he  fails  a  course  of  treatment 

CPT  MARTIN  LEIBMAN,  PH.D. 

LICENSED  CLINICAL  PSYCHOLOGIST 

55*  MED.  CO.  (CSC) 


ManningB_0001 4092 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  30  December  2009 
PAGES:  2 
FORM:  SF  600 
SUMMARY: 

Seen  as  a  referral  from  previous  provider  at  Combat  Stress  Clinic  at  FOB  Hammer. 
Released  without  limitation  with  follow  up  in  one  week. 


ManningB_0001 4093 


HEALTH  RECORD  1  “  CHRONOLOC.K  D1CAL CARE 


PatienI:  MANNING,  BRADLEY  Dale.  30  Dec  2009  1  541  AST  Appt  Type:  ROUTN 

Facility  WSFSAt  Clinic  COMBAT  STRESS  Clinic  Provider:  WORSLEY,  MICHAEL 

(HAMMER) 


AutoCites  Refreshed  by  ft  30  Dec  2009  1551  AST 

Problems 

ANXIETY  O  IS  ORDER  NOS 
insomnia 

Active  Medications 

No  Active  Medications  Found 

Allergies 

No  Allergies  Found 

Screening  Written  by  WORSLEY.  MICHAEL  @  30  Dec  2009  1  541  AST 

Appointment  Reason  For  Visit:  ANXETV  DISORDER  NOS; 

Selected  Reasons)  For  Visit: 

ANXIETY  DISORDER  NOS  (Follow-Up)  Comments. 

S/O  Note  Written  by  WORSLEY.  MICHAEL  fl)  30  Dec  2009  1607  AST 

History  of  present  illness 

The  Patient  is  a  22  year  old  male. 

SM  was  seen  as  a  referral  from  previous  provider  and  had  compteted  a  CDS  SM  had  been  referred  by  his  command  because  of 
angry  outbursts  and  an  inability  to  monitor  and  control  his  mood  Privider  and  SM  reviewed  confidentiality  issues  and  possible 
course  of  treatment. 

Personal  history 

Functional  status:  Psychosocial  support  is  sufficient 

Review  of  systems 

Psychological  symptoms:  Feeling  nervous,  anxiety,  anc  sleep  disturbances  A  desire  to  continue  living  and  no  homicidal 
thoughts.  No  abno-mat  thoughts  repented  Inability  So  express  anger. 

Physical  findings 

Neurological: 

S„_.  -  Performance  Ol  A  Mental  StatusExam:  •  A  mental  status  exam  was  normal. 

Objective 

SM  discussed  issues  that  he  is  having  at  work  with  his  supervisor  (another  E-4}  and  the  subsequent  outburst  he  had  during  a 
counseling  sessioa  SM  reported  he  would  like  to  wont  on  some  specific  issues  but  has  issues  of  trust  as  he  has  had  less  than 
positive  experiences  with  previous  therapists.  Focus  of  treatment  w*  be  on  establishing  a  trusting  therapeutic  relationship  and 
defining  some  of  his  interpersonal  issues  and  exploring  those.  SM  appears  motivated  for  treatment  and  w«  be  followed  accordingly 
He  denied  SI/HI  and  appears  (o  be  a  low  risk  for  barm  to  sef  or  others  at  this  time 


AlP  Written  fry  WORSLEY,  MICHAEL  @  3C  Dec  2009  1802  AST 

1,  ANXIETY  DISORDER  NOS 
Comments:  Assessed  duster  B/C  traits 

Procedure(s).  .Psychological  Counseling 


Disposition  Written  by  WORSLEY.  MICHAEL  &  30  Dec  2009  1 603  AST 

Released  Without  Limitations 

Follow  up;  1  week(s)  in  the  COMBAT  STRESS  Clinic  (HAMMER)  clinic  or  sooner  it  there  are  problems.  -  Comments'  Follow  uf 
one  week 

Discussed:  Medication[s}/Tre3lment(s)  with  Patient  who  indicated  understanding. 

Injury  &  Illness:  NetWork  Related;  Not  Battle  Related;  Category:  Psychiatric,  Mental  Disorders  Cause:  Non-Battle  Injury 
Appointment  Class'  Outpatient 

E&M  Cod*:  99211  -  Established  Outpatient  Minimal  Service 


Name/SSN:  MANNING,  BRADLEY  EDWARD 


FMP/SSN:  20 1  j 

DOB:  17  Bee  1987 

PCsi:  Al  1.2  USA  ACTIVE  DUTY 

ENLISTED 

MC  Status 

Insurance  No _ 


Tel  H-  240-784-0431 


Sponsot/SSN:  MANNING.  BRADLEY  F3WARP— i 

Rank.  PRIVATE  FIRST  CLASS 

Unit:  W6CD2PBA 

Oulpt  Rec  Rrn.  RECORDS  RODM-MI  STUDENT  CLINIC 


CHRONOt.OCtCAL  RECOROOF  MEDIC  At. CARE 

IS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1074  (PL-93-J79).  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW.  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  MXMREv  S) 
Prescribed  b*  CSA  and  ITMH 
FIRMR  <41  CFR)  2DM5.501 


ManningB_0001 4094 


HEALTH  RECORD  | _ CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 

30  Dec  3009  1641 

Facililj:  Theater  Facility  Clinic:  ThcMef  Clinic  Provider:  Theater  Provider 

Ciincjal  Psychologist 
WSFSAJ 


Name/SSN:  MANNING,  BRADLEY  EDWARD/^^^H 

Sex:  M 

Sponsor /SSN'  MANNING.  BRADLEY  EDWARD^^^H 

FMP/SSN 

Tel  H:  240-784-0431 

Rank:  PRIVATE  FIRST  CLASS 

DOO: 

17  Dec  1987 

Un«;  W6CD2PBA 

PCai 

A II  2  USA  ACTIVE  DUTY 
ENLISTED 

CS: 

Oulpl  Rce.  Rn~>:  RECORDS  ROOM-MI  STUDENT  CLINIC 

Status: 

PCM- 

Insurance 

No 

Tel  PCM 

CHRONOLOGICAL  RECORD  OP  MEDICAL  CAKE 

TIBS  INFORMATION  IS  PROTECT  HO  BY  THE  PRIVACY  ACT  OP  1974  (PI  -93-579)  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  669  (REV.  S) 
Pr  CSC  fibre  by  CSA  and  ICMR 
MR  MR  (4l  CFRJJDMNMU 


ManningB_00014095 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  6  January  2010 
PAGES:  1 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Combat  Stress  Clinic  at  FOB  Hammer.  Released  without 
limitations  with  follow-up  in  one  week. 


ManningB_00014096 


HEALTH  RECORD  i 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Patient:  MANNING,  BRADLEY  Date:  06  Jan  2010  1613  AST  Appt  Type:  RQUTN 

Facility:  WSFSAI  Clfcilc:  COMBAT  STRESS  Clinic  Provider:  WORSLEY,  MICHAEL 

(HAMMER} 


AutoCHns  Refreshed  by  @  06  Jan  2010  1700  AST 

Problems 

ANXtETY  OtSORDER  NOS 
Insomnia 


Active  Medications 
No  Active  Medications  Found. 

Allergies 

No  Allergies  Found. 

Screening  Written  by  WORSLEY.  MICHAEL  «  06  Jan  2Q1Q  1613  AST 

Appointment  Reason  For  Visit:  ANXIETY  DISORDER  NQS; 

Selected  Reason's!  For  Visit: 

ANXIETY  DISORDER  NOS  (Foltow-Up!  Comments: 


SIO  Note  Written  bv  WORSLEY.  MICHAEL  @  06  Jan  2010  17C2  AST 

History  of  present  Illness 

The  Patient  Is  a  22  year  old  male. 

SM  was  seen  as  a  referral  from  previous  provider  and  had  completed  a  CDE.  SM  had  ix 
angry  outbursts  and  an  inability  to  monitor  and  control  Ns  mood  SM  desires  to  work  on 
Obtectlv 

SM  foocused  on  specific  Issues  that  have  been  causing  him  issues  relating  to  his  peers.  Focus  of  treatment  continues  to  be  on 
establishing  a  trusting  therapeutic  relationship  and  defring  scms  of  Ns  interpersonal  issues  and  exploring  same.  SM  remaris 
motiveted  for  treatment  and  wS  be  fofowed  accordingly.  He  denied  SI/HI  and  appears  to 
this  time.  He  denied  unusual  thought  processes  as  well  as  AH/VH. 


a  low  risk  for  harm  to  self  of  others  at 


A/P  Written  bv  WORSLEY.  MICHAEL  ft  06 . 


i  2010  1703  AST 


Procedure!*;:  -Psychological  Counseling 

Disposition  Written  bv  WORSLEY.  MICHAEL  @  Q§  m ..2glQ J221&SI 
Released  Without  Limitations 

Follow  up:  1  week(s)  in  the  COM8AT  STRESS  Clinic  (HAMMER)  clinic  or  sooner  if  there  are  problems. 

Discussed:  Diagnosis,  Medication{s)/Tteatment(s),  Alternatives  with  Patient  who  indicated  understanding 

Injury  A  Illness:  Not  Work  Related;  Nol  Battle  Related:  Category:  Mssc/Adminlstration/Folow-Up  Cause:  Non-Bat!le  Injury 

Appointment  Class:  Outpatient 

ESM  Code:  35211  -  Established  Outpatient  Minima!  Service 


Signed  Bv  WORSLEY.  MICHAEL  »  06  Jan  201 0  1703  AST 

WORSLEY,  MICHAEL 

Clnclal  Psychoogist 
WSFSAI 


Name/SSN:  MANNING,  BRADLEY  EDWARD 

StJC.  h 

FMf'/ssN  20JNHHI!  TdH:  2 

dob  17  Dec  1187  TelW: 

PCaf  A 1 1 ,2  USA  ACTIVE  DUTY  CS: 

ENLISTED 

MC  Status:  Status: 

Insurance:  No 


MANNING.  BRADLEY  EDWARD^^H 

PRIVATE  FIRST  CLASS 

W6CD2PBA 

C  RECORDS  ROOM-MI  STUDENT  CLINIC 


C1IRONOLOCICAL  RECOUP  OF  MEDICAL  CARE 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACTOF  1972  (°t-93-579).  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATIONOF  FEDERAL  LAW.  VIOLATORS  WILL  BE  PROSECUTED. 


ST ANDARO  FORM  500  (REV.  S) 
PrMcribtd  by  GSA  tod  ICMR 
FIRM*  (41  CFR)79l-aS.S0S 


ManningB_00014097 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  16  February  2010 
PAGES:  1 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Combat  Stress  Clinic  at  FOB  Hammer.  Released  without 
limitations  with  follow-up  in  two  weeks. 

W 


ManningB_00014098 


HEALTH  RECORD  I 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Date:  16  Fab  2010  1506  AST 
Clinic  COMBAT  STRESS  Clinic 
(HAMMER) 


Appt  Type:  ROUTN 

Provider  WORSLEY,  MICHAEL 


AutoCHes  Refreshed  by  &  16  Feb  2010  1628  AST 

Problems 

ANXIETY  DISORDER  NOS 
insomnia 

Active  Medications 

No  Active  Medications  Found 

Allergies 

No  Allergies  Found. 

Screening  Written  by  WORSLEY.  MICHAEL  ft  16 ffib  2010.1,506  AST 

Appointment  Reason  For  Visit:  ANXIETY  DISORDER,  flOS; 

Selected  .Rea3on(gl£sf_v:isifc. 

ANXIETY  DISORDER  NOS  (Fotow-Up)  Comments 

S/O  Note  Wriilenbv WORSLEY.  MiCHAB  S>  16  Feb  2010  1630  AST 

Higlgty  Of , present  illnfisg  - 

The  Patient  s  a  22  year  old  mate 

SM  presented  on  time  for  scheduled  appointment  and  was  seen  for  approximately  45  minutes 


"  Mood  was  eulhymic ' .  No  sleep  complaints  ” .  Normal  enjoyment  of  activities  ' .  A  desire  to  continue  living  "  ,  No  homcidal 
thoughts  • ,  No  abnormal  thoughts  reported  *  No  personalty-related  complaints 
Objective 

SM  continues  to  discuss  his  difficulty  relating  io  people  and  how  this  manifests  itself  SM  spent  a  great  deal  of  lime  trying  to  focus 
on  other  issues  sue  has  tvs  recent  leave  and  was  not  easily  redirected  SM  continues  to  focus  on  an  inabMy  to  'be  himself  and 
repaled  difficulty  wih  peers  when  he  has  done  so  in  the  past  SM  stated  he  eonlirvios  to  have  difficulty  Wm-'-clteg  w#i  people  and 
tbs  is  creating  problems  in  his  workplace  SM  appears  to  have  a  personality  style  that  is  ingrained  and  will  be  difficult  to  change  at 
this  time  SM  appears  to  need  ongoing  tong  term  psychotherapy  to  explore  and  understand  his  issues  SM  dented  SI/HI  and 
appears  to  be  at  tow  risk  for  harm  to  se«  or  others  at  this  time 


A/P  Written  by  WORSLEY.  MICHAEL  @  IS  Feb  2010  1625  AST 

1.  PERSONALITY  DISORDER 
Comment*.  RULE  OUT 

Procedure^):  -Psychiatric  Therapy  Individual  Approximately  45-50  Minutes 

Disposition  Written  by  WORSLEY  MICHAEL  @  16  Feb  2010  1630  AST 

Released  Without  Limitations 

Follow  up:  2  week(s)  in  the  COMBAT  STRESS  Clinic  (HAMMER)  clinic  orsooner  if  there  are  problems. 

Injury  &  Illness:  Not  Work  Related,  Not  Battle  Related;  Category  Misc/AdmrtstrationfFoltow-Up  Cause:  Non-Battle  Injury 
Appointment  Class:  Outpatient 

E&M  Code:  99212  -  Estab  Outpatient  Focused  H&P  -  Straightforward  Decisions 

Stoned  By  WORSLEY.  MICHAEL  tSMS  Feb  2010  1630  AST 

WORSLEY,  MICHAEL 

Clinclal  Psychologist 
WSFSAI 


Name/SSN:  MANNING,  BRADLEY  EDWAR1 


i'MP/SSN  20 
DOB;  17  Dec  1 9S7 

PCat  A!  1,2  USA  ACTIVE  DUTY 

ENLISTED 

MC  Slants 
Insurance:  No 


cltt  240-784-0431 


Sponsor/SSN: 

Rank. 

Unit, 

Outpt  Rec  Rni 

PCM: 

TeL  PCM: 


MANNING.  BRADLEY  EDWaRD^^ 
PRIVATE  FIRST  CLASS 
W6CD2PBA 

RECORDS  ROOM-MI  STUDENT  CLINIC 


{  HRONOI.OCICAI.  RECORD  OF  MEDIC  AL  CARF- 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACTOF  1974  (PL-93-579).  UNAUTHORIZED  ACCESS 
TO  TBS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  638  [REV.  J) 
Presented  by  CSA  an<t  ICMR 
FIRMR  441  CFRi  H1-4S.JM 


ManningB_0001 4099 


AR  15-6  Report 

Compromise  of  Classified  information  to  Wikileaks 


DATE:  2  March  2010 
PAGES:  1 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Combat  Stress  Clinic  at  FOB  Hammer.  Released  without 
limitations  with  follow-up  in  two  weeks. 


ManningB_OOO1410Q 


HEALTH  RECORD 


T  . . . CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


^  Patient:  MANNING,  BRADLEY 

Facility:  WSFSAI 


Date  02  Mar  2010  056  AST 
Clinic.  COMBAT  STRESS  Clinic 
(HAMMER) 


Appt  Type:  ROUTN 
Provider;  WORSLEY,  MICHAEL 


AutoCites  Refreshed  fey  (3?  02.Maf  201.0. 16.10. AST 

Problems 

ANXIETY  DISORDER  NOS 
jnsomnia 

PERSONALITY  DISORDER 

Active  Medications 
NoAcihre  Medications  Pound 

Allergies 

No  Alergies  Found 

Screening  Written  by  WORSLEY.  MICHAEL  &  02  Mar  201C  1 356  AST 

Appointment  Reason  For  Visit:  ANXIETY  DISORDER  NOS; 

Selected  Reasonis)  For  Visit: 

ANXIETY  DISORDER  NOS  (Follow-Up)  Comments: 

S/ONote  Written  by  WORSLEY,  MICHAEL  @  02  Mar  2Q1Q  1614  AST 

History  of  present  illness 

The  Patient  is  a  22  year  old  male 

SM  presented  to  session  on  lime  and  was  seen  for  approximately  45  minutes.  SM  continues  to  follow  up  after  it  was  recommended 
he  do  so  by  Ns  NCOIC 

•  Increased  energy  *  Mood  was  euthymic  *  No  sleep  complaints  *  Normal  enjoyment  ol  activities  *  A  desire  to  continue 
living'  No  homicidai  thoughts  *  No  fear  of  loss  of  control '  No  violent  behavior  *  No  abnormal  thoughts  reported  *  No 
personality-related  complaints  *  No  behavioral  complaints 
Objective 

SM  continues  to  be  guarded  when  discussing  his  concerns  He  continues  to  deflect  issues  that  are  too  close  to  his  ’ccmfort  zone 
»Va  discussed  tins  issue  at  length  and  focused  on  his  denial  of  emotion  arid  what  this  does  for  him.  SM  reported  he  dees  no!  iil'5  to 
show  emotion  as  this  causes  him  to  be  vulnerable.  We  discussed  how  this  might  effect  his  interpersonal  relationships  wxh  his  co 
workers  and  supervisors.  SM  stated  he  would  continue  to  explore  this  area  of  his  functioning.  SM  denied  Sl/H  and  appears  to  be  at 
low  risk  for  harm  to  self  or  others  at  this  time 


A IP  Written  by  WORSLEY.  MICHAEL  02  Mar  2010  1S16ASI 

1.  ANXIETY  DISOROER  NOS 
Comments: 

Procedure^}:  -Psychiatric  Therapy  Individual  Approximately  45-50  Minutes 

Disposition  Written  hv  WORSLEY,  MICHAEL  @  02  Mar  2010  161 5  AST 

Released  Without  Limitations 

Follow  up:  2  week(s)  in  the  COMBAT  STRESS  Clinic  (HAMMER)  clnic  or  sooner  if  there  are  problems 

injury  &  Illness:  Not  Work  Related.  Not  Battle  Related.  Category:  Misc/Admlnistratlon/Fottow-Up  Cause.  Non-Battle  Injury 

Appointment  Class:  Outpatient 

E&M  Code;  99212  -  Eslab  Outpatient  Focused  HAP  -  Straightforward  Decisions 


WORSLEY.  MICHAEL 
Ciinaal  Psychologist 
WSFSAI 


Name/SSN:  MANNING,  BRADLEY  EDWARD^ 


Sponsor/SSN  MANNING,  BRADLEY  EDWARt 


DOB  17  Dec  1987  TdW 

PC*!  A 1 1 .2  US  A  ACTIVE  DLi  IT  CS: 

ENLISTED 

MC  Status:  Status: 

Insurance.  No . . . . . 


Rank:  PRIVA  TE  FIRST  CLASS 

Unit  W6CD2PBA 

Outpt  Rcc  Km:  RECORDS  ROOM-MI  STUDENT  CLINIC 
PCM: 

Td  PCM  


CHRONOLOGICAL  RECORD  OF  MEDICAL  CAME 

THIS  INf-ORMA^ION  IS  PROTECTED  3Y  TIIE  PRIVACY  ACT  OF  1974  (PL-93-579).  UNAUTHORIZED  ACCESS 
'  TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VKHATORS  WIU.  BE  PROSECUTED 


STANDARD  FORM  600 (REV-  S) 

Proertx4  by  GSA  tad  ICMR 
FIRM*  (41  CFR)5«!-I5.MS 


ManningB_00014101 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  16  March  2010 
PAGES:  1 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Combat  Stress  Clinic  at  FOB  Hammer.  Released  without 
limitations  with  foliow-up  in  one  week. 


ManningB_00014102 


HEALTH  RECORD  I  _ CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Patient:  MANNING.  BRADLEY 
Facility  WSFSAI 


Date  16  Mar  2010 1507  AST 
Clinic:  COMBAT  STRESS  Clinic 
(HAMMER) 


Appt  Type  ROUTN 
Provider:  WORSLEY,  MICHAEL 


Problems 

ANXETY  DISORDER  NOS 
insomnia 

PERSONALITY  DISORDER 


Active  Medications 

No  Active  Medications  Found 

Allergies 

No  Allergies  Found. 

Scroonlno  Written  bv  WORSLEY.  MICHAEL  &  16  Mar  2010  1507  AST 

Appointment  Reason  For  Visit;  PERSONALITY  DISORDER; 

Selected  Reasonfs)  For  Visit: 

PERSONALITY  DISOROER  (Follow Alp)  Comments 

SiO  Note  Written  bv  WORSLEY.  MICHAEL  &  17  Mar  2010  1402  AST 

History  of  present  illness 

The  Patient  is  a  22  year  old  male. 

SM  presented  on  lime  (or scheduled  appointment  and  was  seen  for  approximately  45  minutes. 

•  Persistent  anxiety  about  one’s  anticipated  performance  •  Interfering  with  work  ■  Hypersensitivity  overreacting  to  real  or 
imagined  slights  or  fafttres  *  No  steep  complaints  '  Normal  enjoyment  of  activities  "  A  desire  to  continue  living  *  Nc  homicidal 
thoughts*  No  fear  ofioss  of  control  *  No  violent  behavior  *  No  abnormal  thoughts  reported  *  Nc  sexual  behavior  complaints  * 

No  behavioral  complaints 
Objective 

SM  continues  to  have  issues  m  his  workplace  secondary  to  interpersonal  relationships.  SM  has  a  style  of  relating  that  has  caused 
some  of  the  people  in  his  ofiice  re  complain  about  him.  SM  reported  that  his  NCOfC  described  him  as  'catatonic'.  SM  finds  this  very 
disturbing  and  is  concerned  it  wM  effect  his  long  term  plans  of  staying  in  the  Army  and  allowing  him  to  achieve  his  educational 
goals.  We  discussed  specific  interventions  aimed  at  giving  him  a  belter  idea  of  how  ne  is  percteved  and  improving  his  abiity  to 
communicate.  SM  remains  reluctant  to  attempt  SM  denied  Sf/Hf  and  appears  to  be  at  !ow  risk  for  harm  to  seif  or  others  at  this  time 


A/P  Written  bv  WORSLEY  JyHCHAEL  <8  1 7  Mar  2010  1402  AST 

1.  PERSONALITY  DISORDER 

Comments 

Procedure)*).  -Psychiatric  Therapy  individual  Approximately  45-50  Minutes 

Disposition  Written  bv  WORSLEY,  MICHAEL  ft,  17  Mar  2010  1402.ASI 

Released  Without  Limitations 

Follow  up:  1  waek(s)  In  the  COMBAT  STRESS  Clinic  (HAMMER)  clinic  or  sooner  ifthere  are  problems 

injury  &  Illness:  Not  Work  Related;  Not  Bathe  Related;  Categoiy.  MiscfAdmWstration/Fo#ow-Up  Cause;  Non-Battle  Injury 

Appointment  Class:  Outpatient 

E&M  Code:  99212  -  Estab  Outpatient  Focused  H&P  -  Siraightforwad  Decisions 

Stoned  Bv  WORSLEY  MICHAEL  a  17  Mar  201 0  1403  AST 

WORSLEY.  MICHAEL 

Clincial  Psychologist 
WSFSAI 


Name/SSN:  MANNING,  BRADLEY  EDWAR 


FMP'SSN:  20'MHHNK 
DOB  17  Dec  1987 

PCat:  A 1 1  2  USA  ACTIVE  DUTY 

ENLISTED 


Seic  M 
TdH:  240-784  4H31 
TcfW. 

cs 


MC  Statue  Status: 

Insurance:  Nc _ _____ 


Sponsnr/SSN: 

Rank; 

Unit; 

Outpi  Rec  Rm 


MANNING.  BRADLEY  EDWARD*** 
PRIVATE  FIRST  CLASS 
W6CD2PBA 

RECORDS  ROOM-MI  STUDENT  CLINIC 


PCM: 

Tel.  PCM: 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARS 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1974  (P1.-93-S79)  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  m  (REV. «) 

Prescribed  by  CSA  .nd  ICMR 
FIRMR  (+1  CFR)  201-45.305 


ManningB_00014103 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  23  March  2010 
PAGES:  1 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Combat  Stress  Clinic  at  FOB  Hammer.  Released  without 
limitations  with  follow-up  in  one  week. 


ManningB_0Q014104 


HEALTH  RECORD 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Patient:  MANNING,  BRADLEY  Date  23  Mar  2010  1468  AST  Appt  Type:  ROUTN 

Facility  WSFSAI  Clinic:  COMBAT  STRESS  Clinic  Provider:  WORSLEY,  MICHAEL 

(HAMMER) 


AutoCites  Refreshed  by  @  24  Mar  2010  Q744  AST 

Problems 

ANXIETY  DISORDER  NOS 
insomnia 

PERSONALITY  DISORDER 

Active  Medications 
No  Active  Medications  Found. 

Allergies 

No  Allergies  Found. 


Appointment  Reason  For  Visit:  PERSONALITY  DISORDER; 

Selected  RtasontiLEgUfliiL. . 

PERSONALS  DISORDER  IFoiow-Up)  Comments; 

S/O  Note  Written  by  WORSLEY,  MICHAEL  (3>  24  Mar  201 0  0750  AST 

History  of  present  illness 

The  Patient  is  a  22  year  old  male, 

SM  presented  to  clinic  on  time  for  scheduled  appointment  and  was  seen  for  approximately  50  minutes. 

•  Anxiety  unrelated  to'exertion  cr  dangerous  situation  •  Energy  *  No  sleep  complaints  *  Normal  enjoyment  of  activities  ’  A 
desire  to  continue  living  *  No  homicidal  thoughts  *  No  fear  of  loss  of  control  *  No  violent  behavior  “  No  abnormal  thoughts 
reported  *  No  sexual  behavior  complaints  *  No  personality-related  complaints 
Objective 

SM  continues  to  have  difficulty  in  his  workplace  and  we  discussec  the  issue  throughout  the  session.  SM  stated  his  workplace  is  a 
difficult  place  in  genera!  because  there  is  Mtle  trust  and  many  different  personages  vying  for  power.  Options  were  discussed 
including  whether  the  kind  of  position  was  healthy  fir  Ci4  and  wfut  Lis  tong  term  aspirations  were.  SM  continues  to  have  difficulty 
allowing  himself  to  relax  In  session  and  sharing  personal  feelings.  He  appears  to  be  filtering  everything  that  he  says  and  has 
difficulty  trusting  this  provider  SM  continues  to  be  willing  tomove  forward  with  therapy  but  we  discussed  needing  to  establish 
clearer  goals  and  move  toward  same.  SM  denied  SI/HI  and  appears  to  be  at  low  risk  for  harm  to  self  or  others  at  this  time.  SM  will 
foSow  up  with  this  clinic  in  one  week 


A IP  Written  bv  WORSLEY  MICHAEL  fi>  24  Mar  2010  0750  AST 

1.  PERSONALITY  DISORDER 
Comments: 

Prccedure(s):  -Psychiatric  Therapy  individual  Approximately  45-50  Minutes 

Dts Position  Written  bv  WORSLEY.  MICHAEL  @  24  Mat  20tS..Q2.5.l_AST 

Released  Without  Limitations 

Follow  up:  1  weekfs)  in  the  COMBAT  STRESS  Clinic  (HAMMER)  clinic  or  sooner  if  there  are  problems. 

Injury  &  Illness:  Not  Work  Related;  Not  Battle  Related;  Category  .MiscfAdminisIfaUon/Folow-Up  Cause:  Non-Battle  injury 
Appointment  Clsss:  Outpatient 

E&M  Code;  99212  -  Estab  Outpatient  Focused  H&P  -  Straightforward  Decisions 

Signed  Bv  WORSLEY.  MICHAEL  &  24  Mar  2010  0751  AST 

WORSLEY,  MICHAEL 
•  Clincial  Psychologist 

WSFSAI 


'"w 


Name/SSN:  MANNING,  BRADLEY  EDWARD®HHl 

Sex.  »1 

FMP/SSN:  20/lfSH^H  Tcl  H  240-784-0431 

DOB:  17  Bet  IPS"  Tel  W 

PC’s:  All  . 2  USA  ACTIVE  DUTY  CS: 

ENLISTED 

MC  Status:  Status 

Insurance  No .  . . . 


Sponsor/SSN 

Rink 

Unit: 

OutptRcc.  Rat 


MANNING,  BRADLEY  EOWARD^^H 

PRIVATE  FIRST  CLASS 

W6CD3PBA 

RECORDS  ROOM-MJ  STU06NT  CLINIC 


PCM: 

Tel.  PC  M: 


CHRONOLOC1CAL  RECORD  OF  MEDICAL  CARE 

THLS  INFORMATION  IS  PROTECTED  9Y  THE  PRIVACY  ACT  OF  1974  (PL-93-579).  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VIOLATORS  WILL  BE  PROSECUTED, 


STANDARD  FORM  600  (RRV.  *) 
Prescribed  by  CSA  Uli  K'MH 
F1RMR  Ml  CFR)  20-4.0505 


Manning8_00014105 


AR  15-6  Report 

Compromise  of  Classified  Information  to  Wikileaks 


DATE:  30  March  2010 
PAGES:  1 
FORM:  SF  600 
SUMMARY: 

Appointment  at  Combat  Stress  Clinic  at  FOB  Hammer,  Released  without 
limitations  with  follow-up  in  one  week. 


ManningB„0001 41 06 


HEALTH  RECORD 


CHRONOLOGICAL  RECORD  OF  MEDICAL  CARE 


Palienr.  MANNING,  BRADLEY 
Facility  WSFSAI 


Dale:  30  Mar  2010  1604  AST 
Clinic-  COMBAT  STRESS  Clinic 
(HAMMER) 


ApptType:  ROUTN 
Provider.  WORSLEY,  MICHAEL 


AntoCHes  Refreshed  by  @  01  Apr  2010  0601  AST 

Problems 

ANXIETY  DISORDER  NOS 
insomnia 

PERSONALITY  DISORDER 

Active  Medications 

No  Active  Medications  Found. 

Allergies 

No  Allergies  Found 

Screening  Written  bv  WORSLEY.  MICHAEL  @  30  Mar  2010  1604  AST 

Annointmenl  Reason  For  Visit:  OCCUPATIONAL  PROBLEM; 

Selected  ReftSQDla)  For  Vis  t:. . 

OCCUPATIONAL  PROBLEM  (New)  Comments 

S/O  Not*  Written  bv  WORSLEY.  MICHAEL  lfi>  PI  Apr  2Q1C  0610  AST 


History  ol  present  illness 

The  Patient  is  a  22  year  old  mate. 

SM  presented  on  time  for  scheduled  appointment  and  was  seen  for  approximately  80  minutes. 

•  Persistent  anxiety  about  one’s  anticipated  performance  ■  Which  comes  and  goes  •  Continuously  for  a  month  or  more  • 
Inability  to  express  warmth  and  tenderness  •  Inability  to  communicate  effectively  *  No  sleep  complaints  *  Normal  enjoyment  of 
activities  •  A  desire  to  continue  trying  *  No  homicidal  thoughts  *  No  tear  of  loss  of  control  *  No  violent  behavior  *  No  abnormal 
thoughts  reported  *  No  sexual  behavior  complaints  '  No  behavioral  complaints 


SM  continues  to  have  difficulty  in  his  work  environment  He  continues  to  have  diffeutty  relating  to  Ns  c 
interpe-sonaJy.  We  discussed  some  of  his  concerns  and  why  he  feels  ho  hes  dHBcsiiy.  W»  efei-  oV: :  s. 

whicn  he  works  and  how  that  affects  him  and  his  ability  to  disclose  personal  information  which  would  i 
approachable  and  feel  more  comfortable  with  Ns  coworkers.  SM  continues  lo  resist  efforts  to  explore : 
moving  from  his  work  environment  Wo  an  interpersonal  environment.  SM  denied  SI/HI  and  appears  o: 
self  of  others  at  this  time 


i  workers  and  functioning 
re ;  ;r,o  t-ovijonmerst  in 

low  him  to  appear  more 
lese  issues  and  has  dtffciulty 
be  at  low  risk  for  harm  to 


A/P  Written  bv  WORSLEY.  MICHAEL  &  01  Apr  2010  091  I  ASI 

1.  OCCUPATIONAL  PROBLEM 
Comments: 

Procedure^/:  -Psychiatric  Therapy  Indlv  By  A  Physician  Approx  75-80  Mm 


Disposition  Written  bv  WORSLEY.  MICHAEL  @  01  Apr  2010  Q81 1  AST 

Released  Without  Um  nations 

Follow  up:  1  week(s)  In  the  COMBAT  STRESS  Cline  (HAMMER)  dime  or  sooner  if  there  we  probtems. 

Injury  «.  Illness:  Not  Work  Related;  No!  Battle  Related;  Category:  Msc/Administration/Follow-Up  Causa:  Non-Battle  illness 
Appointment  Class:  Outpatient 

E&M  Code:  99212  -  Esiab  Outpatient  Focused  H&P  -  Straightforward  Decisions 


Stoned  Bv  WQBSLEY.  MICHAEL  &  Qi  Apr  201 005:1  AST. 

WORSLEY;  MICHAEL 

Ciincial  Psychologist 
WSFSAI 


Nantc/SSN:  MANNING,  BRADLEY  EDWARD* 

Sex;  M 

FMP/SSN  20)18  1  TC,N:  W 

OOlk  17  Dtt  19*7  TetW: 

PCai  A 1 1 .2  USA  ACTIVE  DUTY'  CS: 

ENLISTED 

MC  Status  Status; 


Sponsor/SSN:  MANNING.  BRADLEY  EDWARD^^^B 
Rank  PRIVATE  FIRST  CLASS 

Unit.  W6CD2PBA 

Outpt  Rec.  Rnr  RECORDS  ROOM-M!  STUDENT  CUNIC 


CHRONOLOGIC  Al.  RECORD  OF  MEDIC  At.  CARE 

THIS  INFORMATION  IS  PROTECTED  BY  THE  PRIVACY  ACT  OF  1 374  (PL-93-579)  UNAUTHORIZED  ACCESS 
TO  THIS  INFORMATION  IS  A  VIOLATION  OF  FEDERAL  LAW  VIOLATORS  WILL  BE  PROSECUTED. 


STANDARD  FORM  (REV.  5) 
PracribNl  Xy  CSV  and  If  MR 
FIR  MR  (11  CFHJIOM5.SK5 


ManningB_00014107 


INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  14,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  1 0  and  1 4  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate’s  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet.” 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet”  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

1 5.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 


DD  FORM  490,  MAY  2000 


Inside  of  Back  Cover 


